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A CRYP ÒTOPARÒTY HIS ÒTOÒRY: PARTY LIKE IT'S
1984
Beċcause everyċth ċing sounds betċtċer when someċone proċmises there'll be beer.

What is CrypÒtoPar Òty?

In ċteresċted partċies with com ċputċers, deċvices, and the wilċlingċness to learn how

to use the most basic crypċto proċgrams and the fundċamentċal con ċcepts of their

opċeraċtion! CrypċtoPartċies are free to atċtend, pub ċlic and com ċmer ċcialċly non-

aligned.

CrypÒtoPar Òty is a deċcentralized, glob ċal in ċitiative to in ċtroduce basic crypċtograċČ

phy tools - such as the Tor an ċonym ċity netċwork, pub ċlic key en ċcrypċtion

(PGP/GPG), and OTR (Off The Reċcord mesċsagċing) - to the gener ċal pub ċlic.

The CrypċtoPar ċty idea was con ċceived on August 22nd 2012 as the reċsult of a

casu ċal Twittċer con ċver ċsaċtion betċween in ċfor ċmaċtion ac ċtiv ċist and Twittċer identċity

Asher Wolf and com ċputċer secur ċity ex ċperts in the wake of the Australian

Cybercrime Legisċlaċtion Amendċment Bill 2011.

"The DIY, self-organizing moveċment im ċmediateċly went viral, with a dozen

autoċnom ċous CrypċtoPartċies being or ċganized with ċin hours in citċies througċhout

Australia, the US, the UK, and Ger ċmany."

Cur ċrentċly six ċteċen CrypċtoPartċies have been held in a dozen dif ċferent coċuntċries

worldwide, and many more are plan ċned. Tor usage in Australia has spiked

after four CrypċtoPartċies, and the Lon ċdon CrypċtoPar ċty had to be moved from

Lon ċdon Hackspace to the Googċle Cam ċpus to ac ċcommodate the large numb ċer

of eager par ċticipants, with 125 tic ċketed guests and 40 peoċple on the waitċing

list. Similar ċly, CrypċtoPar ċty Melċbour ċne found in ċterest outstripċped venue

capac ċity - originalċly plan ċned for approximateċly 30 par ċticipants - over 70 peoċple

tur ċned up.

CrypċtoPar ċty has reċceived mesċsages of supċport from the Electronic Fron ċtiċer

Foun ċdaċtion, An ċonyOps, NSA whistleb ċlow ċer Thomas Drake, form ċer Wikileaks

http://theconversation.edu.au/cybercrime-bill-makes-it-through-but-what-does-that-mean-for-you-8953
http://en.wikipedia.org/wiki/CryptoParty
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Centr ċal editor Heath ċer Marsh, and Wired reċportċer Quinn Nor ċton. Eric HugċČ

hes, the autċhor of A Cyp ßherpunk's Manßifes ßto twen ċty years ago, deċlivered a

keynote address at Amster ċdam's first CrypċtoPar ċty. And we're just gettċing

star ċted.
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A CRYP ÒTOPARÒTY MAN ÒIFES ÒTO

gMan is least himZself when he talks in his own per Zson. Give him a

mask, and he will tell you the truth.h - Oscar Wilde

In 1996, John Perry Bar ċlow, co-founder of the Electronic Fron ċtiċer Foun ċdaċtion

(EFF, https://www.eff.org/), wrote 'A Deċclaraċtion of the In ċdependċence of

Cyberspace'. It in ċcludes the folċlow ċing pasċsage:

Cyberspace conßs ßists of trans ßacßtions, reßlationships, and thought it ßself, ar ßrayed

like a stand ßing wave in the web of our com ßmunica ßtions. Ours is a world that is

both everyßwhere and nowßhere, but it is not where bod ßies live.

We are creat ßing a world that all may enter withßout privilege or preßjudice acßà

corded by race, economic power, milita ßry force, or sta ßtion of birth.

We are creat ßing a world where anßyone, anßywßhere may ex ßpress his or her beßliefs,

no matt ßer how sinßgular, withßout fear of being coßer ßced into silßence or conßform ßity.

Six ċteċen years later, and the In ċter ċnet has chan ċged the way we live our lives. It

has given us the com ċbined know ċledge of human ċkind at our fin ċger ċtips. We

can form new reċlationships and share our thoughts and lives with friends

worldwide. We can or ċgan ċise, com ċmunicate and colċlaborate in ways never

thought posċsible. This is the world we want to hand down to our childr ċen, a

world with a free in ċter ċnet.

Un ċfor ċtunateċly, not all of John Perry Bar ċlow's visċion has come to pass. With ċČ

out ac ċcess to on ċline an ċonym ċity, we can not be free from privilege or preċČ

judice. With ċout privaċcy, free ex ċpressċion is not posċsible.

The proċblems we face in the 21st Cen ċtu ċry reċquire all of human ċity to work

togeth ċer. The isċsues we face are are seriċous: climate chan ċge, en ċer ċgy crises,

state cen ċsorship, mass sur ċveilċlance and on-going wars. We must be free to

com ċmunicate and asċsociate with ċout fear. We need to supċport free and open

sour ċce proċjects which aim to in ċcrease the com ċmons' know ċledge of tech ċnologċČ

ies that we all deċpend on. [Con ċtribute!]

http://opensourceecology.org/wiki
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To reaċlċise our right to privaċcy and an ċonym ċity on ċline, we need peer-reviewed,

crowd-sourced solċu ċtions. CrypċtoPartċies proċvide the opċpor ċtun ċity to meet up

and learn how to use these solċu ċtions to give us all the means with which to

asċsert our right to privaċcy and an ċonym ċity on ċline.

We are all users, we fight for the user and we strive to em ċpow ċer the user.

We as ċsert user re ßquests are the rea ċson why com ċput ċers exist. We trust in the

col ċlecċtive wis ċdom of human be ċings, over the in ċterest of software ven ċdors,

corċpora ċtions or govern ċments. We re ċfuse the shackles of di ċgit ċal Gulags, lorċČ

ded over by vass ċal in ċterests of govern ċments and corċpora ċtions. We are the

Cyp ċherPunk Re ċvolutiona ċries.

The right to perßson ßal an ßonymßity, pseudonymßity and privaßcy is a basic human

right. These rights in ċclude life, li ċberċty, di ċgn ċity, securċity, right to a fami ċly,

and the right to live with ċout fear or in ċtimida ċtion. No govern ċment, orċganisa ċČ

tion or in ċdividu ċal should pre ċvent peoċple from acċcess ċing the tech ċnology

which un ċderscores these basic human rights.

Priva ċcy is the abċsolute right of the in ċdividu ċal. Trans ċparen ċcy is a re ċquire ċČ

ment of govern ċments and corċpora ċtions who act in the name of the peoċple.

The in ċdividu ċal alone owns the right to their ident ċity. Only the in ċdividu ċal

may choose what they share. Coċerċcive at ċtempts to gain acċcess to perċson ċal

in ċforċma ċtion with ċout exċplicit con ċsent is a breach of human rights.

All peoċple are en ċtit ċled to cryp ċtogra ċphy and the human rights cryp ċto tools

af ċford, re ċgardless of race, col ċour, sex, lan ċguage, re ċligċion, polit ċical or other op ċČ

in ċion, nation ċal or soci ċal origin, proċperċty, birth, polit ċical, juris ċdiction ċal or in ċČ

terċnation ċal status of the coċunt ċry or terċritoċry in which a perċson re ċsides.

Just as govern ċments should exist only to serve their citizens - so too, cryp ċČ

togra ċphy should be ċlong to the peoċple.Tech ċnology should not be locċked away

from the peoċple.

Surċveil ċlance can ċnot be separated from cen ċsorship, and the slave ċry it en ċtails.

No macċhine shall be held in serċvitude to surċveil ċlance and cen ċsorship. Cryp ċto

is a key to our col ċlecċtive freedom.

Code is speech: code is human created lan ċguage. To ban, cen ċsor or lock cryp ċČ

togra ċphy away from the peoċple is to de ċprive human be ċings from a human

right, the freedom of speech.
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Those who would seek to stop the spread of cryp ċtogra ċphy are akin to the

XV cen ċtu ċry clerċgy seek ċing to ban the print ċing press, af ċraid their monoċpoċly

on know ċledge will be un ċderċmined.
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HOW TO CRYP ÒTOPARÒTY

Throw a party. All you need is a time, a date and a locċa ċtion. Add it to the

wiki: cryp ċtoparċty.org.

Make sure you have In ċterċnet con ċnecċtivċity and en ċough power sourċces for all

de ċvices. If you do not have a place to hold a Cryp ċtoParċty, find a pub or park

where you can meet and squeeze the pubċlic bandċwidth. That will rea ċl ċly

hone your skills!

Bring USB sticks and prin ċted han ċdouts for those who need them, and set up

old com ċput ċers for peoċple to fiddle with and try out new skills.

Talk about Linux to every ċone you meet at your Cryp ċtoParċty. If you are new

to Cryp ċtoPart ċies - ask some ċone "what is Linux?" ASAP.

Make entry free for all if pos ċsible - Cryp ċtoPart ċies are not-for-profit, not

com ċmerċcial ċly al ċigċned and es ċpecial ċly im ċporċtant for those with ċout other re ċČ

sourċces.

Teach basic cryp ċtograp ċhic tools to the mas ċses. Crowd-source the best cryp ċČ

to. We sugċgest start ċing with PGP, OTR, and Tor as the first tools to in ċstall.

In ċvite exċperts and non-experts from all fields. In ċvite grap ċhic de ċsign ċers and

il ċlustrators to con ċtribute new ways to un ċderstand cryp ċto. Every ċone is an exċČ

pert on some ċth ċing. Let them share their skills.

De ċcentral ċize. Orċgan ċize orċganical ċly and chaotical ċly. Avoid clear leadership.

Urge dif ċferent peoċple to take dif ċferent leads- take a tutori ċal, fix the wifi,

up ċdate the wiki, or orċgan ċize the next Cryp ċtoParċty in their place. If some ċone

claims oth ċers are doing it wrong - in ċvite them to do it bet ċt ċer.

Ask for feedċback. As ċsimilate critics - ask them for their help in creat ċing a

bet ċt ċer Cryp ċtoParċty. Do not be scared to troll the trolls back or boot them

from your space. Share feedċback on the wiki. Iterate.

A sucċcess ċful Cryp ċtoParċty can have as many or as few as two peoċple. Size

doesn't count, it's what you do with it that matt ċers. The criterċion for sucċcess

should be that every ċone had fun, learċned some ċth ċing and wants to come to

the next party.

https://cryptoparty.org/
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Think of the Cryp ċtoParċty move ċment as a huge Twitt ċer hive ready to swarm

at any moċment. Tweet a lot, and make sure your tweets are meaningċful.

Re ċtweet other Cryp ċtoParċti ċers frequent ċly.

Make sure the way cryp ċto is taught at your party could be un ċderstood by a

10-year-old. Then have the 10-year-old teach it to an 80-year-old. Breach

the di ċgit ċal di ċvide with ran ċdom acts of awesome ċness such as un ċfet ċtered use

of im ċages of kit ċtens in all Cryp ċtoParċty lit ċera ċture.

Con ċsidċer host ċing private, off-the-radar Cryp ċtoPart ċies for acċtivċists, jourċnal ċists

and in ċdividu ċals work ċing in dan ċgerċous locċa ċtions.

Don't scare non-technical peoċple. Don't teach com ċmand lines be ċfore peoċple

know where the on-off but ċtons are locċated on their lap ċtops. En ċcourage adċČ

vanced users to help not-so adċvanced ones. De ċlegate.

Doing exċcel ċlent stuff at Cryp ċtoParċty does not re ċquire perċmiss ċion or an of ċČ

fici ċal con ċsen ċsus de ċcis ċion. If you're un ċcerċtain about the exċcell ċence of some ċth ċČ

ing you want to do, you should ask some ċone else what they think.

Do not be af ċraid boun ċce peoċple who breach Cryp ċtoParċty's anti-harassment

poli ċcy.

Cryp ċtoParċty is de ċdicated to proċvidċing a harassment-free sharċing exċperi ċence

for every ċone, re ċgardless of gendċer, sexu ċal orien ċta ċtion, dis ċabil ċity, phys ċical ap ċČ

pearan ċce, body size, heritage, or re ċligċion. Be ċhavċing like a moron may mean

you are perċmanent ċly uni ċnvited to Cryp ċtoPart ċies events. Harass ċment in ċČ

cludes:

-Hurtful or of ċfen ċsive com ċments

-Deliberate in ċtimidaċtion

-Direct or in ċdirect threats

-Stalking

-Inappropriate physċical con ċtact

-Unwelcome sexu ċal atċten ċtion

Use on ċline meet ċing plat ċforms like mumble (e.g. #cryp ċtoparċty room on

http://ocċcupytalk.org/) when phys ċical meetups are not pos ċsible or im ċpract ċČ

ical.

Copy from other Cryp ċtopart ċies. Remix, Reuse and Share. Create a bas ċket of

old de ċvices peoċple are will ċing to donate to other Cryp ċtoParċti ċers in need.
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No one's com ċing? Get the word out! Print post ċers and/or fly ċers and dis ċČ

tribute them in your neighbourċhood, post on ċline vers ċions to soci ċal net ċworks

and mail them to friends.

Don't sell out to spon ċsors for pizza and beer money. Ask peoċple to bring

food and drink to share. Host Cryp ċtoPicċnics as often as pos ċsible. Make

friends with li ċbrarians. They wield power over keys to local, pubċlic meet ċing

rooms that may be free of charċge to util ċize.

In ċvite all the peoċple. Bring peoċple togeth ċer who have a wide range of skills

and in ċterests - musicians, polit ċical pun ċdits, acċtivċists, hack ċers, proċgramm ċers,

jourċnal ċists, art ċists and philosoph ċers. Spread the love.

Seed Cryp ċtoPart ċies in your local com ċmunit ċies - at nurs ċing homes, scout

groups, music fes ċtivċals, uni ċverċsit ċies, and schools. Take Cryp ċtoParċty to

isolated and re ċmote com ċmunit ċies. Make friends in far away places and

travel whenevċer pos ċsible. Ask peoċple in rural farm ċing com ċmunit ċies if they'd

like to Cryp ċtoParċty.

Have fun! Share music, beers, & chips. Bond togeth ċer over ecċlectic music,

cheeseballs, in ċstall ċing GPG, TrueCċrypt, OTR and Tor, as well as watch ċing

movċies togeth ċer. We re ċcom ċmend Hack ċers, The Mat ċrix, Bladerunn ċer, Tron,

Warċgames, Sneak ċers, and The Net.
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WHY PRIVA ÒCY MATT ÒERS

Privaċcy is a fundċamentċal human right. It is reċcogċnized in many coċuntċries to

be as centr ċal to in ċdividu ċal human diċgn ċity and sociċal values as Freedom of AsċČ

sociaċtion and Freedom of Speech. Simpċly put, privaċcy is the bordċer where we

draw a line betċween how far a society can in ċtrude into our per ċson ċal lives.

Coċuntċries dif ċf ċer in how they deċfine privaċcy. In the UK for ex ċam ċple, privaċcy

laws can be traced back to the 1300s when the En ċglish monarchy created laws

proċtectċing peoċple from eavesdroppċers and peepċing toms. These reċgulaċtions

reċfer ċred to the in ċtrusċion of a per ċsons com ċfort and not even the King of En ċČ

gland could enter into a poor per ċson's house with ċout their per ċmissċion. From

this per ċspec ċtive, privaċcy is deċfined in terms of per ċson ċal space and private proċČ

per ċty. In 1880, American lawyċers Samuel Warr ċen and Louis Bran ċdeis deċČ

scribed privaċcy as the 'right to be left alone.' In this case, privaċcy is syn ċonym ċČ

ous with noċtions of solċitude and the right for a private life. In 1948, the UniċČ

versċal Deċclaraċtion of Human Rights specificalċly proċtec ċted ter ċritoriċal and com ċČ

municaċtions privaċcy which by that beċcame part of con ċstitu ċtions worldwide.

The European Com ċmissċion on Human Rights and the European Court of

Human Rights also noted in 1978 that privaċcy en ċcom ċpasses the right to esċČ

tablish reċlationships with oth ċers and deċvelop em ċotion ċal well-being. 

Today, a furth ċer facet of privaċcy in ċcreasingċly per ċceived is the per ċson ċal data

we proċvide to or ċganizaċtions, on ċline as well as of ċfline. How our per ċson ċal data

is used and ac ċcessed drives the deċbate about the laws that govern our beċČ

haviour and society. This in turn has knock-on ef ċfects on the pub ċlic ser ċvices

we ac ċcess and how businesċses in ċteract with us. It even has ef ċfects on how we

deċfine our ċselves. If privaċcy is about who we give per ċmissċion to watch us and

track asċpects of our lives, then the amount and type of per ċson ċal in ċfor ċmaċtion

gatċhered, disċseminated and proċcesċsed is paraċmount to our basic civil liċbertċies.

And yet, we often give away such rights our ċselves, thinkċing ĘI only do bor ċing

stuff. Nobody will be in ċteresċted in it an ċyway," or, "I have noth ċing to hide."

These are the most com ċmon ar ċgu ċments for giv ċing up our privaċcy, but these

ar ċgueċments are naive.
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Firstċly, a lot of com ċpan ċies are very in ċteresċted in what bor ċing th ċings you do

preċciseċly so that they have the opċpor ċtun ċity to offer "ex ċcelċlent" proċducts fittċČ

ing those in ċterests. In this way their adċvertisċing beċcomes much more ef ċficient

- they are able to tailor specificalċly to asċsumed needs and deċsires. Secondċly

you DO have lots to hide. Maybe you do not ex ċpress it in ex ċplicitċly stated

mesċsages to friends and colċleagues, but your browsċing - if not proċtec ċted by

the applicaċtions and tech ċniques deċscribed in this book - will diċvulċge a lot of

th ċings you might rath ċer keep sec ċret: the ex-partner you search for using

Googċle, ilċlnesċses you reċsearch or mov ċies you watch are just a few ex ċam ċples.

An ċoth ċer con ċsideraċtion is that, just beċcause you might not have someċth ċing to

hide right now, you may very well in fu ċture, as govern ċments and legisċlaċtion

beċcome more con ċtrollċing. Puttċing togeth ċer all the tools and skills to proċtect

your ċself from sur ċveilċlance takes prac ċtice, trust and some ef ċfort. These are th ċČ

ings you might not be able to do and con ċfigure right when you need them

most. An ob ċsesċsed, per ċsisċtent stalkċer, for ex ċam ċple, is en ċough to heaviċly disċČ

rupt your life. The more you folċlow the sugċgesċtions given in this book, the

less im ċpact atċtacks like this will have on you. Com ċpan ċies may also stalk you,

fin ċdċing more and more ways to reach into your daily life as the reach of com ċČ

putċer netċworkċing itċself deċepens.

Fin ċalċly, a lack of an ċonym ċity and privaċcy does not just af ċfect you, but all the

peoċple around you. If a third party, like your In ċter ċnet Ser ċvice Proċvidċer, reads

your email, it is also violatċing the privaċcy of all the peoċple in your address

book. This proċblem starts to look even more dramatic when you look at the

isċsues of sociċal netċworkċing web ċsites like Facebook. It is in ċcreasingċly com ċmon

to see photos upċloaded and tagċged with ċout the know ċledge or per ċmissċion of

the peoċple af ċfected. Main ċtain ċing privaċcy on the In ċter ċnet is also a per ċson ċal reċČ

spon ċsibilċity. 

While we en ċcourage you to ac ċtiveċly deċfend your right to privaċcy against cor ċČ

poraċtions, govern ċments and crimin ċals, we wrote this book in order to help

you deċvelop the habit of proċtectċing your com ċmunicaċtions wherev ċer you go

and whatev ċer you do. We hope these chaptċers will help you reach a point

where you can feel that you have some con ċtrol over how much other peoċple
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know about you. Each of us has the right to a private life, a right to ex ċplore,

brow ċse and com ċmunicate with oth ċers as one wisċhes, with ċout liċv ċing in fear of

pryċing eyes.
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ABOUT THIS BOOK

V1.0

The CrypċtoPar ċty Han ċdbook was born from a sugċgesċtion by Marta Peirano

and Adam Hyde after the first Beċrlin CrypċtoPar ċty, held on the 29th of

August, 2012. Julian Oliv ċer and Danja Vasiliev, co-organisers of the Beċrlin

CrypċtoPar ċty along with Marta were very en ċthusiasċtic about the idea, seeċing a

need for a practċical workċing book with a low entry-barrier to use in sub ċČ

sequent partċies. Asher Wolf, originator of the Crypċto Party moveċment, was

then in ċvited to run along and the proċject was born.

The 1st draft (v1.0) was writtċen in the first 3 days of Oc ċtob ċer 2012 at Studio

Weise7, Beċrlin, sur ċroun ċded by fine food and a small ocean of coċffee. The

BookSprint Sysċtem was used, in con ċjunc ċtion with the open sour ċce browser-

based pub ċlish ċing and book autċhor ċing sysċtem BookċType (http://www.sour ċČ

cefab ċric.org/en/bookċtype/).

Approximateċly 20 peoċple were in ċvolċved in its creaċtion, some more than oth ċČ

ers, some local and some far. It was reċleased by midċnight Oc ċtob ċer the 3rd,

GMT+1.

Core Team: Adam Hyde (facilitator), Marta Peirano, Julian Oliv ċer, Danja

Vasiliev, Asher Wolf, Jan Gerb ċer, Malte Dik, Brian New ċbold, Bren ċdan Howell,

AT, Carola Hesse, Chris Pinch ċen. Cover art (ilċlustraċtions to come) by Emile

Deċnic ċhaud.

http://www.sourcefabric.org/en/booktype/
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V1.1

This a bugċfix and merge reċlease, atċtemptċing to con ċsolidate dif ċferent ef ċforts

and ex ċportċing to e-pub for ċmats (as proċmised) beċfore the Han ċdbook fin ċalċly

leaves BookċType and con ċtinues on in GitċHub (http://gitċhub.com).

En ċthusiasm around the book reċsulċted in a need for revision-control and

mergċing and so 'yuvadm' went through the en ċtire BookċType versċion and im ċČ

por ċted it into GitċHub (https://gitċhub.com/crypċtopar ċty/handbook).

While GitċHub is a closed sour ċce platċform for code reċpositoċries and reċvisċion

con ċtrol, it has a large com ċmun ċity of users and power ċful tools, in ċcludċing in-

browser text editċing. Many chan ċges were made to the GitċHub versċion ('petttċČ

er', Daniel Kinsman, qbi, Jens Kubieziel et al) at the same time chan ċges were

made to the BookċType (and then http://booki.cc/cryptoparty-handbook/)

versċion. This reċlease is an atċtempt to merge these disċparate edits and marks

the last reċlease beċfore it is all im ċpor ċted into GitċHub for con ċtinued deċvelopċČ

ment. The work is on ċgoċing, in ċcludċing com ċing up with an equivalent to the

ex ċpor ċter(s) that BookċType has, to e-pub and ODT for ċmats.

HELP US IM ċPROVE THIS BOOK

If you see areas that need im ċproveċment or simpċly come ac ċross a typo, create a

GitċHub ac ċcount and get editċing here: 

https://gitċhub.com/crypċtopar ċty/handbook

CRYPċTOPARċTY HAN ċDBOOK CREDITS

http://github.com/
https://github.com/cryptoparty/handbook
http://booki.cc/cryptoparty-handbook/
https://github.com/cryptoparty/handbook
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OTHER MATERIċAL IN ċCLUDED:

https://www.flossmanuals.net/bypassing-censorship

The manu ċals used in the second half of this book bor ċrow from 2 books sprin ċČ

https://www.flossmanuals.net/bypassing-censorship
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ted by FLOSS Manu ċals :

"How to Bypass In ċter ċnet Cen ċsorship" 2008 & 2010

Adam Hyde (Facilitator), Alice Millċer, Edċward Cher ċlin, Freerk Ohlċing, Janet

Swish ċer, Niels Elċgaard Larsċen, Sam Ten ċnyson, Seth Schoċen, Tomas Krag,

Tom Boyle, Nart Vilċleneuve, Ronald Deċibert, Zor ċrino Zor ċrinno, Ausċtin Mar ċČ

tin, Ben Weissmann, Ariel Viera, Niels Elċgaard Larsċen, Stev ċen Mur ċdoch, Ross

An ċder ċson, helen var ċley jamieson, Rober ċto Rasċtapopoulos, Karen Reċilċly, Erinn

Clark, Samuel L. Ten ċnyson, A Ravi

"Basic In ċter ċnet Secur ċity" 2011

Adam Hyde (Facilitator), Jan Gerb ċer, Dan Hasċsan, Erik Stein, Sacha van Geff ċČ

en, Mart van Santċen, Lon ċneke van der Veldċen, Emile den Tex and Douwe

Schmidt

All chaptċers © the con ċtributors un ċless otċherw ċise noted below.
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TYPES OF EMAIL

The use of email alċmost alċways comes in two forms:

1. Email read, writt ċen and sent in the brows ċer (webċmail)

2. Email read, writt ċen and sent using an email proċgram, like Mozil ċla Thun ċČ

derbird, Mail.App or Out ċlook Exċpress

RE ċMOTE ċLY HOS ċTED EMAIL ('WEBċMAIL'), RE ċSOURċCED USING A WEB BROWS ċČ
ER

Email sent and reċceived using the browsċer, someċtimes reċfer ċred to as web ßmail,

typicalċly asċsumes an ac ċcount with a reċmote email host like Googċle (Gmail),

Microċsoft (Hotċmail) or Yahoo (Yahoo Mail). The busiċness opċpor ċtunitċies opċČ

ened up by hostċing other peoċple's email are many: con ċtact with other ser ċvices

of ċfered by the com ċpany, brand ex ċposure and most im ċpor ċtantċly, min ċing your

email for patċterns that can be used to evaluate your in ċterests ď someċth ċing of

great value to the adċvertisċing in ċdustċry (alċongside cer ċtain Govern ċments).

Beċcause the email en ċtireċly reċsides on the serv ċer, there is a basic risk of email

loss. An atċtackċer gain ċing ac ċcess to the ac ċcount might deċlete email or the ser ċČ

vice itċself could disċapċpear or be atċtacked.

RE ċMOTE ċLY HOS ċTED EMAIL, RE ċSOURċCED USING AN EMAIL PRO ċGRAM OR

USING A WEB BROWS ċER

Email writtċen and send from an email proċgram like Outċlook, Thun ċderbird,

Mail.App can also be used with a web ċmail ser ċvice like Gmail or your com ċČ

pany's email ser ċvice. In eith ċer case, email may still be downloaded onto your

com ċputċer but is reċtained on the email serv ċer (e.g. Gmail). Done this way,

your use of email doesn't deßpend on the browsċer, but you are still using Gmail

or Hotċmail as a ser ċvice.

The dif ċfer ċence betċween stor ċing email on your com ċputċer with an email proċČ

gram and hav ċing it stored reċmoteċly on an email serv ċer (like Hotċmail, Gmail or

your Uniċver ċsity's ser ċvice) on the In ċter ċnet can apċpear con ċfusċing at first. Non ċČ

etċheless it proċvides sever ċal adċvantages:
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Using web ċmail alċongside a local email proċgram ob ċviousċly alċlows the freedom

of loggċing in from any com ċputċer con ċnec ċted to the In ċter ċnet (great for travellċČ

ers) but also proċvides the optċion for local bac ċkups onto a mac ċhine you con ċtrol

and own. This approach adds what's reċfer ċred to as data reßdunßdanßcy. Hav ċing

both local and reċmote coċpċies of your email is ab ċsoluteċly reċcom ċmended for

con ċtent sen ċsitive in ċfor ċmaċtion. Most im ċpor ċtantċly howev ċer, when using an

email proċgram we have the optċion of using en ċcrypċtion (see sec ċtion Email

En ÒcrypÒtion), stoppċing un ċwan ċted eyes from reaċdċing the email. This is not alċČ

ways easċiċly done using web ċmail alone.

If you do download the email alċongside view ċing it in your browsċer, disk en ċČ

crypċtion on the local mac ċhine is high ċly adċvisċable (sec ċtion Disk En ÒcrypÒtion).

That way if the mac ċhine is stolċen or deċtained, the email can ċnot be read by the

thief.

EMAIL SENT AND RE ċCEIVED USING AN EMAIL PRO ċGRAM, NOT STORED ON

THE RE ċMOTE MACċHINE

Fin ċalċly, email can also be sent to an email serv ċer but not stored there at all,

mereċly volċleyed onto its deċstinaċtion as soon as the email reaċches the email

for ċwardċing serv ċer. Googċle and Microċsoft do not allow for this sort of setup.

Rath ċer this is typicalċly someċth ċing your uniċversċity or com ċpany will proċvide for

you. Bear in mind that this comes with an im ċplicit risk: the email adċČ

ministrator on that sysċtem still has ac ċcess to your email as it reaċches and

leaves the serv ċer.

CON ċTEXT CON ċSIDERA ċTIONS
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CON ċTEXT CON ċSIDERA ċTIONS

You may be a serv ċer adċministrator your ċself and run your own email ser ċvice.

Or your email could be stored on your com ċpany or bosċses' serv ċer. Fin ċalċly you

may be using a ser ċvice proċvided by a cor ċporaċtion, like Googċle (Gmail) or

Microċsoft (Hotċmail). Each comes with its own in ċterestċing mix of con ċsideraċČ

tions that reċlate preċciseċly to the basic fact that un ċless the email it ßself is en ċČ

crypċted, the adċministrator of the email serv ċer can still sec ċretċly copy the email

the moċment it reaċches the serv ċer. It doesn't mattċer that you may be using a

secure login proċvided by TLS/SSL to login and check your email as this only

proċtects the con ċnec ċtion betċween your local mac ċhine and the serv ċer itċself.

Simpċly put, never send sen ċsitive email un ċencrypċted, let alone using a ser ċvice

you don't fully trust.

Em ċployerċ/Organisa ċtion

Your em ċployċer or an or ċganisaċtion that you are in ċvolċved with is in a very good

posiċtion to take adċvantage of your trust and read the em ċails of your busiċness

email ac ċcount that is stored on their email serv ċer, per ċhaps in an ef ċfort to learn

about you, your motivaċtions, agen ċdas and in ċterests. Such cases of employer-

>employee spyċing are so typċical they do not bear men ċtion. Your only

measure against it is to use an email en ċcrypċtion solċu ċtion like GPG (see Email

En ÒcrypÒtion).

Self-administered email serv ċer

Generalċly speakċing this is the ideal hostċing con ċfiguraċtion, but reċquires a high ċČ

er level of tech ċn ċical skill. Here, in gener ċal, the risks to privaċcy are not only in

proċtectċing your own email against atċtempts at ex ċploit (poor passwords, no

SSL) but in that you have a reċspon ċsibilċity, and per ċhaps a temptaċtion, to read

the em ċails of those you proċvide a ser ċvice for.
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'Free' email serċvices

As men ċtioned above the risks of stor ċing and sen ċdċing your email using a ser ċČ

vice proċvided by a cor ċporaċtion are rath ċer high if reċspect of your civil right to

privaċcy is valued. The com ċpan ċies hostċing your love lettċers, ran ċdom ex ċpressċČ

ions and diċaċries are alċways at risk of yieldċing to preċssures from politċical,

economic and law en ċfor ċceċment in ċterests of the coċuntċry to which they are

legalċly sub ċject. A Malċaysian Gmail user, for in ċstan ċce, risks ex ċposċing her in ċČ

terests and in ċtents to a govern ċment she did not elect, not to men ċtion busiċness

partn ċers of Googċle in ċteresċted in ex ċpandċing their mar ċket reach.

Non-profit

Sever ċal non-profit web hosts offer free email ac ċcounts to or ċganisaċtions that

are them ċselves non-profit or philanthropic. Some of them even offer wikis,

mailċing lists, chats and sociċal netċworks. A con ċsideraċtion for or ċganisaċtions

workċing in a politċical field may be dif ċfer ċences of in ċterests betċween the state in

which the email is hosċted and the politċical in ċterests of the or ċganisaċtion using

that ser ċvice. Such risks would idealċly be reċflec ċted in the End User Liċcen ċse AgċČ

reeċment.

Notes on email forċward ċing

Email for ċwardċing ser ċvices proċvide the great con ċveniċence of 'liċnkċing' one

email ac ċcount to an ċoth ċer as the user sees fit. This of coċur ċse is most com ċmon ċČ

ly used when an ac ċcount holdċer is on holiday and would like email for ċwarded

from their work ac ċcount to an ċoth ċer used dur ċing travel or otċherw ċise in ċac ċČ

cessib ċle outċside the workplace. The risk with any ex ċtern ċal email for ċwardċing

ser ċvice is the same as with reċmoteċly hosċted em ċails through Gmail for in ċstan ċČ

ce: it can be coċpied and stored. Here email en ċcrypċtion using a sysċtem such as

GPG (sec ċtion Email En ÒcrypÒtion) will en ċsure that if it is coċpied at least it

can ċnot be read.
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BASIC TIPS ON EMAIL

Just as with other forms of com ċmunicaċtion on the Web, some basic preċcau ċČ

tions alċways ought to be taken to en ċsure you have the best chan ċce at proċtectċČ

ing your privaċcy.

IN BRIEF:

Passwords shouldċn't re ċlate to perċson ċal de ċtails and should con ċtain a mix of

more than 8 lett ċers and other charact ċers.

Al ċways be sure your con ċnecċtion is secure when rea ċdċing email on a wireless

net ċwork, es ċpecial ċly in In ċterċnet cafes.

Tem ċpora ċry files (e.g. the 'cache' and His ċtoċry) on the com ċput ċer that you use

to check your email can pre ċsent some risks. Clear them often.

Create and main ċtain separate email acċcounts for dif ċferent tasks and in ċČ

terests.

En ċcrypt any mes ċsage you wouldċn't feel com ċfort ċable sen ċdċing on a post ċcard.

Be aware of the risks of havċing your email hos ċted by a com ċpany or orċČ

ganiza ċtion.

PASSWORDS

Passwords are a primaċry point of vulċnerabilċity in email com ċmunicaċtion. Even

a secure password can be read in transċit un ċless the con ċnec ċtion is secure (see

TLS/SSL in the glosċsaċry). In adċdiċtion, just beċcause a password is long doesn't

mean it can ċnot be guesċsed by using know ċledge of you and your life to deċter ċČ

mine liċkeċly words and numb ċers.

The gener ċal rule for creatċing passwords is that it should be long (8 charactċers

or more) and have a mix of lettċers and other charactċers (numb ċers and sym ċČ

bols, which means you could just choose a short sen ċtċence). Com ċbin ċing your

biċrthday with that of a famiċly name is howev ċer a great ex ċam ċple of how not to

do it. This kind of in ċfor ċmaċtion is easy to find using pub ċlic reċsour ċces. A

popular trick is to base it on a favourite phrase and then, just to throw peoċple

off, sprinkle it with a few numb ċers. Best of all is to use a password generator,

eith ċer on your local sysċtem or on ċline.
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Often such passwords are dif ċficult to reċmemb ċer and a second point of vulċČ

nerabilċity is opċened up ď physċical disċcoveċry. Since there is no betċtċer means of

stor ċing a password than in your own brain, ser ċvices like Onßà

linePasswordGenerator (http://www.on ċlinepasswordgenerator.com/) offer a

great com ċprom ċise by ran ċdom ċly generatċing passwords that vagueċly reċsemble

words and preċsent you with a list to choose from.

If you do choose to store your password outċside your head, you have the

choice to eith ċer write it down or use keycßhain software. This can be a risky

deċcisċion, esċpecialċly if the email ac ċcount and password are on the same deċvice

like your phone or com ċputċer.

Keyc ċhain software, like Keepass, con ċsolidates variċous passwords and

passphrases in one place and makes them ac ċcessib ċle through a mastċer

password or passphrase. This puts a lot of preċssure on the mastċer password. If

you do deċcide to use a keyc ċhain software, reċmemb ċer to choose a secure

password.

Fin ċalċly, you should use a dif ċferent password for dif ċferent ac ċcounts. In that

way, if one of them gets hijac ċked, your other ac ċcounts reċmain safe. Never use

the same password for your work and private email ac ċcounts. See sec ċtion

Passwords to learn more about how to secure your ċself.

REA ċD ċING EMAIL IN PUBċLIC PLACES

One of the great con ċveniċences of wireless netċworkċing and 'cloud com ċputċing'

is the ab ċilċity to work an ċyw ċhere. You may often want to check your email in

an In ċter ċnet cafe or pub ċlic loc ċaċtion. Spies, crimin ċals and misċchiev ċous types are

known to visit these loc ċaċtions in order to take adċvantage of the rich opċpor ċČ

tunitċies of ċfered for ID theft, email snoopċing and hijackċing bank ac ċcounts.

Here we find our ċselves with ċin an often un ċderesċtimated risk of someċone liċČ

sten ċing in on your com ċmunicaċtions using net ßwork pacßket sniffßing. It mattċers

litċtle if the netċwork itċself is open or password secured. If someċone joins the

same en ċcrypċted netċwork, s/he can easċiċly capċture and read all unßsecured (see

chaptċer Secure Con ÒnecÒtions) traf ċfic of all of other users with ċin the same

netċwork. A wireless key can be ac ċquired for the cost of a cup of coċffee and

http://www.onlinepasswordgenerator.com/
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gives those that know how to capċture and read netċwork pac ċkets the chan ċce

to read your password while you check your email.

Here a sim ċple gener ċal rule alċways applċies: if the cafe of ċf ċers a netċwork cable

con ċnec ċtion, use it! Fin ċalċly, just as at a bank mac ċhine, make sure no one

watches over your shouldċer when you type in the password.

CACHE CUNN ċING

Here again con ċveniċence quickċly paves the road to bad places. Due to the

gener ċal an ċnoyan ċce of hav ċing to type in your password over and over again,

you ask the browsċer or local mail client to store it for you. This is not bad in

itċself, but when a lapċtop or phone gets stolċen, it en ċables the thief to ac ċcess the

owner's email ac ċcount(s). The best prac ċtice is to clear this cache every time

you close your browsċer. All popular browsċers have an optċion to clear this

cache on exit.

One basic preċcau ċtion can justċify you holdċing onto your con ċvenient cache:

disk en ċcrypċtion. If your lapċtop is stolċen and the thief reċboots the mac ċhine,

they'll be met with an en ċcrypċted disk. It is also wise to have a screċen lock in ċČ

stalċled on your com ċputċer or phone. If the mac ċhine is taken from you while

still runn ċing your ex ċistċing browsċing sessċion, it can ċnot be ac ċcessed.

SECURċING YOUR COM ċMUNICA ċTION

Whenev ċer you write and send email in a browsċer or use an email proċgram

(Outċlook Ex ċpress, Mozilċla Thun ċderbird, Mail.app or Mutt), you should alċways

en ċsure to use en ċcrypċtion for the en ċtire sessċion. This is easċiċly done due to the

popular use of TLS/SSL (Secure Soc ċket Layer) con ċnec ċtions by email serv ċers

(See glos ÒsaÒry TLS/SSL).

If you are using a browsċer to check your email, check to see if the mail serv ċer

supċports SSL sessċions by lookċing for https:// at the beċginn ċing of the URL. If

not, be sure to turn it on in your email ac ċcount settċings, such as Gmail or

Hotċmail.This en ċsures that not just the login part of your email sessċion is en ċČ

crypċted but also the writċing and sen ċdċing of em ċails.

At the time of writċing, Googċle's Gmail uses TLS/SSL by deċfault whereas HotċČ
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mail does not. If your email ser ċvice does not apċpear to proċvide TLS/SSL, then

it is adċvised to stop using it. Even if your em ċails are not im ċpor ċtant, you might

find your ċself 'loc ċked out' of your ac ċcount one day with a chan ċged password!

When using an email proċgram to check your email, be sure that you are

using TLS/SSL in the proċgram optċions. For in ċstan ċce in Mozilċla Thun ċderbird

the optċion for secur ċing your outċgoċing email is found in Tools -> AcÒcount

Sett Òings -> Out Ògo Òing ServÒer (SMTP) and for in ċcom ċing email in Tools ->

AcÒcount Sett Òings -> ServÒer Sett Òings. This en ċsures that the downloadċing

and sen ċdċing of email is en ċcrypċted, makċing it very dif ċficult for someċone on

your netċwork, or on any of the netċworks betċween you and the serv ċer, to read

or log your com ċunicaċtions.

EN ċCRYPTċING THE EMAIL ITċSELF

Even if the line itċself is en ċcrypċted using a sysċtem such as SSL, the email ser ċČ

vice proċvidċer still has full ac ċcess to the email beċcause they own and have full

ac ċcess to the storage deċvice where you host your email. If you want to use a

web ser ċvice and be sure that your proċvidċer can ċnot read your mesċsages, you

need to use someċth ċing like GPG (ApÒpendix for GnuPG) with which you

can en ċcrypt your email. The head ßer of the email howev ċer will still con ċtain the

IP (In ċter ċnet address) that the email was sent from alċongside other com ċČ

promisċing deċtails. Worth men ċtion ċing here is that the use of GPG in web ċmail

is not as com ċfortċable as with a loc ċalċly in ċstalċled mail client, such as Thunßà

derbird or Out ßlook Ex ßpress.

ACċCOUNT SEPARA ċTION

Due to the con ċveniċence of ser ċvices like Gmail, it is in ċcreasingċly typċical for

peoċple to have only one email ac ċcount. This con ċsiderab ċly centralises the

poten ċtiċal damage done by a com ċpromised ac ċcount. More so, there is noth ċing

to stop a disċgruntled Googċle em ċployee from deċletċing or stealċing your email,

let alone Googċle itċself gettċing hac ċked. It has hapċpened beċfore.

A practċical strategy is to keep your per ċson ċal email per ċson ċal. If you have a

work email then create a new ac ċcount if your em ċployċers haven't alċready done

it for you. The same should go for any clubs or or ċganisaċtions you beċlong to,
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each with a uniċque password. Not only does this im ċprove secur ċity, by reċduc ċČ

ing the risk of whole identċity theft, but greatċly reċduces the liċkelihood of spam

dominatċing your inbox.

A NOTE ABOUT HOS ċTED EMAIL

Those that proċvide you with the ser ċvice to host, send, download and read

email are not en ċcum ċbered by the use of TLS/SSL. As hosts, they can read and

log your email in plain text. They can com ċpċly with reċquests by local law en ċČ

for ċceċment agen ċcies who wish to ac ċcess email. They may also study your

email for patċterns, keywords or signs of sen ċtiċment for or against brands,

ideologċies or politċical groups. It is im ċpor ċtant to read the EULA (End-user liċČ

cen ċse agċreeċment) of your email ser ċvice proċvidċer and do some background reċČ

search on their af ċfiliaċtions and in ċterests beċfore choosċing what kind of email

con ċtent they have ac ċcess to. These con ċcerns also apply to the hosts of your

mesċsages' reċcipients.
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EMAIL PRIVA ÒCY FEARS

Who can read the email mes ßsages that I have alßready sent or reßceived?

Who can read the em ßails I send when they travel acßross the Inßter ßnet?

Can the peoßple I send em ßails to share them with anßybody?

Em ċails that are sent "in the clear" with ċout any en ċcrypċtion (which means the

vast major ċity of email sent and reċceived today) can be read, logċged, and in ċČ

dexed by any serv ċer or routċer along the path the mesċsage travels from sen ċdċer

to reċceiv ċer. Asċsum ċing you use an en ċcrypċted con ċnec ċtion (see glosċsaċry for

TLS/SSL) betċween your deċvices and your email ser ċvice proċvidċer (you

should!), this means in prac ċtice that the folċlow ċing peoċple can still read any

mesċsage you send or reċceive:

1. You

2. Your email serċvice proċvidċer

3. The op ċerators and own ċers of any in ċterċmediate net ċwork con ċnecċtions (often

am ċbigu ċous multi ċnation ċal con ċglomerates or even sovereign states)

4. The re ċcipient's email serċvice proċvidċer

5. The in ċten ċded re ċcipient

Many web ċmail proċvidċers (like Gmail) autoċmaticalċly in ċspect all of the mesċsages

sent and reċceived by their users to feed their tar ċgeted adċvertiseċments. While

this may be a reaċson ċable com ċprom ċise for some users most of the time (free

email!), it is disċturb ċing for many that even their most private com ċmunicaċČ

tions are in ċspec ċted and in ċdexed as part of a hiddċen and poten ċtialċly very in ċČ

sightċful proċfile main ċtained by a power ċful cor ċporate giant.

Adċditionalċly, someċbody who can legalċly preċssure the groups above could reċČ

quest or deċmand:

1. Logċged meta-data about email (lists of mes ċsages sent or re ċceived by any

user, subċject lines, re ċcipients), in some juris ċdicċtions even with ċout a warċrant.

2. Mes ċsages sent and re ċceived by a specific user or group, with a warċrant or

court order in some juris ċdicċtions.

3. A de ċdicated con ċnecċtion to sip ċhon off all mes ċsages and traf ċfic, to be an ċalyzed

and in ċdexed off site.



Unċderstand ċing Email

34

In cases where a user has a busiċness or ser ċvice reċlationship with their email

proċvidċer, most govern ċments will deċfend the privaċcy rights of the user against

un ċautċhorized and un ċwar ċranted reaċdċing or shar ċing of mesċsages, but often it is

the govern ċment itċself seekċing in ċfor ċmaċtion, and frequentċly users agree to

waive some of these rights as part of their ser ċvice agċreeċment. Howev ċer, when

the email proċvidċer is the user's em ċployċer or academic in ċstitu ċtion, privaċcy

rights frequentċly do not apply. Deċpendċing on jurisċdic ċtion, businesċses generalċČ

ly have the legal right to read all of the mesċsages sent and reċceived by their

em ċployees from their cor ċporate ac ċcounts and com ċputċers, even per ċson ċal mesċČ

sages sent after hours or on vacaċtion.

Hisċtoricalċly, it was posċsible to "get away" with using clear text email beċcause

the cost and ef ċfort to store and index the grow ċing volume of mesċsages was

too high: it was hard en ċough just to get mesċsages deċlivered reċliab ċly. This is

why many email sysċtems do not con ċtain mech ċan ċisms to preċser ċve the privaċcy

of their con ċtents. Now the cost of monitor ċing has dropċped much fastċer than

the growth of In ċter ċnet traf ċfic and large-scale monitor ċing and in ċdex ċing of all

mesċsages (eith ċer on the sen ċdċer or reċceiv ċing side) is reaċson ċable to ex ċpect even

for the most in ċnocu ċous mesċsages and users.

For upċdated ex ċam ċples to ilċlustrate this point, search for cor ċporate email

archiving/spyċing, blue coat, Syrian monitor ċing, USA Utah data centċer, USA

in ċter ċcept scandċals. For more about legal proċtec ċtions of email mesċsages "at

rest" (tech ċn ċical term for mesċsages stored on a serv ċer after hav ċing been deċČ

livered), esċpecialċly reċgardċing govern ċment ac ċcess to your email mesċsages, see:

https://ssd.eff.org/3rdparties/govt/stronger-protection (USA)

http://en.wikipedia.org/wiki/ ċData_Protecċtion_Direcċtive (EU)

Just like there are cer ċtain photos, lettċers and creden ċtiċals that you would not

post "in the clear" on the In ċter ċnet beċcause you would not want that in ċfor ċmaċČ

tion to get in ċdexed ac ċciden ċtalċly and show up in search reċsults, you should

never send email mesċsages in the clear that you would not want an em ċployċer

or disċgruntled air ċport secur ċity of ċfic ċer to have easy ac ċcess to.

RANÒDOM ABUSE AND THEFT BY MALÒICIÒOUS HACK ÒERS

https://ssd.eff.org/3rdparties/govt/stronger-protection
http://en.wikipedia.org/wiki/Data_Protection_Directive
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RANÒDOM ABUSE AND THEFT BY MALÒICIÒOUS HACK ÒERS

What if someßbody gets com ßplete conßtrol of my email acßcount?

I log ßged in from an inßsecure locßa ßtion... how do I know now if my acßcount has

been hacßked?

I've done nothßing wrong... what do I have to hide?

Why would anßybody care about me?

Un ċfor ċtunateċly, there are many practċical, sociċal, and economic in ċcen ċtives for

malċiciċous hackċers to break into the ac ċcounts of ran ċdom In ċter ċnet in ċdividu ċals.

The most ob ċviċous in ċcen ċtive is identċity and fin ċan ċciċal theft, when the atċtackċer

may be tryċing to get ac ċcess to credit card numb ċers, shoppċing site creden ċtiċals,

or bankċing in ċfor ċmaċtion to steal money. A hackċer has no way to know ahead

of time which users might be betċtċer tar ċgets than oth ċers, so they just try to

break into all ac ċcounts, even if the user doesn't have an ċyth ċing to take or is

careċful not to ex ċpose his in ċfor ċmaċtion.

Less ob ċviċous are atċtacks to gain ac ċcess to valid and trusċted user ac ċcounts to

colċlect con ċtact email addresċses and disċtribute mass spam, or to gain ac ċcess to

par ċticular ser ċvices tied to an email ac ċcount, or to use as a "steppċing stone" in

sopċhisticated sociċal en ċgineer ċing atċtacks. For ex ċam ċple, once in con ċtrol of your

ac ċcount, a hackċer could rapidċly send em ċails to your asċsociates or co-workers

reċquestċing em ċer ċgen ċcy ac ċcess to more secured com ċputċer sysċtems.

A final un ċex ċpected proċblem af ċfectċing even low-profile email users, is the mass

hijackċing of ac ċcounts on large ser ċvice proċvidċers, when hackċers gain ac ċcess to

the hostċing in ċfrastruc ċture itċself and extraċct passwords and private in ċfor ċmaċČ

tion in large chunks, then sell or pub ċlish lists of login in ċfor ċmaċtion in on ċline

mar ċkets.

TARÒGETED ABUSE, HARASSÒMENT, AND SPY ÒING

Someßthßing I wrote upset a per ßson in power... how do I proßtect myself?

If you find your ċself the in ċdividu ċal tar ċget of atċten ċtion from power ċful or ċganizaċČ

tions, govern ċments, or deċter ċmined in ċdividu ċals, then the same tech ċniques and

prin ċciċples apply to keepċing your email safe and private, but adċdition ċal care

must be taken to proċtect against hackċers who might use sopċhisticated tech ċČ
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niques to un ċder ċmine your deċvices and ac ċcounts. If a hackċer gains con ċtrol of

any of your com ċputċing deċvices or gets ac ċcess to any of your email ac ċcounts,

they will liċkeċly gain im ċmediate ac ċcess both to all of your cor ċresċpondċence, and

to any ex ċtern ċal ser ċvices liċnked to your email ac ċcount.

Ef ċforts to proċtect your ċself against such atċtacks can quickċly esċcalate into a

battle of wills and reċsour ċces, but a few basic guidelines can go a long way.

Use specific deċvices for specific com ċmunicaċtion tasks, and use them only for

those tasks. Log out and shutċdown your deċvices im ċmediateċly when you are

done using them. Use open software en ċcrypċtion tools, web browsċers, and opċČ

eratċing sysċtems as they can be pub ċlic ċly reċviewed for secur ċity proċblems and

keep up to date with secur ċity fixes.

Be wary of opÒen Òing PDF files using Adobe ReaÒd Òer or other pro ÒprietaÒÓ

ry PDF reaÒd Òers. Closed sour ċce PDF reaċdċers have been known to be used to

ex ċecute malċign code em ċbedċded in the PDF body. If you reċceive a .pdf as an atċČ

tach ċment you should first con ċsidċer if you know the supċposed sen ċdċer and if

you are ex ċpectċing a docu ċment from him. Secondċly, you can use PDF reaċdċers

which have been tesċted for known vulċnerabilitċies and do not ex ċecute code via

java script.

Linux: Eviċnce, Sumatċra PDF

OS X: Preċview

Win ċdows: Eviċnce

Use short-term an ċonym ċous throw away ac ċcounts with ran ċdom ċly generated

passwords whenev ċer posċsible.

WHEN ENÒCRYP ÒTION GOES WRONG

What hap ßpens if I lose my "keys"? Do I lose my email?

Rigor ċous GPG en ċcrypċtion of email is not with ċout its own proċblems.

If you store your email en ċcrypċted and lose all coċpċies of your private key, you

will be ab ċsoluteċly un ċable to read the old stored em ċails, and if you do not have

a copy of your reċvocaċtion cer ċtificate for the private key it could be dif ċficult to
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prove that any new key you generate is truly the valid one, at least until the

origin ċal private key ex ċpires.

If you sign a mesċsage with your private key, you will have great dif ċficulċty

con ċvinc ċing an ċybody that you did not sign if the reċcipient of the mesċsage ever

reċveċals the mesċsage and sigċnaċture pub ċlic ċly. The term for this is non-

repudiation: any mesċsage you send sigċned is ex ċcelċlent eviċdċence in court. ReċČ

latedċly, if your private key is ever com ċpromised, it could be used to read all

en ċcrypċted mesċsages ever sent to you using your pub ċlic key: the mesċsages

may be safe when they are in transċit and just when they are reċceived, but any

coċpċies are a liċabilċity and a gamble that the private key will never be reċvealed.

In par ċticular, even if you deċstroy every mesċsage just after reaċdċing it, an ċybody

who snooped the mesċsage on the wire would keep a copy and atċtempt to deċČ

crypt it later if they ob ċtained the private key.

The solċu ċtion is to use a mesċsagċing proċtocol that proċvides per ßfect for ßward secßà

reßcy by generatċing a new uniċque sessċion key for every con ċver ċsaċtion of ex ċČ

chan ċge of mesċsages in a ran ċdom way such that the sessċion keys could not be

re-generated after the fact even if the private keys were known. The OTR

chat proċtocol proċvides per ċfect for ċward sec ċreċcy (http://en.wikipedia.org/wiki/ċČ

Perfect_for ċward_sec ċreċcy) for real time in ċstant mesċsagċing, and the SSH proċČ

tocol proċvides it for reċmote shell con ċnec ċtions, but there is no equivalent sysċČ

tem for email yet.

It can be dif ċficult to balan ċce the con ċveniċence of mobile ac ċcess to your private

keys with the fact that mobile deċvices are much more liċkeċly to be lost, stolċen

or in ċspec ċted and ex ċploited than stationaċry mac ċhines. An em ċer ċgen ċcy or un ċex ċČ

pected time of need might be ex ċactċly the moċment when you would most

want to send a con ċfiden ċtiċal mesċsage or a sigċned mesċsage to ver ċify your identċČ

ity, but these are also the moċments when you might be with ċout ac ċcess to

your private keys if your mobile deċvice was seized or not loaded with all your

keys.

https://en.wikipedia.org/wiki/Non-repudiation
http://en.wikipedia.org/wiki/Perfect_forward_secrecy
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SECURE CON ÒNEC ÒTIONS

CAN OTHER PEO ċPLE READ ALONG WHEN I CHECK MY EMAIL?

As disċcusċsed in the chaptċer Email: Basic Tips, wheth ċer you use web ċmail or

an email proċgram you should alċways be sure to use en ċcrypċtion for the en ċtire

sessċion, from login to logout. This will keep an ċyone from spyċing on your

com ċmunicaċtion with your email proċvidċer. Thankfulċly, this is easċiċly done due

to the popular use of TLS/SSL con ċnec ċtions on email serv ċers.

A TLS/SSL con ċnec ċtion in the browsċer, when using web ċmail, will apċpear with

'https' in the URL in ċstead of the stan ċdard 'http', like so:

https://gogglemail.com

If your web ċmail host does not proċvide a TLS/SSL ser ċvice then you should

con ċsidċer disċcon ċtinu ċing use of that ac ċcount; even if your em ċails them ċselves

are not esċpecialċly private or im ċpor ċtant, your ac ċcount can very easċiċly be hac ċČ

ked by "sniff ċing" your password! If it is not en ċab ċled alċready be sure to turn it

on in your ac ċcount optċions. At the time of writċing, Googċle's Gmail and HotċČ

mail / Microċsoft Live both autoċmaticalċly switch your browsċer to using a

secure con ċnec ċtion.

If you are using an email proċgram like Thun ċderbird, Mail.app or Outċlook, be

sure to check that you are using TLS/SSL in the optċions of the proċgram. (See

the chaptċer Sett Òing Up Secure Con ÒnecÒtions in the sec ċtion Email Secur ÒÓ

ity).

NOTES

http://objavi.booki.cc/tmp/cryptopartyhandbook-en-2012.12.08-11.54.17.pdfTroSpK/basic-tips-on-email
http://objavi.booki.cc/tmp/cryptopartyhandbook-en-2012.12.08-11.54.17.pdfTroSpK/setting-up-secure-connections
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NOTES

It's im ċpor ċtant to note that the adċministrators at proċvidċers like Hotċmail or

Googċle, that host, reċceive or for ċward your email, can read your email even if

you are using secure con ċnec ċtions. It is also worth noth ċing that the private

keys that Cer ċtificate Autċhoritċies sell to web site own ċers can someċtimes end up

in the hands of govern ċments or hackċers, makċing it much easċiċer for a Man In

The Mid ßdle At ßtack on con ċnec ċtions using TLS/SSL (See Glosċsaċry for Man in

the Mid Òdle At Òtack). An ex ċam ċple is here, im ċplicatċing America's NSA and

sever ċal email proċvidċers: http://cryptome.info/0001/nsa-ssl-email.htm

We also note here that a Vir ßtußal Private Net ßwork is also a good way of secur ċČ

ing your con ċnec ċtions when sen ċdċing and reaċdċing email but reċquires using a

VPN client on your local mac ċhine con ċnectċing to a serv ċer. (See the chaptċer

VPN in the Brows Òing sec ċtion).

http://cryptome.info/0001/nsa-ssl-email.htm
http://objavi.booki.cc/tmp/cryptopartyhandbook-en-2012.12.08-11.54.17.pdfTroSpK/get-set-up-and-test-a-vpn-account
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SECURE EM ÒAILS

It is posċsible to send and reċceive secure email using stan ċdard cur ċrent email

proċgrams by addċing a few add-ons or ex ċtensċions. The esċsentiċal func ċtion of

these add-ons is to make the mesċsage body (but not the To:, From:, CC: and

Sub ßject: fields) un ċreadċable by any 3rd party that in ċter ċcepts or otċherw ċise gains

ac ċcess to your email or that of your con ċver ċsaċtion partn ċer. This proċcess is

known as enßcryp ßtion.

Secure email is generalċly done using a tech ċnique calċled Public-Key Cryp ßtogra ßà

phy. Public-Key Crypċtograċphy is a clev ċer tech ċnique that uses two code keys

to send a mesċsage. Each user has a pub ßlic key, which can only be used to en ċČ

crypt a mesċsage but not to deċcrypt it. The pub ċlic keys are quite safe to pass

around with ċout wor ċryċing that someċbody might disċcov ċer them. The private

keys are kept sec ċret by the per ċson who reċceives the mesċsage and can be used

to deċcode the mesċsages that are en ċcoded with the match ċing pub ċlic key.

In prac ċtice, that means if Rosa wants to send Heinz a secure mesċsage, she

only needs his pub ċlic key which en ċcodes the text. Upon reċceiv ċing the email,

Heinz then uses his private key to deċcrypt the mesċsage. If he wants to reċČ

spond, he will need to use Rosa's pub ċlic key to en ċcrypt the reċspon ċse, and so

on.

WHAT SOFTWARE CAN I USE TO ENÒCRYPT MY EMAIL?

The most popular setup for public-key crypċtograċphy is to use Gnu Priva ßcy

Guard (GPG) to create and man ċage keys and an add-on to in ċtegċrate it with

stan ċdard email software. Using GPG will give you the optċion of en ċcryptċing

sen ċsitive mail and deċcodċing in ċcom ċing mail that has been en ċcrypċted but it will

not force you to use it all the time. In years past, it was quite dif ċficult to in ċČ

stall and set up email en ċcrypċtion but reċcent adċvances have made this proċcess

reċlativeċly sim ċple.

See sec ċtion Email En ÒcrypÒtion for workċing with GPG in the scope of your

opċeratċing sysċtem and email proċgram.
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If you use a web ßmail ser ċvice and wish to en ċcrypt your email this is more dif ċČ

ficult. You can use a GPG proċgram on your com ċputċer to en ċcrypt the text

using your pub ċlic key or you can use an add-on, like Lock The Text

(http://lockthetext.sour ċcefor ċge.net/). If you want to keep your mesċsages

private, we sugċgest using a deċdicated email proċgram like Thun ċderbird in ċstead

of web ċmail.

http://lockthetext.sourceforge.net/
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WHAT HAP ÒPENS WHEN YOU BROW ÒSE

Browsċing the web is com ċmunicatċing. You might not send as much text in

terms of numb ċer of words, but it is alċways the browsċer which in ċitiates and

main ċtains the com ċmunicaċtion by reċquestċing the bits and pieces which are

woven into what is even ċtualċly disċplayed on your screċen.

Browsċers like Mozilċla Firefox, Googċle Chrome, Opera, Safari & In ċter ċnet Ex ċČ

plor ċer all work in a similar man ċn ċer. When we type a URL (e.g. "http://hapċČ

pybun ċnies.com") in the address bar, the browsċer reċquests the page (which is

just a speciċal kind of text) from a reċmote serv ċer and then transċforms it into

colċored blocks, text and im ċages to be disċplayed in the browsċer win ċdow. To

see the text the way the browsċer sees it, one just has to click on the View -->

Page sour ßce menu entry in the browsċer. What comes up is the same web ċpage

but in HTML ď a lan ċguage main ċly con ċcer ċned with con ċtent, con ċtext and links

to other reċsour ċces (CSS and JavaScript) which govern the way these con ċtents

are disċplayed and beċhave.

When the browsċer tries to open a web ċpage ď and asċsum ċing there are no proċx ċČ

ies in ċvolċved ď the first thing it does is to check its own cache. If there are no

past mem ċoċries of such web ċsite, it tries to reċsolċve the name into an address it

can ac ċtualċly use. It is an in ċter ċnet proċgram, so it needs an In ċter ċnet Proċtocol

address (IP address or just IP). To get this address it asks a DNS Serv ċer (a kind

of phonebook for in ċter ċnet proċgrams) which is in ċstalċled in the routċer of your

in ċter ċnet ac ċcess by deċfault. The IP address is a numer ċical label asċsigċned to

every deċvice in the (glob ċal) netċwork, like the address of a house in the postċal

sysċtem ď and as the address of your home, you should be very careċful to

whom you hand out the IP address you are browsċing from, though by deċfault

it is visib ċle to everyċone.

Once the IP address has been reċceived, the browsċer opens a TCP (just a com ċČ

municaċtion proċtocol) con ċnec ċtion to the deċstinaċtion host and starts sen ċdċing

pac ċkages to a port at this address, typicalċly no. 80, un ċless an ċoth ċer path is

specified (ports are like doors to the serv ċers, there are many but usualċly only

a few are open). These pac ċkages travel through a numb ċer of serv ċers on the
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in ċter ċnet (up to a coċu ċple of dozen deċpendċing on where the tar ċget address is

loc ċated). The serv ċer then looks for the reċquesċted page and, if found, deċliv ċers

it using the HTTP proċtocol.

When the HTTP reċspon ċse ar ċrives, the browsċer can close the TCP con ċnec ċtion

or reuse it for sub ċsequent reċquests. The reċspon ċse can be one of many th ċings,

from some sort of reċdirec ċtion to a clasċsic In ċtern ċal Serv ċer Error (500). Proċvided

the reċspon ċse proċceeds as ex ċpec ċted and we get to the happy bunn ċies, the

browsċer will store the whole page in a cache for furth ċer use, deċcode it (un ċČ

compress it if com ċpresċsed, reċndered if video codec, etc) and disċplay/play it ac ċČ

cordċing to in ċstruc ċtions.

Now, the proċcess can be ilċlustrated in a litċtle con ċver ċsaċtion betċween browsċer

(B) and serv ċer (S):

B: "Hallo."

S: "Hey!"

B: "May I get that page with the happy bunn ċies, please?"

S: "Well, here you are."

B: "Oh, maybe you could also give me a big versċion of that pic ċture of that

bunny baby cuddlċing a teddy bear."

S: "Sure, why not."

[...]

B: "That's all for now. Thank you. Bye."

But this is not the only thing that hapċpens when you brow ċse; there are lots of

ac ċtivitċies hapċpen ċing in the background that you might not be aware of. DeċČ

pendċing on how you have con ċfigured its optċions, your browsċer will proċbab ċly

be addċing the page to browsċer hisċtoċry, sav ċing coċokċies, checkċing for plugins,

checkċing for RSS upċdates and com ċmunicatċing with a variety of serv ċers, all

while you're lookċing at bunn ċies.
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A topogÒraÒphy of you: footprints

Most im ċpor ċtant: you will leave footprints. Some of them will be left on your

own com ċputċer ď a colċlec ċtion of cache data, browsċing hisċtoċry and naughty litċČ

tle files with elepċhantine mem ċoċry calċled coċokċies. They are all very con ċČ

venient; speed up your brow ċser's per ċfor ċmance, reċduce your data download or

reċmemb ċer your passwords and preċfer ċences from your favorite Sociċal NetċČ

works. They also snitch on your browsċing habits and com ċpile a reċcord of

everyċwhere you go and everyċth ċing you do. This should both ċer you in any

case, but esċpecialċly if you are using a pub ċlic com ċputċer staċtion at a liċbraċry,

work at a cyber ċcafe, or share your apartċment with a nosey partn ċer!

Even if you con ċfigure your browsċer to not keep a hisċtoċry reċcord, reċject coċokċČ

ies and deċlete cac ċhed files (or alċlocate zero MB of space for the cache), you

would still leave a trail of breadcrumbs all over the In ċter ċnet. Your IP address

is reċcor ċded by deċfault everyċwhere, by everyċone, and the pac ċkets sent and reċČ

ceived are monitored by an in ċcreasċing numb ċer of en ċtitċies - com ċmer ċciċal,

governmentċal or crimin ċal, along with creeps and poten ċtiċal stalkċers.

Deċmoc ċratic govern ċments everyċwhere are reċdesign ċing reċgulaċtions to make In ċČ

ter ċnet proċvidċers keep a copy of everyċth ċing so they can have later ac ċcess to it.

In the USA, sec ċtion 215 of the American PAT ċRIOT act 'proßhibits an inßdividußal

or or ßganiza ßtion from reßvealßing that it has given reßcords to the feder ßal governßà

ment, folßlowßing an inßves ßtiga ßtion'. That means that the com ċpany you pay every

month as a cusċtom ċer to proċvide you with In ċter ċnet ac ċcess can be or ċdered to

turn over your browsċing and email reċcords, and the law bans them from lettċČ

ing you know about it.

Most of the time, though, sur ċveilċlance is not a 1984 af ċfair. Googċle colċlects

your searches along with your browsċer iden ċtificaċtion (user agent), your IP

and a whole bunch of data that can even ċtualċly lead to your doorstep, but the

ulċtimate aim is usualċly not politċical reċpressċion but mar ċket reċsearch. AdċvertisċČ

ers don't fuss about adċvertisċing space any more, they just want to know

everyċth ċing about you. They want to know your diċetaċry and medicaċtion

habits, how many childr ċen you have and where you take them on holidays,

how you make your money, how much you earn and how you like to spend

it. Even more: they want to know how you feel about stuff. They want to
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know if your friends reċspect those feelċings en ċough so that you can con ċvin ċce

them to chan ċge their con ċsumpċtion habits. This is not a con ċspiraċcy, but rath ċer

the naċture of In ċfor ċmaċtion Age capitalċism. To paraċphrase a fam ċous ob ċser ċvaċČ

tion of the cur ċrent situaċtion, the best minds of our genera ßtion are think ßing

about how to make peoßple click ads.

Some peoċple think ads can be igċnored or that hav ċing adċvertisċers cater for our

specific needs is a win-win situaċtion, beċcause at least we are spam ċmed with

th ċings we may ac ċtualċly want. Even if that was the case (it isn't): should we

trust Googċle with such reċports of our life? Even if we trust Googċle to 'do no

evil', it can still be bought by someċone evil; beċnevolent Larry Page and Ser ċgey

Brin could be over ċruled by their own board, their data base be sequesċtered by

a fasċcistic govern ċment. One of their 30,000 em ċployees worldwide could cut

loose and run with our data. Their serv ċers can be hac ċked. In any case, their

prior ċity will alċways be their real cusċtom ċers, the com ßpanßies payßing for ad ßvertis ßà

ing. We are just the proċduct being sold.

Moreov ċer, in the Sociċal Netċworks our browsċing habits are generatċing a Per ċČ

manent Reċcord, a colċlec ċtion of data so vast that the in ċfor ċmaċtion that

Facebook keeps about a given user alone can fill a thousand pages. Nobody

will be sur ċprised to learn that Facebook's pur ċpose is not to make us happy ď

again: if you are not payċing for it, you're not the cusċtom ċer, you're the proċČ

duct. But even if you don't care about their com ċmer ċciċal goals, con ċsidċer this:

the platċform has pub ċlic ċly adċmitted hackċers break into hundreds of thousands

of Facebook ac ċcounts every day.

For a taste of what lurks beċhind the cur ċtains of the web ċsites you visit, in ċstall a

plugin/add-on calċled Ghos ßteßry to your browsċer. It's like an x-ray-machine that

reċveċals all the sur ċveilċlance tech ċnology which might be (and often is) em ċbedċČ

ded in a web page, nor ċmalċly in ċvisib ċle to the user. In the same line, Do Not

Track Plus and Tracßkerblock will give you furth ċer con ċtrol over on ċline trackċČ

ing, through coċokie blockċing, per ċsisċtent opt-out coċokċies, etc. Our folċlow ċing

chaptċer Track ßing will equip you with ex ċpertċise in such topics.

Even in betċween your com ċputċer and the routċer, your pac ċkages can easċiċly be

in ċter ċcepted by an ċyone using the same wireless netċwork in the casu ċal en ċviron ċČ

ment of a cafe. It is a jungle out there, but still we choose passwords like

4

http://objavi.booki.cc/tmp/cryptopartyhandbook-en-2012.12.08-11.54.17.pdfTroSpK/tracking
http://objavi.booki.cc/tmp/cryptopartyhandbook-en-2012.12.08-11.54.17.pdfTroSpK/what-happens-when-you-browse/what-happens-when-you-browse#InsertNoteID_4
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"password" and "123456", per ċform economic transċac ċtions and buy tic ċkets on

pub ċlic wireless netċworks and click on links from un ċsolicited em ċails. It is not

only our right to preċser ċve our privaċcy but also our reċspon ċsibilċity to deċfend

that right against the in ċtrusċions of govern ċments, cor ċporaċtions and an ċyone

who atċtempts to disċposċsess us. If we do not ex ċerc ċise those rights today, we

deċser ċve whatev ċer hapċpens tomor ċrow.

1. If you are a Unix user, you can use the tcpdump com ċmand in the bash and

view real time dns traf ċfic. It's loads of fun! (and dis ċturbċing)

2. See list of TCP and UDP port numbċers (http://en.wikipedia.org/wiki/ ċČ

List_of_TCP_and_UDP_port_numbċers)

3. If this exċchan ċge is hap ċpen ċing under an HTTPS con ċnecċtion, the proċcess is

much more com ċplicated and also much safer, but you will find out more

about that in a most fas ċcinat ċing chapt ċer cal ċled En ċcryp ċtion.

4. This Tech Bubble Is Dif ßferent (http://www.businessweek.com/magazine/ßà

content/11_17/b4225060960537.htm), As ċhlee Vance (Businessweek

magazine)

http://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers
http://www.businessweek.com/magazine/content/11_17/b4225060960537.htm
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BASIC TIPS ON BROWS ÒING PRIVA ÒCY

In Brief

When you visit a webċsite you give away in ċforċma ċtion about yourċself to the

site owner, un ċless pre ċcau ċtions are taken.

Your brows ċing on the In ċterċnet may be tracċked by the sites you visit and

partn ċers of those sites. Use anti-tracking software.

Visit ċing a webċsite on the In ċterċnet is never a di ċrect con ċnecċtion. Many com ċČ

put ċers, owned by many dif ċferent peoċple are in ċvol ċved. Use a secure con ċnecċČ

tion to en ċsure your brows ċing can not be re ċcorċded.

What you search for is of great in ċterest to search proċvidċers. Use search an ċČ

onymis ċing software to proċtect your priva ċcy.

It is wiser to trust Open Sourċce brows ċers like Mozil ċla Firefox as they can be

more rea ċdi ċly securċity audited.

YOUR BROWS ċER TALKS ABOUT YOU BE ċHIND YOUR BACK

All browsċers com ċmunicate in ċfor ċmaċtion to the web serv ċer serv ċing you a web

page. This in ċfor ċmaċtion in ċcludes name and versċion of the browsċer, reċferr ċal in ċČ

for ċmaċtion (a link on an ċoth ċer site, for in ċstan ċce) and the opċeratċing sysċtem used.

Web ċsites often use this in ċfor ċmaċtion to cusċtom ċise your browsċing ex ċperiċence,

sugċgestċing downloads for your opċeratċing sysċtem and for ċmattċing the web

page to betċtċer fit your browsċer. Naturalċly howev ċer, this preċsents an issue as

reċgards the user's own an ċonym ċity as this in ċfor ċmaċtion beċcomes part of a largċČ

er body of data that can be used to identċify you in ċdividualċly.

Stoppċing the chattċer of your browsċer is not easċiċly done. You can, howev ċer,

falsċify some of the in ċform ċtion sent to web serv ċers while you brow ċse by alċter ċČ

ing data con ċtained in the User Agent, the brow ċser's identċity. There is a very

useċful plugin for Firefox, for in ċstan ċce, calċled User Agent Switchßer that alċlows

you to set the browsċer identċity to an ċoth ċer proċfile selec ċted from a drop down

list of optċions.

WEB SITES CAN TRACK YOU AS YOU BROWċSE
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WEB SITES CAN TRACK YOU AS YOU BROWċSE

Small files, calċled coßok ßies, are often writtċen onto your com ċputċer by web sites.

Coċokċies preċsent cer ċtain con ċveniċences, like cach ċing login data, sessċion in ċfor ċČ

maċtion and other data that makes your browsċing ex ċperiċence smooth ċer. These

small pieces of data howev ċer preċsent a sigċnificant risk to your right to an ċČ

onym ċity on the web: they can be used to identċify you if you reċturn to a site

and also to track you as you move from site to site. Coċupċled with the User-

Agent, they preċsent a power ċful and coċvert means of reċmoteċly iden ċtifyċing

your per ċson.

The ideal solċu ċtion to this proċblem is deny all web ċsite atċtempts to write coċokċČ

ies onto your sysċtem but this can greatċly reċduce the qualċity of your ex ċperiċČ

ence on the web.

See the chaptċer Track Òing for guides as to how to stop web serv ċers trackċing

you.

SEARCHċING ON ċLINE CAN GIVE AWAY IN ċFORċMA ċTION ABOUT YOU

When we search on ċline using ser ċvices like Bing or Googċle our right to privaċČ

cy is alċready at risk, vastċly more so than asċkċing a per ċson at an In ċfor ċmaċtion

Desk in an air ċport, for in ċstan ċce.

Com ċbined with the use of coċokċies and User Agent data this in ċfor ċmaċtion can

be used to build an evolv ċing portrait of you over time. Adċvertisċers con ċsidċer

this in ċfor ċmaċtion very valu ċable, use it to make asċsumpċtions about your in ċČ

terests and mar ċket you proċducts in a tar ċgeted fash ċion.

While some cusċtom ċers may sing the praises of tar ċgeted adċvertisċing and oth ċers

may not care, the risks are often misċun ċderstood. Firstċly, the in ċfor ċmaċtion colċČ

lec ċted about you may be reċquesċted by a govern ċment, even a govern ċment you

did not elect (Googċle, for in ċstan ċce, is an American com ċpany and so must

com ċpċly with American judiciċal proċcesċses and politċical in ċterests). Secondċly

there is the risk that mereċly search ċing for in ċfor ċmaċtion can be misċconstrued as

in ċtent or politċical endċor ċseċment. For in ċstan ċce an artċist studyċing the aesthetics

of dif ċferent forms of Reċligiċous Ex ċtrem ċism might find him or her ċself in dangċer

of being asċsociated with supċport for the or ċganisaċtions studied. Fin ċalċly there is

http://objavi.booki.cc/tmp/cryptopartyhandbook-en-2012.12.08-11.54.17.pdfTroSpK/tracking
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the risk that this hiddċen proċfile of you may be sold on to in ċsuran ċce agents,

proċvided to poten ċtiċal em ċployċers or other cusċtom ċers of the com ċpany whose

search ser ċvice you are using.

Even once you've en ċsured your coċokċies are cleared, your User Agent has been

chan ċged (see above and chaptċer Track Òing) you are still giv ċing away one

cruciċal bit of in ċfor ċmaċtion: the In ċter ċnet Address you are con ċnectċing from (see

chaptċer What HapÒpens When You BrowÒse). To avoid this you can use an

an ċonymisċing ser ċvice like Tor (see chaptċer An ÒonymÒity). If you are a Firefox

user (reċcom ċmended) be sure to in ċstall the ex ċcelċlent Goog ßle Shar ßing add-on, an

an ċonymisċer for Googċle search. Even if you don't con ċsciousċly use Googċle, a

vast numb ċer of web sites use a cusċtomised Googċle Search bar as a means of

ex ċplor ċing their con ċtent.

With the above said, there are no reaċsons to trust Googċle, Yahoo or Bing. We

reċcom ċmend switch ċing to a search ser ċvice that takes your right to privaċcy

seriousċly: DuckDuckGo (http://duckduckgo. ċcom/).

MORE EYES THAN YOU CAN SEE

The In ċter ċnet is a big place and is not one netċwork but a greatċer netċwork of

many smallċer in ċter ċconnec ċted netċworks. So it folċlows that when you reċquest a

page from a serv ċer on the In ċter ċnet your reċquest must traver ċse many mac ċČ

hines beċfore it reaċches the serv ċer hostċing the page. This jour ċney is known as

a route and typicalċly in ċcludes at least 10 mac ċhines along the path. As pac ċkets

move from mac ċhine to mac ċhine they are necesċsariċly coċpied into mem ċoċry, reċČ

writtċen and pasċsed on.

Each of the mac ċhines along a netċwork route beċlongs to someċone, nor ċmalċly a

com ċpany or or ċganisaċtion and may be in en ċtireċly dif ċferent coċuntċries. While

there are ef ċforts to stan ċdardċise com ċmunicaċtion laws ac ċross coċuntċries, the

situaċtion is cur ċrentċly one of sigċnificant jurisċdiction ċal variaċtion. So, while

there may not be a law reċquir ċing the loggċing of your web browsċing in your

coċuntċry, such laws may be in place elċsewhere along your pac ċket's route.

The only means of proċtectċing the traf ċfic along your route from being reċcor ċČ

ded or tam ċpered with is using end to end enßcryp ßtion like that proċvided by

http://objavi.booki.cc/tmp/cryptopartyhandbook-en-2012.12.08-11.54.17.pdfTroSpK/tracking
http://objavi.booki.cc/tmp/cryptopartyhandbook-en-2012.12.08-11.54.17.pdfTroSpK/what-happens-when-you-browse
http://objavi.booki.cc/tmp/cryptopartyhandbook-en-2012.12.08-11.54.17.pdfTroSpK/anonymity
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TLS/Secure Socßket Layer (SSL) or a Vir ßtußal Private Net ßwork (See chaptċer VPN).

On ċline bankċing web ċsites and web ċmail ser ċvices like GMail use SSL to secure

con ċnec ċtions betċween your browsċer and the serv ċer. A TLS/SSL con ċnec ċtion in

the browsċer, when using web ċmail, will apċpear with https in the URL in ċstead

of the stan ċdard http, like so:

https://gogglemail.com

YOUR RIGHT TO BE UN ċKNOWN

Beċyond the deċsire to minim ċise privaċcy leakage to specific ser ċvice proċvidċers,

you should con ċsidċer ob ċscur ċing the In ċter ċnet Address you are con ċnectċing from

more generalċly (see chaptċer What HapÒpens When You BrowÒse). The deċČ

sire to ac ċhieve such an ċonym ċity spur ċred the creaċtion of the Tor Proßject.

Tor uses an ever evolv ċing netċwork of nodes to route your con ċnec ċtion to a site

in a way that can ċnot be traced back to you. It is a very robust means of en ċsur ċČ

ing your In ċter ċnet address can ċnot be log ċged by a reċmote serv ċer. See the chaptċČ

er An ÒonymÒity for more in ċfor ċmaċtion about how this works and how to get

star ċted with Tor.

http://objavi.booki.cc/tmp/cryptopartyhandbook-en-2012.12.08-11.54.17.pdfTroSpK/vpn
http://objavi.booki.cc/tmp/cryptopartyhandbook-en-2012.12.08-11.54.17.pdfTroSpK/what-happens-when-you-browse
http://objavi.booki.cc/tmp/cryptopartyhandbook-en-2012.12.08-11.54.17.pdfTroSpK/anonymity
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BROWS ÒING PRIVA ÒCY FEARS

SOCIċAL NETċWORK ċING - WHAT ARE THE DANG ċERS?

The phenomenon of In ċter ċnet based Sociċal Netċworkċing has chan ċged not just

how peoċple use the In ċter ċnet but its very shape. Large data centċers around the

world, par ċticular ċly in the US, have been built to cater to the suddċen and vast

deċsire for peoċple to upċload con ċtent about them ċselves, their in ċterests and their

lives in order to par ċticipate in the diċgitċal society.

Sociċal Netċworkċing as we know it with Facebook, Twittċer (and ear ċliċer MyS ċČ

pace) are cer ċtain ċly far from 'free'. Rath ċer, these are businesċses that seek to deċČ

velop upon, and then ex ċploit, a very basic an ċxiety: the fear of sociċal ir ċrelevan ċČ

ce. As sociċal an ċim ċals we can't bear the idea of misċsċing out and so many find

them ċselves plac ċing their most in ċtimate ex ċpressċions onto a businessman's

hard-disk, buried deep in a data centċer in an ċoth ċer coċuntċry - one they will

never be alċlowed to visit.

Deċspite this many would argue that the sociċal warmth and per ċson ċal validaċČ

tion ac ċquired through en ċgageċment with Sociċal Netċworks well out-weighs the

poten ċtiċal loss of privaċcy. Such a stateċment howev ċer is only valid when the full

ex ċtent of the risks are known.

The risks of Sociċal Netċworkċing on a per ċson's basic right to privaċcy are deċfined

by:

The scope and in ċtimaċcy of the user's in ċdividu ċal con ċtribu ċtions.

A user post ċing frequent ċly and in ċcludċing many perċson ċal de ċtails con ċČ

structs a body of in ċforċma ċtion of great ċer use for tarċgeted marċket ċing.

The preċparedċness of the user to take sociċal risks.

A user mak ċing soci ċal con ċnecċtions un ċcritical ċly is at great ċer risk from

pre ċdators and soci ċal en ċgineerċing at ċtacks.

The economic in ċterests and partn ċers of the or ċganisaċtion proċvidċing the

ser ċvice.
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Com ċmis ċsioned studċies from clients, data min ċing, sen ċti ċment an ċalysis.

Political/legċal deċmands ex ċer ċted by the State against the or ċganisaċtion in

the jurisċdiction(s) in which it is reċsident.

Court ordċers for data on a parċticular user (wheth ċer civilian or foreign ċČ

er).

Surċveil ċlance agen ċdas by law en ċforċce ċment or partn ċers of the orċganisa ċČ

tion.

Sen ċti ċment an ċalysis: proċjecċtions of polit ċical in ċtent.

With these th ċings in mind it is posċsible to chart a slidċing scale betċween proċČ

jects like Diċasċpora and Facebook: the form ċer proċmises some level of or ċČ

ganisation ċal transċparen ċcy, a com ċmitċment to privaċcy and a gener ċal opċen ċness,

whereas Facebook proċves to be an opċaque com ċpany economicalċly able to

gamble with the privaċcy of their users and man ċage civil law ċsuits in the in ċČ

terests of lookċing after their clients. As such there is more liċkelihood of your

in ċterac ċtions with a large Sociċal Netċwork ser ċvice af ċfectċing how an In ċsuran ċce

com ċpany or poten ċtiċal em ċployċer con ċsidċers you than a smallċer, more transċČ

parent com ċpany.

WHO CAN STEAL MY IDENTċITY?

This quesċtion deċpends on the con ċtext you are workċing with ċin as you brow ċse.

A weak and uniċversċal password preċsents a dangċer of multiċple ser ċvices from

Sociċal Netċworkċing, Bankċing, Web ċMail etc being ac ċcount hijac ċked. A strong

and uniċversċal password on a wireless netċwork shared with oth ċers (wheth ċer

open or en ċcrypċted) is just as vulċner ċable. The gener ċal rule is to en ċsure you

have a strong password (see sec ċtion on Passwords).

Wireless net Òworks

Here we find our ċselves amidst an often un ċderesċtimated risk of someċone liċČ

sten ċing in on your com ċmunicaċtions using net ßwork pacßket sniffßing. It mattċers

litċtle if the netċwork itċself is open or password secured. If someċone uses the

same en ċcrypċted netċwork, he can easċiċly capċture and read all un ċsecured traf ċfic

of other users with ċin the same netċwork. A wireless key can be ac ċquired for

the cost of a cup of coċffee and gives those that know how to capċture and read
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netċwork pac ċkets the chan ċce to read your password while you check your

email.

A sim ċple rule alċways applċies: if the cafe of ċf ċers a netċwork cable con ċnec ċtion,

use it! Fin ċalċly, just as at a bank mac ċhine, make sure no one watches over

your shouldċer when you type in the password.

The brows Òer cache

Due to the gener ċal an ċnoyan ċce of hav ċing to type in your password reċpeatedċly,

you allow the browsċer or local mail client to store it for you. This is not bad

in itċself, but when a lapċtop or phone gets stolċen, this en ċables the thief to ac ċČ

cess the owner's email ac ċcount(s). The best prac ċtice is to clear this cache

every time you close your browsċer. All popular browsċers have an optċion to

clear this cache on exit.

One preċcau ċtion can justċify you holdċing onto your con ċvenient cache: disk en ċČ

crypċtion. If your lapċtop is stolċen and the thief reċboots the mac ċhine, they'll be

met with an en ċcrypċted disk. It is also wise to have a screċen lock in ċstalċled on

your com ċputċer or phone. If the mac ċhine is taken from you while still runn ċing

your ex ċistċing user sessċion, it can ċnot be ac ċcessed.

Secur Òing your line

Whenev ċer you log into any ser ċvice you should alċways en ċsure to use en ċcrypċČ

tion for the en ċtire sessċion. This is easċiċly done due to the popular use of

TLS/SSL (Secure Soc ċket Layer).

Check to see the ser ċvice you're using (wheth ċer Email, Sociċal Netċworkċing or

online-banking) supċports TLS/SSL sessċions by lookċing for https:// at the beċČ

ginn ċing of the URL. If not, be sure to turn it on in any settċings proċvided by

the ser ċvice. To betċtċer un ċderstand how browsċing the World Wide Web works,

see the chaptċer What hapÒpens when you browÒse.

CAN I GET IN TROUBċLE FOR GOOGLċING WEIRD STUFF?

http://objavi.booki.cc/tmp/cryptopartyhandbook-en-2012.12.08-11.54.17.pdfTroSpK/what-happens-when-you-browse
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CAN I GET IN TROUBċLE FOR GOOGLċING WEIRD STUFF?

Googċle and other search com ċpan ċies may com ċpċly with court ordċers and war ċČ

rants tar ċgetċing cer ċtain in ċdividu ċals. A web site using a cusċtomised Googċle

Search field to find con ċtent on their site may be for ċced to log and supċpċly all

search queċries to or ċganisaċtions with ċin their local jurisċdic ċtion. Academics, artċČ

ists and reċsearch ċers are par ċticular ċly at risk of being misċun ċderstood, asċsumed

to have motivaċtions just by vir ċtue of their apċparent in ċterests.

WHO IS KEEPċING A RE ċCORD OF MY BROWS ċING AND AM I ALċLOWED TO

HIDE FROM THEM?

It is ab ċsoluteċly with ċin your basic human rights, and com ċmon ċly con ċČ

stitutionalċly proċtec ċted, to visit web sites an ċonymousċly. Just as you're alċlowed

to visit a pub ċlic liċbraċry, skim through books and put them back on the shelf

with ċout someċone notċing the pages and titċles of your in ċterest, you are free to

brow ċse an ċonymousċly on the In ċter ċnet.

HOW TO NOT RE ċVE ċAL MY IDENTċITY?

See the chaptċer on An ÒonymÒity.

HOW TO AVOID BEING TRACċKED?

See the chaptċer on Track Òing.

http://objavi.booki.cc/tmp/cryptopartyhandbook-en-2012.12.08-11.54.17.pdfTroSpK/anonymity
http://objavi.booki.cc/tmp/cryptopartyhandbook-en-2012.12.08-11.54.17.pdfTroSpK/tracking
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AC ÒCOUNTS AND SECURÒITY

When you brow ċse, you may be logċged into variċous ser ċvices, someċtimes at the

same time. It may be a com ċpany web ċsite, your email or a sociċal netċworkċing

site. Our ac ċcounts are im ċpor ċtant to us beċcause high ċly sen ċsitive in ċfor ċmaċtion

about us and oth ċers is stored on mac ċhines elċsewhere on the In ċter ċnet.

Keepċing your ac ċcounts secure reċquires more than just a strong password (see

sec ċtion Passwords) and a secure com ċmunicaċtion link with the serv ċer via

TLS/SSL (see chaptċer Secure Con Znec Ztions). Un ċless specified otċherw ċise, most

browsċers will store your login data in tiny files calċled coßok ßies, reċduc ċing the

need for you re-type your password when you reċcon ċnect to those sites. This

means that someċone with ac ċcess to your com ċputċer or phone may be able to

ac ċcess your ac ċcounts with ċout hav ċing to steal your password or do sopċČ

histicated snoopċing.

As smartphones have beċcome more popular there has been a dramatic rise in

ac ċcount hijackċing with stolċen phones. Lapċtops theft preċsents a similar risk. If

you do choose to have the browsċer save your passwords then you have a few

optċions to proċtect your ċself:

Use a scre ċen lock. If you have a phone and pre ċf ċer an un ċlock pat ċtern sys ċtem

get in the habit of wip ċing the scre ċen so an at ċtack ċer can not guess the pat ċČ

tern from fin ċgċer smears. On a Lap ċtop, you should set your screen ċsavċer to re ċČ

quire a password as well as a password on start-up.

En ċcrypt your hard disk. TrueCċrypt is an open and secure disk en ċcryp ċtion

sys ċtem for Win ċdows 7/Vista/XP, Mac OS X and Linux. OSX and most Linux

dis ċtribu ċtions proċvide the opt ċion for disk en ċcryp ċtion on in ċstall.

An ċdroid De ċvelop ċers: do not en ċable USB de ċbuggċing on your phone by de ċfault.

This al ċlows an at ċtack ċer using the An ċdroid adb shell on a com ċput ċer to acċcess

your phone's hard disk with ċout un ċlock ċing the phone.

CAN MALċICIċOUS WEB SITES TAKE OVER MY ACċCOUNTS?

http://objavi.booki.cc/tmp/cryptopartyhandbook-en-2012.12.08-11.54.17.pdfTroSpK/secure-connections
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CAN MALċICIċOUS WEB SITES TAKE OVER MY ACċCOUNTS?

Those speciċal coċokċies that con ċtain your login data are a primaċry point of vulċČ

nerabilċity. One par ċticular ċly popular tech ċnique for stealċing login data is calċled

click-jacking, where the user is triċcked into clickċing on a seemingċly in ċnocu ċous

link, ex ċecutċing a script that takes adċvantage of the fact you are logċged in. The

login data can then be stolċen, giv ċing the reċmote atċtackċer ac ċcess to your ac ċČ

count. While this is a very com ċplicated tech ċnique, it has proċv ċen ef ċfective on

sever ċal oc ċcasċions. Both Twittċer and Facebook have seen cases of login sessċČ

ions being stolċen using these tech ċniques.

It is im ċpor ċtant to deċvelop a habit for thinkċing beċfore you click on links to sites

while logċged into your ac ċcounts. One tech ċnique is to use an ċoth ċer browsċer en ċČ

tireċly that is not logċged into your ac ċcounts as a tool for testċing the safety of a

link. Alċways con ċfirm the address (URL) in the link to make sure it is spelċled

cor ċrectċly. It may be a site with a name very similar to one you alċready trust.

Note that links using URL shor ċten ċers (like http://is.gd and http://bit.ly) preċČ

sent a risk as you can ċnot see the ac ċtu ċal link you are reċquestċing data from.

If using Firefox on your deċvice, use the add-on NoScript http://noscript.net as

it mitigates many of the Cross Site Script ßing tech ċniques that allow for your coċČ

okie to be hijac ċked but it will disċable many fancy feaċtures on some web sites.

http://noscript.net/
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TRACK ÒING

When you brow ċse the web tiny diċgitċal traces of your preċsċence are left beċhind.

Many web sites harmlessċly use this data to com ċpile statisċtics and see how

many peoċple are lookċing at their site and which pages are popular, but some

sites go furth ċer and use variċous tech ċniques to track in ċdividu ċal users, even

going as far as tryċing to identċify them per ċsonalċly. It doesn't stop there howev ċČ

er. Some firms store data in your web browsċer which can be used to track

you on other web sites. This in ċfor ċmaċtion can be com ċpiled and pasċsed on to

other or ċganizaċtions with ċout your know ċledge or per ċmissċion.

This all sounds omin ċous but reaċlċly who cares if some big com ċpany knows

about a few web sites that we have looked at? Big web sites com ċpile and use

this data for "beċhavior ċal adċvertisċing" where ads are tailored to fit your in ċČ

terests ex ċactċly. That's why after lookċing at say, the Wikipedia entry for Major ċČ

ca, one may sudċden ċly start seeċing lots of ads for pac ċkaged vacaċtions and party

hats. This may seem in ċnoċcent en ċough, but after doing a search for "Her ċpes

Treatċments" or "Fetish Com ċmunitċies" and sudċden ċly seeċing liċstċings for reċČ

levant proċducts, one may start to feel that the web is gettċing a bit too familiar.

Such in ċfor ċmaċtion is also of in ċterest to other partċies, like your in ċsuran ċce com ċČ

pany. If they know you have been lookċing at skydiv ċing sites or forums for

con ċgenitċal disċeases, your preċmiums may mysċteriousċly start going up. Poten ċtiċČ

al em ċployċers or landlords may turn you down based on their con ċcerns about

your web in ċterests. In ex ċtreme in ċstan ċces, the police or tax autċhoritċies may deċČ

velop an in ċterest with ċout you ever hav ċing com ċmitċted a crime, simpċly based

on susċpiciċous sur ċf ċing.

HOW DO THEY TRACK US?
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HOW DO THEY TRACK US?

Every time you load a web page, the serv ċer software on the web site

generates a reċcord of the page viewed in a log file. This is not alċways a bad

thing. When you log in to a web ċsite, there is a need for a way to esċtablish

your identċity and keep track of who you are in order to save your preċfer ċČ

ences, or preċsent you with cusċtomized in ċfor ċmaċtion. It does this by passċing a

small file to your browsċer and stor ċing a cor ċresċpondċing reċfer ċence on the web

serv ċer. This file is calċled a coßokie. It sounds tasty but the proċblem is that this

in ċfor ċmaċtion stays on your com ċputċer even after leav ċing the web site and may

phone home to tell the owner of the coċokie about other web sites you are

visitċing. Some major sites, like Facebook and Googċle have been caught using

them to keep track of your browsċing even after you have logċged out.

Super ċcookċies / Ever ċcookie / Zom ċbie Coċokċies?

HOW CAN I PREÒVENT TRACK ÒING?

The simplest and most diċrect way to deal with trackċing is to deċlete the coċokie

files in your browsċer:

[show how in Firefox (tools->Clear Reċcent Hisċtoċry...), chrome, IE, etc. ]

The liċmitaċtion to this approach is that you will reċceive new coċokċies as soon as

you reċturn to these sites or go to any other pages with trackċing com ċponents.

The other disċadċvantage is that you will lose all of your cur ċrent login sessċions

for any open tabs, forc ċing you to type in user ċnames and passwords again. A

more con ċvenient optċion, supċpor ċted by cur ċrent browsċers is private brows ßing

or inßcog ßnito mode. This opens a tem ċporaċry browsċer win ċdow that does not

save the hisċtoċry of pages viewed, passwords, downloaded files or coċokċies.

Upon closċing the private browsċing win ċdow, all of this in ċfor ċmaċtion is deċleted.

You can en ċable private browsċing:

[show how in Firefox (tools->Start Private Browsċing), chrome, IE, etc. ]

This solċu ċtion also has it's liċmitaċtions. We can ċnot save bookċmarks, reċmemb ċer

passwords, or take adċvantage of much of con ċveniċence of ċfered by modern

browsċers. Thankfulċly, there are sever ċal plugins specialċly deċsigċned to address
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the proċblems of trackċing. The most ex ċten ċsive, in terms of feaċtures and

flexibilċity, is Ghosċteċry. The plugin alċlows you to block catċegoċries or in ċdividu ċČ

al ser ċvices that track users. Here's how you in ċstall Ghosċteċry:

[screenshots here in ċstallċing the plugin]

An ċoth ċer optċion is to in ċstall an ad-blocking plugin like AdBlockPlus. This will

autoċmaticalċly block many of the trackċing coċokċies sent by adċvertisċing com ċpan ċČ

ies but not those used by Googċle, Facebook and other web an ċalytics com ċpan ċČ

ies. [ex ċpand on this maybe, ex ċplain "web an ċalytics"]

HOW CAN I SEE WHO IS TRACK ÒING ME?

The easċiest way to see who is trackċing you is to use the Ghosċteċry plugin.

There is a small icon on the upper right or lower right cor ċn ċer of your browsċČ

er win ċdow that will tell you which ser ċvices are trackċing you on par ċticular

web sites.

{ Sugċgesċtion: Add Abine.com's Do Not Track add-on. I sugċgest using both

Ghosċter ċly and DNT, as oc ċcasionalċly they block a dif ċferent coċokie. Abine also

has Privaċcy Suite, reċcentċly deċveloped which can give a proxy telepċhone and

proxy email, similar to 10 Minute Mail or Guer ċrilla Mail for fill- in em ċails for

forms. }

A WORD OF WARNÒING.

If you block trackċers, you will have a high ċer level of privaċcy when sur ċf ċing the

net. Howev ċer, govern ċment agen ċcies, bosċses, hackċers and un ċscrupulċous netċČ

work adċministrators will still be able to in ċter ċcept your traf ċfic and see what

you are lookċing at. If you want to secure your con ċnec ċtions you will need to

read the chaptċer on en ċcrypċtion. Your identċity may also be visib ċle to other

peoċple on the in ċter ċnet. If you want to thorough ċly proċtect your identċity while

browsċing, you will need to take steps toward on ċline an ċonym ċity which is ex ċČ

plained in an ċoth ċer sec ċtion of this book.
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AN ÒONYM ÒITY

INTRO

Ar ċticle 2 of the Uniċversċal Deċclaraċtion of Human Rights states:

"Everyċone is en ċtitċled to all the rights and freedoms set forth in this DeċclaraċČ

tion, with ċout disċtinc ċtion of any kind, such as race, colċour, sex, lan ċguage, reċČ

ligċion, politċical or other opċin ċion, nation ċal or sociċal origin, proċper ċty, birth or

other status.

Further ċmore, no disċtinc ċtion shall be made on the basis of the politċical, jurisċČ

diction ċal or in ċter ċnation ċal status of the coċuntċry or ter ċritoċry to which a per ċson

beċlongs, wheth ċer it be in ċdepen ċdent, trust, non-self-governing or under any

other liċmitaċtion of sovereignty.".

You can read the en ċtire Deċclaraċtion on the UN web ċsite here:

http://www.un ċ.org/en/documents/udhr/in ċdex.shtml

One way of en ċforc ċing this basic right in hosċtile en ċviron ċments is by means of

an ċonym ċity, where atċtempts to con ċnect an ac ċtive agent to a specific per ċson are

bloc ċked.

Actċing an ċonymousċly is also a great way to help oth ċers with a high need for

proċtec ċtion ď the biċggċer the herd of sheep, the hardċer it is to tar ċget a specific

one. An easy way to do so is by using TOR, a tech ċnique which routes in ċter ċnet

traf ċfic betċween users of a speciċal software, thus makċing it un ċtraceċable to any

specific IP address or per ċson with ċout hav ċing con ċtrol over the whole netċwork

(and nobody has that yet in the case of the in ċter ċnet). A high ċly func ċtion ċal

means to proċtect ones own identċity is by using an ċonym ċous proxy serv ċers and

Vir ċtu ċal Private Netċworks (VPN).

PROXY
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PROXY

"An an ZonymizZer or an an ZonymZous proxy is a tool that at ßtempts to

make acßtiv ßity on the Inßter ßnet unßtraceßable. It is a proxy [serv ßer] com ßput ßer

that acts as an inßter ßmedia ßry and priva ßcy shield bet ßween a client com ßput ßer

and the rest of the Inßter ßnet. It acßcesses the Inßter ßnet on the user's beßhalf,

proßtect ßing per ßsonßal inßfor ßma ßtion by hid ßing the client com ßputer's idenßtifyßing

inßfor ßma ßtion." (http://en.wikipedia.org/wiki/Anonymiz ßer)

The main pur ċpose beċhind using a proxy is to hide or to chan ċge In ċter ċnet

address (IP address) asċsigċned to user's com ċputċer. There can be a few reaċsons

for needċing to do so, for ex ċam ċple:

To an ċonym ċize acċcess to parċticular serċver(s) and/or to obċfus ċcate traces left in

the log files of a web-server. For in ċstan ċce a user might need/want to acċcess

sen ċsitive materi ċals on ċline (speci ċal materi ċals, re ċsearch topics or else) with ċout

tri ċggerċing aut ċhorit ċies at ċten ċtion.

To break through firewalls of corċpora ċtions or re ċpres ċsive re ċgimes. A corċČ

poration/govern ċment can limit or com ċplete ċly re ċstrict In ċterċnet acċcess for a

parċticular IP address or a range of IP addres ċses. Hidċing be ċhind a proxy will

help to trick these filt ċers and acċcess ot ċherw ċise forċbiddċen sites.

To watch on ċline video and streams ban ċned in your coċunt ċry due to legal is ċČ

sues.

To acċcess webċsites and/or materi ċals avail ċable only for IP addres ċses be ċlongċČ

ing to a specific coċunt ċry. For exċam ċple, a user wants to watch a BBC video

stream (UK-only) while not re ċsidċing in the UK.

To acċcess the In ċterċnet from a parċtial ċly ban ċned/blocċked IP address. Pubċlic IP

addres ċses can often have "bad re ċputa ċtion" (bandċwidth abuse, scam or un ċČ

solicited email dis ċtribu ċtion) and be blocċked by some web-sites and servċers.

While a usual scenario would be to use proxy for ac ċcessċing the Web (HTTP),

prac ċticalċly In ċter ċnet proċtocol can be proċxied - i.e. sent via a reċmote serv ċer. Un ċČ

like a routċer, proxy serv ċer is not diċrectċly for ċwardċing reċmote user reċquests but

rath ċer mediates those reċquests and echos reċspon ċses back to reċmote user's

com ċputċer.

Proxy (un ċless setup as "transċparent") does not allow diċrect com ċmunicaċtion to
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the In ċter ċnet thus applicaċtions such as browsċers, chat-clients or download

applicaċtions need to be made aware of the proxy serv ċer (see Safer Browßà

sing/Proxy sett ßings chaptċer)

TOR

"- Tor preßvents anßyone from learnßing your locßa ßtion or brows ßing habits.

- Tor is for web brows ßers, inßstant mes ßsag ßing clients, reßmote logins, and

more.

- Tor is free and open sour ßce for Winßdows, Mac, Linux/Unix, and Anßà

droid."

(https://www.torproject.org)

Tor is a sysċtem in ċten ċded to en ċable on ċline an ċonym ċity, com ċposed of client

software and a netċwork of serv ċers which can hide in ċfor ċmaċtion about users'

loc ċaċtions and other fac ċtors which might identċify them. Im ċagine a mesċsage

being wrapċped in sever ċal layċers of proċtec ċtion: every serv ċer needs to take off

one layer, thereby im ċmediateċly deċletċing the sen ċdċer in ċfor ċmaċtion of the preċviċČ

ous serv ċer.

Use of this sysċtem makes it more dif ċficult to trace In ċter ċnet traf ċfic to the user,

in ċcludċing visits to Web sites, on ċline posts, in ċstant mesċsages, and other com ċČ

municaċtion forms. It is in ċten ċded to proċtect users' per ċson ċal freedom, privaċcy,

and ab ċilċity to con ċduct con ċfiden ċtiċal busiċness, by keepċing their in ċter ċnet ac ċtivitċČ

ies from being monitored. The software is open-source and the netċwork is

free of char ċge to use.

Tor can ċnot and does not atċtempt to proċtect against monitor ċing the traf ċfic en ċČ

ter ċing and ex ċitċing the netċwork. While Tor does proċvide proċtec ċtion against

traf ċfic an ċalysis, it can ċnot preċvent traf ċfic con ċfir ċmaċtion (also calċled end-to-end

cor ċrelaċtion). End-to-End Cor ßrela ßtion is a way of match ċing an on ċline identċity

with a real per ċson.

A reċcent case of this in ċvolċved the FBI wantċing to prove that the man Jeremy

Ham ċmon was beċhind an alias known to be reċspon ċsible for sever ċal An ċonym ċČ

ous atċtacks. Sittċing outċside his house, the FBI were monitor ċing his wireless

traf ċfic alċongside a chat chan ċnel the alias was known to visit. When Jeremy
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went on ċline in his apartċment, in ċspec ċtion of the wireless pac ċkets reċvealed he

was using Tor at the same moċment the susċpec ċted alias asċsociated with him

came on ċline in the sur ċveilċled chat chan ċnel. This was en ċough to in ċcriminate

Jeremy and he was ar ċrested.

See chaptċer Using Tor in the Safer Brows ßing sec ċtion for setup in ċstruc ċtions.
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VPN
The way your data makes it to the deċsired serv ċer and back to your lapċtop

com ċputċer or a mobile deċvice is not as straightfor ċward as it might seem. SupċČ

pose you are con ċnec ċted to a wireless netċwork at home and opċen ċing a

wikipedia.org page. The path your reċquest (data) takes will con ċsċist of multiċple

midċdle points, or "hops" in network-architect ter ċminology. At each of these

hops (liċkeċly to be more then 5) your data can be scooped, coċpied and poten ċČ

tialċly modified. For ex ċam ċple:

Your wireless net ċwork (your data can be snif ċfed from the air)

Your ISP (in most coċunt ċries they are obċliged to keep de ċtailed logs of user acċČ

tivċity)

In ċterċnet Exċchan ċge Point (IXP) some ċwhere on an ċoth ċer con ċtinent (usual ċly

more secure then any other hop)

ISP of the host ċing com ċpany that hosts the site (is proċbabċly keep ċing logs)

In ċtern ċal net ċwork to which the servċer is con ċnecċted

And multi ċple hops bet ċween...

Any per ċson with physċical ac ċcess to the com ċputċers or the netċworks which are

on the way from you to the reċmote serv ċer, in ċten ċtionalċly or not, can colċlect

and reċveċal the data that's passċing from you to the reċmote serv ċer and back.

This is esċpecialċly true for the few last leaps that an in ċter ċnet con ċnec ċtion makes

to reach a user - so calċled 'last mile' situaċtions. That in ċcludes domesċtic and

pub ċlic wireless or wired netċworks, telepċhone and mobile netċworks, netċworks

in liċbraċries, homes, schools, hotels. Your ISP can not be con ċsidered a safe, or

'data-neutral' in ċstan ċce eith ċer. In many coċuntċries state agen ċcies do not reċquire

a war ċrant to ac ċcess your data, and there is alċways the risk of in ċtrusċion by paid

atċtackċers workċing for adċversaċries with deep poc ċkets.

VPN - a Vir ċtu ċal Private Netċwork - is a solċu ċtion for this 'last-mile' leakage. VPN

is a tech ċnology that alċlows the creaċtion of a vir ċtu ċal netċwork on top of an ex ċČ

istċing in ċfrastruc ċture. Such a VPN netċwork opċerates using the same proċtocols

and stan ċdards as the un ċder ċlyċing physċical netċwork. Proċgrams and opċeratċing

sysċtems use it transċparentċly, as if it were a separate netċwork con ċnec ċtion. But

its topology - how netċwork nodes (you, the VPN serv ċer and, poten ċtialċly, other
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mem ċb ċers or ser ċvices availċable on VPN) are in ċter ċconnec ċted in reċlaċtion to the

physċical space - is en ċtireċly reċdefined.

Im ċagine that in ċstead of hav ċing to en ċtrust your data to a seċries of middle-man

(your local netċwork, ISP, the state) you have the choice to in ċstead pass it via a

serv ċer of a trusċted VPN (reċcom ċmendaċtion or reċsearch can help here). Your

data will start its jour ċney here to the reċmote loc ċaċtion. VPN alċlows you to reċČ

create your local and geo-political con ċtext alċtogeth ċer - from the moċment your

data leaves your com ċputċer and gets into the VPN netċwork it is fully secured

with TLS/SSL type en ċcrypċtion. As such it will apċpear as ran ċdom noise to any

node who might be spyċing after you. It is as if your data were travelċing in ċside

an in ċdepen ċdent titanium-alloy pipe, un ċbreakċable all the way from your lapċtop

to the VPN serv ċer. Of coċur ċse one could argue that even ċtualċly, once your data

is outċside the safe har ċbour of VPN, it beċcomes vulċner ċable again, but this is

only par ċtialċly true. Once your data exits the VPN serv ċer it is far away from

you - beċyond the reach of creeps sniff ċing on the local wireless netċwork, your

venal ISP or a govern ċment ob ċsesċsed with anti-terrorism laws. A seriċous VPN

proċvidċer will have their serv ċers in ċstalċled at a high-security In ċter ċnet ex ċchan ċge

loc ċaċtion, reċnder ċing any physċical human ac ċcess, tappċing or loggċing a dif ċficult

task.

"Today everyßth ßing you do on the In ßterßnet is monitored and we want to chan ßge

that. With our fast VPN serßvice you get total ßly an ßonymßous on the In ßterßnet. It's

also posßsible to surf cen ßsored web sites, that your school, ISP, work or co ßunt ßry

are blockßing. [DarkVPN] will not only help peo ßple to surf an ßonymousßly, it also

helps peo ßple in co ßunt ßries like China to be able to surf cen ßsored web pages.

Which is your de ßmoc ßratic right. DarknetVPN gives all VPN users an an ßonymßà

ous IP address. All electronic tracks will end up with us. We do not save any

log files in order to ac ßhieve maxißmum an ßonymßity. With us you al ßways surßf ßing

an ßonymousßly, secure and en ßcrypßted."

(http://www.darknetvpn.comß/about.php)

An ċoth ċer in ċterestċing and often un ċder ċrated feaċtures of VPN is en ċcoded in its

name - beċsides being Vir ċtu ċal and Private it is also a Netċwork. VPN alċlows not

only con ċnec ċtion via the VPN serv ċer to the rest of the world but also com ċČ

municaċtion with other mem ċb ċers of the same VPN netċwork, with ċout ever

hav ċing to leave the safety of en ċcrypċted space. Through this func ċtionalċity Vir ċČ
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tu ċal Private Netċwork beċcomes someċth ċing like a DarkNet (in a broadċer sense

of the deċfiniċtion) - a netċwork isolated from the In ċter ċnet and in ċac ċcessib ċle to

uniċnvited guests. A con ċnec ċtion to VPN serv ċer, and thus the private netċwork

it facilitates, reċquire a key or a cer ßtificate, and so only "in ċvited" users are alċČ

lowed. There is no chan ċce that an In ċter ċnet strangċer can gain ac ċcess to what's

on a VPN with ċout en ċrollċing as a user or stealċing someċone's keys. While not

usualċly reċfer ċred to as such, any cor ċporate Inßtranet type of netċwork is tech ċČ

nicalċly a DarkNet too.

"A vir ßtußal private net ßwork (VPN) is a techßnology for using the Inßter ßnet or

anßothßer inßter ßmediate net ßwork to conßnect com ßput ßers to isolated reßmote

com ßput ßer net ßworks that would ot ßherwßise be inßacßcessib ßle.."

(http://en.wikipedia.org/wiki/ ßVirtual_private_ ßnetwork)

Many com ċmerċci ċal VPN proċvidċers stress the an ßonymßity that their serċvice proċvides.

Quot ċing Ip ċredatorċ.org page (a VPN serċvice starċted by the peoċple be ċhind The Pirate

Bay proċject): "You'll ex ßchan ßge the IP address you get from your ISP for an an ßonymßous

IP address. You get a safe/encrypßted con ßnec ßtion bet ßween your comßput ßer and the In ßterßà

net". In ċdeed, when you acċcess the In ċterċnet via a VPN con ċnecċtion it does ap ċpear as

if the con ċnecċtion is originat ċing from the IP address of IP ċredator servċers.

"You'll ex ßchan ßge the IP address you get from your ISP for an an ßonymßous IP

address. You get a safe/encrypßted con ßnec ßtion bet ßween your comßput ßer and the

In ßterßnet."

(https://www.ipßredator.se)
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PUB ÒLISHÒING AN ÒONYMOUS ÒLY

Wheth ċer you are an ac ċtiv ċist opċeratċing under a totalitarian reċgime, an em ċČ

ployee deċter ċmined to ex ċpose some wrongdoċings in your com ċpany or a ven ċgeċČ

ful writċer com ċposċing a biċtchy portrait of your ex-wife, you need to proċtect

your identċity. If you are not colċlaboratċing with oth ċers, the focus lies on an ċČ

onym ċity and not en ċcrypċtion or privaċcy.

If the mesċsage is ur ċgent and the stakes are high, one easy way to just get it

out quickċly is going to an in ċter ċnet cafe one usualċly does not frequent, create

ac ċcounts specificalċly set up for the task, deċliv ċer the data and disċcard those ac ċČ

counts right after that. If you are in a hurry, con ċsidċer Min ċtEmail

(http://www.min ċtemail.com/) or FilzMail (http://www.filzmail.com/), where

your address will ex ċpire from 3 to 24 hours reċspec ċtiveċly. Do not do an ċyth ċing

else while you're there; don't check your gmail ac ċcount, do not have a quick

one on Facebook and clear all cache, coċokċies and hisċtoċry and close the browsċČ

er beċfore you leave.

If you keep these basic rules, the worst ď though high ċly im ċprob ċable ď thing

that could happċen would be that the of ċfered com ċputċer is com ċpromised and

loggċing keystrokes, reċvealċing passwords or even your face, in case an atċČ

tached web ċcam is reċmoteċly opċerated. Don't do this at work or in a place

where you are a reċgisċtered mem ċb ċer or a reċgular visitor, like a club or a liċbraċČ

ry.

If you want to main ċtain a con ċstant stream of com ċmunicaċtion and maybe even

esċtablish an audiċence, this metċhod quickċly beċcomes quite cum ċber ċsome, and

you might also run out of un ċused in ċter ċnet cafes. In this case you can use a

mac ċhine you own, but, if you can ċnot deċdicate one esċpecialċly to this pur ċpose,

boot your com ċputċer with a dif ċferent opċeratċing sysċtem (OS). This can be easċiċly

done by using a USB stick to boot a live opċeratċing sysċtem like TAILS, which

comes with TOR en ċab ċled by deċfault and in ċcludes state-of-the-art crypċtograpċČ

hic tools. In any case, use Tor to disċgu ċise your IP.

Turn off all coċokċies, hisċtoċry and cache optċions and never use the same proċfile

or the same browsċer for other ac ċtivitċies. Not only would that add data to your
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topogċraċphy as a user in the Net, but it also opens a very wide win ċdow for

misċtakes. If you want extra supċport, in ċstall Do Not Track Plus and Tracßà

kerblock or Ghos ßteßry in your browsċer add-ons menu.

Use passwords for dif ċferent ac ċcounts and choose proċpċer passwords or even

passphrases (more about that in the basic tips sec ċtion). Proċtect your en ċtire

sysċtem with a gener ċal password, chan ċge it often and do not share it with an ċČ

yone, esċpecialċly not your lover. In ċstall a keystroke loggċer to see if someċone

sneaks into your email, es ßpecialßly your lover. Set up your preċfer ċences everyċČ

where to log out of every ser ċvice and platċform after 5 minutes of non-use.

Keep your super ċhero identċity to your ċself.

If you can man ċtain such level of disċcipċline, you should even be capċable of

using your own in ċter ċnet con ċnec ċtion. But con ċsidċer this: not using a deċdicated

sysċtem makes it in ċcredib ċly dif ċficult to keep all the dif ċferent iden ċtitċies

separated in a safe way, and the feelċing of safety often leads to carelessċness.

Keep a healthy level of neurosis.

Today there are many pub ċlishing posċsibilitċies, from cost-free bloggċing sites

(Blogspot, Tumblr, WordPress, Iden ċti.ca) to PasċteBins (see glosċsaċry) and some specifical ċly

catċered to an ċonymċous users like BlogACause. Glob ċal Voices Adċvocaċcy reċcomċmends

using WordPress through the Tor netċwork. Keep a sane level of cynic ċism; they all act in

comċmerċci ċal in ċterests that you use for 'free' and so can ċnot be trusċted at all, esċpecial ċly in

that they may be bound to the deċmands of a legal jurisċtic ċtion that is not your own. All

proċvidċers are, when it comes down to it, traitors.

If reċgistraċtion with these serċvices reċquires a workċing email address, create one deċdicated

sol ċeċly to this purċpose. Avoid Gmail, Yahoo, Hotċmail and other big comċmerċci ċal platċforms

with a hisċtoċry of turn ċing over their users and go for an specialized serċvice like Hushmail

(https://www.hushmail.com/). For more on an ċonymċous email, please find the chaptċer

An ċonymċous email in the preċvi ċous sec ċtion.

SEVERċAL DON'TS
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SEVERċAL DON'TS

Don't re Ògist Òer a domain. There are ser ċvices that will proċtect your identċity

from a sim ċple who is query, like An ċonym ċous Speech or Silent Reċgistċer, but

they will know who you are through your payċment data. Un ċless you have

the chan ċce to purchase one in BiċtCoins, limit your ċself to one of the domains

of ċfered by your bloggċing platċform like yourblogċname.blogspot.com and

choose a settċing outċside your native coċuntċry. Also, find a name that doesn't

give you away easċiċly. If you have proċblems with that, use a blog name

generator on ċline.

Don't open a sociÒal net Òwork acÒcount as Òsociated to your blog. If you

must, keep the level of hyċgiene that you keep for bloggċing and never ever

login while using your reċgular browsċer. If you have a pub ċlic sociċal netċwork

life, avoid it all togeth ċer. You will even ċtualċly make a misċtake.

Don't upÒload video, photo or audio files with ċout using an editor to modċČ

ify or erase all the meta data (photos con ċtain in ċfor ċmaċtion up to the GPS coċor ċČ

dinates of the loc ċaċtion the photo was taken at) that stan ċdard diċgitċal cameras,

SmartPhones, reċcordċers and other deċvices add by deċfault. The Metadata Anßà

onymisa ßtion Toolßkit might help you with that.

Don't leave a his Òto Òry. Add X-Robots-Tag to your http headċers to stop the

search ċing spidċers from in ċdex ċing your web ċsite. That should in ċclude reċpositoċČ

ries like the Wayback Mac ċhine from archive.org. If you don't know how to do

this, search along the lines of "Robots Text File Generator".

Don't leave comÒments. If you must, main ċtain the levels of hyċgiene that you

use for bloggċing and alċways logout when you're done and for god sakes do

not troll around. Hell hath no fury like a bloggċer scor ċned.

Don't ex Òpect it to last. If you hit the pot and beċcome a bloggċing sen ċsaċtion

(like Belle de Jour, the British PhD can ċdidate who beċcame a sen ċsaċtion and sold

a book and mused two TV shows about her doub ċle life as a high esċcort) there

will be a legċion of jour ċnalċists, tax auditors and ob ċsesċsive fans scrutiniz ċing

your every move. You are only human: they will get to you.

Don't liÒngÒer. If you reaċlċize you have alċready made any misċtakes but nobody
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has caught you yet, do close all your ac ċcounts, un ċcov ċer your tracks and start

a totalċly new identċity. The In ċter ċnet has in ċfinite mem ċoċry: one strike, and

you're out of the closet.
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AN ÒONYM ÒOUS EMAIL

Every data pac ċket travellċing through the In ċter ċnet con ċtains in ċfor ċmaċtion about

its sen ċdċer and its reċcipient. This applċies to email as well as any other netċwork

com ċmunicaċtion. There are sever ċal ways to reċduce iden ċtifyċing in ċfor ċmaċtion but

no way to reċmove it com ċpleteċly.

The issue of an ċonym ċous email has been in the media often, most reċcentċly in

the case sur ċroundċing the reċsigċnaċtion of the Diċrec ċtor of the CIA, David PetċČ

reus. You can find out all about the case by using your favourite search en ċČ

gine, but the quick versċion is that Petċreus and his lover were using the draft

foldċer of a Gmail ac ċcount to leave each other mesċsages.

The Electronic Fron ċtiċer Foun ċdaċtion reċports that,

"Ac ċcordċing to press reċports, Broadċwell and Petċraeus used pseudonym ċous

web ċmail ac ċcounts to talk to each other. That was a prudent first step, but

it was in ċef ċfectu ċal once the govern ċment ex ċamined Googċle's logs to find

the IP address that Broadċwell was using to log into her pseudonym ċous

ac ċcount, and then chec ċked to see what other, non-pseudonymous ac ċČ

counts had been used from the same IP address. Under cur ċrent US law,

much of this in ċfor ċmaċtion reċceives in ċadequate proċtec ċtion, and could be

ob ċtained from a web ċmail proċvidċer by the FBI with ċout even reċquir ċing a

war ċrant.

Beċcause web ċmail proċvidċers like Googċle choose to keep ex ċtremeċly ex ċten ċČ

sive logs, proċtectċing your pseudonym ċous web ċmail against this kind of

de-anonymization atċtack reċquires foretċhought and disċcipċline."

(https://www.eff.org/deeplinks/2012/11/tutorial-how-create-anonymous-

email-accounts)

It has also been sugċgested that due to these mesċsages being stored in the draft

foldċer, but not ac ċtualċly sent, that they were not sub ċject to legisċlaċtion coċver ċing

email com ċmunicaċtion. In the same post the EFF proċvide a tutoriċal on An ċČ

onym ċous Email Ac ċcounts using Tor and Hushmail, ex ċplain ċing the isċsues

https://www.eff.org/deeplinks/2012/11/tutorial-how-create-anonymous-email-accounts
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therein. (https://www.eff.org/deeplinks/2012/11/when-will-our-email-betray-

us-email-privacy-primer-light-petraeus-saga)

SEN ċD ċING FROM THROW-AWAY EMAIL ACċCOUNTS

One optċion is to use a throw-away email ac ċcount. This is an ac ċcount set up at

a ser ċvice like Gmail or Hotċmail, used once or twice for an ċonym ċous ex ċchan ċge.

When sign ċing up for the ac ċcount, you will need to proċvide fake in ċfor ċmaċtion

about your name and loc ċaċtion. After using the ac ċcount for a short amount of

time, say 24 hours, you should never log in again. If you need to com ċČ

municate furth ċer, then create a new ac ċcount.

It is very im ċpor ċtant to keep in mind that these ser ċvices keep logs of the IP

addresċses of those using them. If you are sen ċdċing high ċly sen ċsitive in ċfor ċmaċČ

tion, you will need to com ċbine a throw away email ac ċcount with Tor in order

keep your IP address hiddċen.

If you are not ex ċpectċing a reply, then an an ċonym ċous reċmailċer like An ċonEmail

or Silentsendċer may be a useċful solċu ċtion. A reċmailċer is a serv ċer that reċceives

mesċsages with in ċstruc ċtions on where to send the data and acts as a relay, for ċČ

wardċing it from a generic address with ċout reċvealċing the identċity of the origin ċČ

al sen ċdċer. This works best when com ċbined with an email proċvidċer like

Hushmail or RiseUp who are specialċly set up for secure email con ċnec ċtions.

Both of these metċhods are useċful, but only if you alċways reċmemb ċer that the

in ċter ċmediaċry him ċself knows where the origin ċal mesċsage came from and can

read the mesċsages as they come in. Deċspite their claims to proċtect your identċČ

ity, these ser ċvices often have user agċreeċments that in ċdicate their right "to disċČ

close to third partċies cer ċtain reċgistraċtion data about you" or they are susċpec ċted

to be com ċpromised by sec ċret ser ċvices. The only way to safeċly use this tech ċČ

nique is to not trust these ser ċvices at all, and apply extra secur ċity measures:

send via Tor using a throw-away email address.

If you only need to reċceive email, ser ċvices like Mailinator and Min ċtEmail give

you an email address that deċstroys itċself after a few hours. When sign ċing up

for any ac ċcount, you should proċvide fake in ċfor ċmaċtion about your name and

loc ċaċtion and proċtect your ċself by using Tor.

BE CARE ċFUL ABOUT WHAT YOU SAY!

https://www.eff.org/deeplinks/2012/11/when-will-our-email-betray-us-email-privacy-primer-light-petraeus-saga
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BE CARE ċFUL ABOUT WHAT YOU SAY!

The con ċtent of your mesċsage can give away your identċity. If you men ċtion deċČ

tails about your life, your geogċraċphy, sociċal reċlaċtions or per ċson ċal apċpearan ċce,

peoċple may be able to deċter ċmine who is sen ċdċing the mesċsage. Even word

choice and style of writċing can be used to guess who might be beċhind an ċČ

onym ċous em ċails.

You should not use the same user name for dif ċferent ac ċcounts or use a name

that you are alċready liċnked to like a childhood nickname or a favourite book

charactċer. You should never use your sec ċret email for norm ċal per ċson ċal com ċČ

municaċtion. If someċone knows your sec ċrets, do not com ċmunicate with that

per ċson using this email address. If your life deċpends on it, chan ċge your sec ċret

email address often as well as betċween proċvidċers.

Fin ċalċly, once you have your whole your email set up to proċtect your identċity,

van ċity is your worst enemy. You need to avoid being disċtinct. Don't try to be

clev ċer, flam ċboyant or uniċque. Even the way you break your paraċgraphs is

valu ċable data for iden ċtificaċtion, esċpecialċly these days when every school essay

and blog post you have writtċen is availċable in the In ċter ċnet. Power ċful or ċČ

ganizaċtions can ac ċtualċly use these texts to build up a database that can "fin ċČ

gerprint" writċing.
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FILE SHARÒING

The term File Shar ßing reċf ċers to the prac ċtice of shar ċing files on a netċwork,

often with widest posċsible disċtribu ċtion in mind. Un ċfor ċtunateċly in reċcent years

the term has come to be popular ċly asċsociated with the disċtribu ċtion of con ċtent

reċgisċtered under cer ċtain coċpyright liċcen ċses that disċalċlow the disċtribu ċtion of

coċpċies (eg. supċposed crimin ċal ac ċtiv ċity). Reċgardless of this new asċsociaċtion, file

shar ċing reċmains a vital tool for many world wide: from academic groups to

scien ċtific netċworks and open sour ċce software com ċmunitċies.

In this book we wish to help you learn to privateċly disċtribute files, with other

con ċsentċing peoċple, with ċout the con ċtent of that ex ċchan ċge known to oth ċers or

the transċac ċtion stopċped by an ex ċtern ċal party. Your basic right to an ċonym ċity

and to not be spied upon proċtects that. Susċpic ċions that those th ċings might

have been stolċen and are not yours to give does not un ċder ċmine that same and

origin ċal right to privaċcy.

The hisċtoċry of the in ċter ċnet is litċtered with atċtacks of dif ċferent types on pub ċČ

licaċtion and disċtribu ċtion nodes, con ċduc ċted by dif ċferent means (court order,

Disċtributed Deċniċal of Ser ċvice atċtacks). What such events have deċmonstrated is

that if one wants in ċfor ċmaċtion to be per ċsisċtentċly availċable and robust against

atċtack, it is a misċtake to rely upon a single node which can be neutċralised.

This has reċcentċly been deċmonstrated by the takedown of the diċrect download

ser ċvice Megaupċload, whose disċapċpearan ċce led to the loss of masċsive amounts

of its users' data, much of it extraċneċous even to the alċleged coċpyright in ċfrin ċČ

geċments which for ċmed the preċtext for its closure. In similar vein ISPs will

often take down web sites con ċtain ċing disċputed materiċal mereċly beċcause it is

cheapċer for them to do so than to go to court and have a judge deċcide. Such

poliċcies leave the door open to groundless bulċlyċing by all man ċn ċer of com ċpan ċČ

ies, or ċganisaċtions and in ċdividu ċals ready and willċing to make aggresċsive use of

legal lettċers. Both diċrect download ser ċvices and ISPs are ex ċam ċples of

centralised struc ċtures which can ċnot be reċlied upon both beċcause they are a

single point of failure for atċtack, and beċcause their com ċmer ċciċal in ċterests are

not alċigċned with those of their users.
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Spreadċing files through disċtribu ċtion, deċcentralisċing the data, is the best way

to deċfend against such atċtacks. In the folċlow ċing sec ċtion two reaċlms of filesċhar ċČ

ing are proċfiled. The first are stan ċdard p2p tech ċnologċies whose tech ċn ċical deċČ

sign is deċter ċmined by the ef ċficien ċcy of the netċworks in en ċablċing speed of disċČ

tribu ċtion and disċcoveċry of con ċtent through asċsociated search mech ċan ċisms.

The second focuses on I2P as an ex ċam ċple of a so-called darknet, its deċsign

prioritises secur ċity and an ċonym ċity over other criteria of ċfer ċing a robust, if less

reċsour ċce ef ċficient, path to per ċsisċtent availabilċity.

The means of shar ċing files men ċtioned below are just some ex ċam ċples of the

many P2P tech ċnologċies that were deċveloped since 1999. BiċtTor ċrent and SoulċČ

seek have very dif ċferent approac ċhes, both howev ċer were deċsigċned for easy

usabilċity by a wide pub ċlic and have sigċnificant user com ċmunitċies. I2P is of

more reċcent deċvelopċment, has a small user base.

BiÒtTor Òrent has beċcome the most popular P2P file-sharing sysċtem. The con ċČ

trover ċsy that sur ċrounds it nowadays ir ċonicalċly seems to help the com ċmun ċity

grow, while police, lob ċbied by power ċful coċpyright holdċers seize torrent-

tracker serv ċer hardware and pur ċsue their opċerators, someċtimes to the point of

jailċing them as in the case of The Pirate Bay.

SoulÒseek - while it has never been the most popular file-sharing platċform,

neith ċer did it ever have the am ċbiċtion. Soulċseek focuses on the ex ċchan ċge of

music betċween en ċthusiasts, un ċderground proċduc ċers, fans and reċsearch ċers.

The sysċtem and the com ċmun ċity around it is com ċpleteċly isolated from the

Web: Soulċseek files can't be liċnked to. They are kept ex ċclusiveċly on the hard-

disks of Soulċseek users. The con ċtent of the netċwork fully deċpends on how

many mem ċb ċers are con ċnec ċted and what they share. Files are transċfer ċred only

betċween two users at a time and nobody but those two users are in ċvolċved. BeċČ

cause of this 'in ċtrover ċted' charactċer - and the specific ċity of its con ċtent - SoulċČ

seek has stayed out of sight of legisċlaċtion and non-pro-copy coċpyright adċČ

vocates.

I2P is one of sever ċal sysċtems deċveloped to reċsċist cen ċsorship (oth ċers in ċclude

FreeNet and Tor) and has a much smallċer user com ċmun ċity, it is highlighted

here beċcause of its in ċclusċion of Bit Tor ċrent func ċtionalċity with ċin its basic in ċČ

stalċlaċtion. These sysċtems can also be used to proċvide hiddċen ser ċvices, amongst
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oth ċers, en ċablċing you to pub ċlish web pages with ċin their en ċviron ċments.

BIċTTORċRENT

BiċtTor ċrent is a peer-to-peer (P2P) proċtocol that facilitates disċtribu ċtion of data

stored ac ċross multiċple nodes/par ċticipants of the netċwork. There are no centr ċal

serv ċers or hubs, each node is capċable of ex ċchangċing data with any other

node, someċtimes hundreds of them simulċtaneousċly. The fact that data is ex ċČ

chan ċged in parts betċween numer ċous nodes alċlows for great download speeds

for popular con ċtent on BiċtTor ċrent netċworks, makċing it quickċly the de facto

P2P file-sharing platċform.

If you are using BiċtTor ċrent to cir ċculate materiċal of am ċbigu ċous legalċity, you

should know that en ċfor ċceċment agents typicalċly colċlect in ċfor ċmaċtion on alċČ

legedċly in ċfringċing peers by par ċticipatċing in tor ċrent swarms, ob ċserv ċing and

documentċing the beċhaviour of other peers. The large numb ċer of users creates

a dif ċficulċty for the en ċfor ċceċment sysċtem simpċly at the level of scalċing up -

there simpċly are not the reċsour ċces to pur ċsue every user. Any court case will

reċquire ac ċtu ċal eviċdċence of data transċf ċer betċween your client and an ċoth ċer (and

usualċly eviċdċence of you upċloadċing), it is en ċough that you proċvide even part of

the file, not the file in its en ċtirety, for a proċsecu ċtion to have legs. But if you

preċf ċer to lean towards greatċer cau ċtion, you should use a VPN to route your

BiċtTor ċrent traf ċfic, as deċtailed in the Using VPN chaptċer.

Leech ċing (downloadċing) of a file from BiċtTor ċrent netċwork beċgins with a tor ßà

rent file or mag ßnet link. A tor ċrent file is a small file con ċtain ċing in ċfor ċmaċtion on

the largċer files you want to download. The tor ċrent file tells your tor ċrent client

the names of the files being shared, a URL for the track ßer and a hash code,

which is a uniċque code reċpresentċing, and deċrived from, the un ċder ċlyċing file -

kind of like an ID or catċalog numb ċer. The client can use that hash to find oth ċČ

ers seedċing (upċloadċing) those files, so you can download from their com ċputċČ

ers and check the autċhentic ċity of the chunks as they ar ċrive.

A Mag ßnet Link does away with the need for a tor ċrent file and is esċsentialċly a

hyċper ċlink con ċtain ċing a deċscripċtion for that tor ċrent, which your tor ċrent client

can im ċmediateċly use to start fin ċdċing peoċple shar ċing the file you are willċing to

download. Magċnet links don't reċquire a trackċer, in ċstead they rely on Dis ßà
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tributed Hash Table (DHT) -which you can read more about in the Glossary-

and Peer Ex ßchanßge. Magċnet links do not refer to a file by its loc ċaċtion (e.g. by IP

addresċses of peoċple who have the file, or URL) but rath ċer deċfines search paraċČ

metċers by which this file can be found. When a magċnet link is loaded, the tor ċČ

rent client in ċitiates an availabilċity search which is broadċcast to other nodes

and is basicalċly a shout-out "who's got an ċyth ċing match ċing this hash?!". Tor ċČ

rent client then con ċnects to the nodes which reċspon ċded to the shout-out and

beċgins to download the file.

BiċtTor ċrent uses en ċcrypċtion to preċvent proċvidċers and other man-in-the-middle

from blockċing and sniff ċing your traf ċfic based on the con ċtent you ex ċchan ċge.

Since BiċtTor ċrent swarms (flocks of seedċers and leech ċers) are free for everyċone

to join it is posċsible for an ċyone to join a swarm and gath ċer in ċfor ċmaċtion about

all con ċnec ċted peers. Using magċnet links will not preċvent you from being seen

in a swarm; any of the nodes shar ċing the same file must com ċmunicate betċČ

ween each-other and thus, if just one of the nodes in your swarm is rogue, it

will be able to see your IP address. It will also be able to deċter ċmine if you are

seedċing the data by sen ċdċing your node a download reċquest.

One im ċpor ċtant asċpect of using BiċtTor ċrent is worth a speciċal men ċtion. Every

chunk of data that you reċceive (leech) is being in ċstantċly shared (seeded) with

other BiċtTor ċrent users. Thus, a proċcess of downloadċing transċforms into a proċČ

cess of (in ċvolun ċtaċry) pub ċlish ċing, using a legal term - mak ßing availßable of that

data, beċfore the download is even com ċplete. While BiċtTor ċrent is often used to

re-distribute freeċly availċable and legitimate software, moves, music and other

materiċals, its "makċing availċable" capac ċity created a lot of con ċtrover ċsy and led

to endċless legal battles betċween coċpyright holdċers and facilitators of BiċtTor ċČ

rent platċforms. At the moċment of writċing this text, the co-founder of The

Pirate Bay Gottfrid Svartholm is being deċtained by Swedish police after an in ċČ

ter ċnation ċal war ċrant was isċsued against him.

For these reaċsons, and a pub ċlic reċlaċtions cam ċpaign by coċpyright holdċers, use

of BiċtTor ċrent platċforms has beċcome prac ċticalċly an ċalogċous to piraċcy. And

while the mean ċing of terms such as pira ßcy, coßpyright and owßnership in diċgitċal

con ċtext is yet to be settled, many or ċdinaċry BiċtTor ċrent users have been alċready

proċsecuted on the basis of breakċing coċpyright laws.
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Most tor ċrent clients allow you to block IP addresċses of known coċpyright trolls

using blacklċists. In ċstead of using pub ċlic tor ċrents one can also join closed

trackċers or use BiċtTor ċrent over VPN or Tor.

In situaċtions when you feel that you should be wor ċried about your BiċtTor ċrent

traf ċfic and it's an ċonym ċity go through the folċlow ċing check-list:

Check if your torċrent client sup ċports peer-blacklists.

Check if the peer-blacklist de ċfini ċtions are up ċdated on a daily basis.

Make sure your client sup ċports all re ċcent proċtocols - DHT, PEX and Magċnet

links.

Choose a torċrent client that sup ċports en ċcryp ċted peers and en ċable it.

Upgrade or chan ċge your torċrent client if any of the above men ċtioned opt ċions

is not avail ċable.

Use VPN con ċnecċtion to dis ċgu ċise your Bi ċtTorċrent traf ċfic from your ISP. Make

sure your VPN proċvidċer al ċlows P2P traf ċfic. See more tips and re ċcom ċmenda ċČ

tions in Using VPN chapt ċer.

Do not leech and seed stuff you don't know much about.

Be sus ċpici ċous of high rat ċings and overly-positive com ċments re ċgardċing parċČ

ticular torċrent link.

SOULċSEEK

As a peer to peer (P2P) file shar ċing proċgram, the con ċtent availċable is deċter ċČ

mined by the users of the Soulċseek client, and what files they choose to share.

The netċwork has hisċtoricalċly had a diċver ċse mix of music, in ċcludċing un ċČ

derground and in ċdepen ċdent artċists, un ċreleased music, such as demos and

mix-tapes, bootċlegs, etc. It is is en ċtireċly fin ċan ċced by donaċtions, with no adċČ

vertisċing or user fees.

"Soulßseek does not end ßor ßse nor conßdone the shar ßing of coßpyrighted materißà

als. You should only share and download files which you are legalßly alßà

lowed to, or have ot ßherwßise reßceived per ßmiss ßion to, share."

(http://www.soulßseekqt.net)

Soulċseek netċwork deċpends on a pair of centr ċal serv ċers. One serv ċer supċports

the origin ċal client and netċwork, and the other supċportċing the newer netċwork.

While these centr ċal serv ċers are key to coċor ċdinatċing searches and hostċing chat
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rooms, they do not ac ċtualċly play a part in the transċf ċer of files betċween users,

which takes place diċrectċly betċween the users con ċcer ċned.

Users can search for items; the reċsults reċtur ċned being a list of files whose

names match the search term used. Searches may be ex ċplicit or may use

wildcards/patċterns or terms to be ex ċcluded. A feaċture specific to the Soulċseek

search en ċgine is the in ċclusċion of the foldċer names and file paths in the search

list. This alċlows users to search by foldċer name.

The list of search reċsults shows deċtails, such as the full name and path of the

file, its size, the user who is hostċing the file, togeth ċer with that users' average

transċf ċer rate, and, in the case of mp3 files, brief deċtails about the en ċcoded

track itċself, such as bit rate, length, etc. The reċsultċing search list may then be

sor ċted in a variety of ways and in ċdividu ċal files (or foldċers) chosċen for

download.

Un ċlike BiċtTor ċrent, Soulċseek does not supċport multi-source downloadċing or

"swarm ċing" like other post-Napster clients, and must fetch a reċquesċted file

from a single sour ċce.

While the Soulċseek software is free, a donaċtion scheme ex ċists to supċport the

proċgramm ċing ef ċfort and cost of main ċtain ċing the serv ċers. In reċturn for donaċČ

tions, users are gran ċted the privilege of being able to jump ahead of non-

donating users in a queue when downloadċing files (but only if the files are

not shared over a local area netċwork). The Soulċseek proċtocol search alċČ

gorithms are not pub ċlished, as those alċgorithms run on the serv ċer. Howev ċer

sever ċal Open Sour ċce im ċplemen ċtaċtions of serv ċer and client software exits for

Linux, OS X and Win ċdows.

Reċgardċing privaċcy and coċpyright isċsues Soulċseek stand quite far away from

BiċtTor ċrent too. Soulċseek has been taken to court only once, in 2008, but even

that did not go an ċyw ċhere. There are no in ċdicaċtions of Soulċseek users ever

being brought to court or ac ċcused of ilċlegċal disċtribu ċtion of coċpyrighted

materiċals or any other 'digital-millenium' crimes.

If you want to use the Soulċseek netċwork with some deċgree of real an ċonym ċity,

you will need to use it over a VPN.

I2P



File Shar ċing

89

I2P

I2P began as a fork from the Freenet proċject, originalċly con ċceived as a matċhod

for censorship-resistant pub ċlish ċing and disċtribu ċtion. From their web ċsite:

The I2P proċject was for ċmed in 2003 to supċport the ef ċforts of those tryċČ

ing to build a more free society by of ċfer ċing them an un ċcen ċsor ċable, an ċČ

onym ċous, and secure com ċmunicaċtion sysċtem. I2P is a deċvelopċment ef ċČ

fort proċduc ċing a low laten ċcy, fully disċtributed, autoċnom ċous, scalċable,

an ċonym ċous, reċsilient, and secure netċwork. The goal is to opċerate suc ċČ

cessfulċly in hosċtile en ċviron ċments - even when an or ċganizaċtion with

sub ċstan ċtiċal fin ċan ċciċal or politċical reċsour ċces atċtacks it. All asċpects of the

netċwork are open sour ċce and availċable with ċout cost, as this should both

asċsure the peoċple using it that the software does what it claims, as well

as en ċable oth ċers to con ċtribute and im ċprove upon it to deċfeat aggresċsive

atċtempts to stif ċle free speech.

http://www.i2p2.de/

For a guide to in ċstallċing the software and con ċfigur ċing your browsċer see the

chaptċer on In ZstallZing I2P in sec ċtion Secure Files Zhar Zing (Ubun ċtu only for

now). Once com ċplete, on launch you will be brought to a con ċsole page con ċČ

tain ċing links to popular sites and ser ċvices. In adċdiċtion to the usual web ċpages

(reċfer ċred to as eeP ċsites) there are a range of applicaċtions ser ċvices availċable

rangċing from the bloggċing tool Syn ċdie to a built in BiċtTor ċrent client which

func ċtions through a web in ċter ċface.

http://www.i2p2.de/
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SECURE CALLS

Phone calls made over the norm ċal telecom ċmunicaċtions sysċtem have some

forms of proċtec ċtion from third party in ċter ċcepċtion, i.e. GSM mobile phones

calls are en ċcrypċted. GSM calls are not en ċcrypċted end-to-end howev ċer and

telepċhone proċvidċers are in ċcreasingċly for ċced to give govern ċments and law en ċČ

foreċment or ċganisaċtions ac ċcess to your calls. In adċdiċtion to this the en ċcrypċtion

used in GSM has been crac ċked and now an ċyone with en ċough in ċterest and

capitċal can buy the equipċment to in ċter ċcept calls. A GSM In ċter ċceptor

(http://en ċ.inter ċcept.ws/catalog/2087.html) is an off the shelf deċvice to reċcord

mobile phone con ċver ċsaċtions when in the vicin ċity of the call. Centralised or

proċprietaċry sysċtems like Skype also en ċcrypt calls but have built in backdoors

for sec ċret ser ċvices and govern ċments and are at the beċhest of their owner (in

Skype's case Microċsoft).

A solċu ċtion to this proċblem is to make en ċcrypċted calls using Voice over IP

(VoIP) through an In ċter ċnet con ċnec ċtion. Both WiFi or mobile data netċworks

can be used: crackċing the GSM or Wireless password will not mean that your

call can be in ċter ċcepted. 

As reċgards platċforms, An ċdroid has a wider range of open sour ċce VoIP

software, lar ċgeċly beċcause Apple's AppStore liċcensċing model proċhibits disċtribu ċČ

tion of software reċleased under the Gener ßal Pub ßlic Lißcenßse (approximateċly 60%

of all open sour ċce software reċleased). The GPL is very popular in the secur ċity

and netċworkċing com ċmun ċity.

At the time of writċing iP ċhone users have only non-open-source optċions availċČ

able for purchase, like Groundwire (http://www.acrobits.cz/11/acrobits-

groundwire-for-iphone). Warn Òing: as it is not open, the secur Òity of

Groundwire can Ònot be as Òsured!

An ċdroid users head over to the sec ċtion Call En ÒcrypÒtion to get star ċted makċČ

ing secure VoIP calls.

http://en.intercept.ws/catalog/2087.html
http://www.acrobits.cz/11/acrobits-groundwire-for-iphone
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SECURE MES ÒSAG ÒING

SMS are short mesċsages sent betċween mobile phones. The text is sent with ċout

en ċcrypċtion and can be read and stored by mobile phone proċvidċers and other

partċies with ac ċcess to the netċwork in ċfrastruc ċture to which you're con ċnec ċted.

To proċtect your mesċsages from in ċter ċcepċtion you have to use a chat proßtocol

over your data con ċnec ċtion. Thankfulċly this is not at all dif ċficult. Many In ċstant

Mesċsagċing proċvidċers use the Ex ßtenßsible Mes ßsag ßing and Preßs ßence Proßtocol

(XMPP) that alċlows users to use variċous clients to send and reċceive mesċsages

and ex ċchan ċge mesċsage with other proċvidċers.

Alċthough XMPP uses TLS/SSL (see glosċsaċry entry TLS/SSL) en ċcrypċtion to

preċvent 3rd party in ċter ċcepċtion, your proċvidċer can still read your mesċsages and

hand them over to other en ċtitċies. Off-the-Record (OTR) Mesċsagċing howev ċer alċČ

lows you en ċcrypt your mesċsages. The mesċsages you send do not have diċgitċal

sigċnaċtures that can be verified by a third party, con ċsequentċly the identċity of

their autċhor is reßpudißable afßterwards. An ċyone can forge mesċsages after a con ċČ

ver ċsaċtion to make them look like they came from you. Howev ċer, dur ßing a

con ċver ċsaċtion, your cor ċresċpondent is asċsured of the inßtegr ßity of the mesċsages -

what s/he sees is autċhentic and un ċmodified.

See the sec ċtion In Òstant Mes ÒsagÒing En ÒcrypÒtion
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START USING THUN ÒDERBIRD

In upċcom ċing sec ċtions, we will be using Mozilċla's Thun ċČ

derbird e-mail proċgram to show you how to con ċfigure

your e-mail client for maxiċmum secur ċity. Similar to

Mozilċla's Firefox browsċer, Thun ċderbird has many secur ċČ

ity adċvantages over its coċun ċterparts like Apple Mail and

Outċlook.

Thun ċderbird is a so-called "mail user agent" (MUA). This is dif ċferent from

web-based e-mail ser ċvices like Googċle's Gmail. You must in ċstall the Thun ċČ

derbird applicaċtion on your com ċputċer. Thun ċderbird has a nice in ċter ċface and

feaċtures that en ċable you to man ċage multiċple mailċboxes, or ċgan ċize mesċsages

into foldċers, and search through mails easċiċly.

Thun ċderbird can be con ċfigured to work with your ex ċistċing e-mail ac ċcount,

wheth ċer that ac ċcount is through your In ċter ċnet Ser ċvice Proċvidċer (such as

Com ċcast) or through an web-based email proċvidċer (such as Gmail).

Using Thun ċderbird has many adċvantages over using web-based e-mail in ċter ċČ

faces. These will be disċcusċsed in the folċlow ċing chaptċer. To sum ċmar ċize,

though, Thun ċderbird en ċables much greatċer privaċcy and secur ċity than web-

based e-mail ser ċvices.

This sec ċtion proċvides in ċfor ċmaċtion on how to in ċstall Thun ċderbird on Win ċČ

dows, Mac OS X, and Ubun ċtu.

IN ċSTALLċING THUN ċDERBIRD ON WIN ċDOWS

In ċstallċing Thun ċderbird in ċvolċves two steps: first, download the software and

then run the in ċstalċlaċtion proċgram.

1. Use your web brows ċer to visit the Thun ċderbird download page at

http://www.mozillamessaging.com/en-US/thunderbird/. This page de ċtects

your com ċputer's op ċerat ċing sys ċtem and lan ċguage, and re ċcom ċmends the best

vers ċion of Thun ċderbird for you to use.

http://www.mozillamessaging.com/en-US/thunderbird/
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If you want to use Thun ċderbird in a dif ċferent lan ċguage or with a dif ċČ

ferent opċeratċing sysċtem, click the Other Sys ßtems and Lanßguages link on

the right side of the page and select the versċion that you need.

2. Click the download but ċton to save the in ċstal ċla ċtion proċgram to your com ċput ċČ

er.

Click the Save butċton to save the Thun ċderbird Setup file to your com ċČ

putċer.

3. Close all applica ċtions runn ċing on your com ċput ċer.

4. Find the setup file on your com ċput ċer (it's usual ċly in the Downloads foldċer or

on your desk ċtop) and then double-click it to start the in ċstal ċla ċtion. The first

thing that the in ċstall ċer does is dis ċplay the Wel Òcome to the Mozil Òla ThunÒÓ

derbird Setup Wizardscre ċen.
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Click the Next butċton to start the in ċstalċlaċtion. If you want to can ċcel it,

click the Can Òcel butċton.

5. The next thing that you see is the Setup Type scre ċen. For most users the

Stan ċdard setup opt ċion is good en ċough for their needs. The Cus ċtom setup

opt ċion is re ċcom ċmended for exċperien ċced users only. Note that Thun ċderbird

in ċstalls it ċself as your de ċfault mail applica ċtion. If you do not want this, clear

the checkbox labeled Use ThunÒderbird as my deÒfault mail applicaÒtion.
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Click the Next butċton to con ċtinue the in ċstalċlaċtion.

6. After Thun ċderbird has been in ċstal ċled, click the FinÒish but ċton to close the

setup wizard.

If the Launch MozilÒla Thun Òderbird now checkbox is selec ċted, Thun ċČ

derbird starts after it has been in ċstalċled.

IN ċSTALLċING THUN ċDERBIRD ON UBUN ċTU
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IN ċSTALLċING THUN ċDERBIRD ON UBUN ċTU

There are two dif ċferent proċcedures for in ċstallċing Thun ċderbird on Ubun ċtu:

one for versċion 10.04 or later, and one for ear ċliċer versċions of Ubun ċtu. We deċČ

scribe both below.

Thun ċderbird will not run with ċout the folċlow ċing liċbraċries or pac ċkages in ċstalċled

on your com ċputċer:

GTK+ 2.10 or high ċer

GLib 2.12 or high ċer

Pango 1.14 or high ċer

X.Org 1.0 or high ċer

Mozilċla reċcom ċmends that a Linux sysċtem also has the folċlow ċing liċbraċries or

pac ċkages in ċstalċled:

Net ċworkManagċer 0.7 or high ċer

DBus 1.0 or high ċer

HAL 0.5.8 or high ċer

GNOME 2.16 or high ċer

IN ċSTALLċING THUN ċDERBIRD ON UBUN ċTU 12.04 OR NEWER

If you're using Ubun ċtu 12.04 or newer, the easċiest way to in ċstall Thun ċderbird

is through the Ubun ċtu Software Centċer.

1. Type Software in the Untiy search win ċdow.

2. Click on 'Ubun ċtu Software Cent ċer'

3. Type "Thun ċderbird" in the search box and press the Enter on your keyboard.

The Ubun ċtu Software Cent ċer finds Thun ċderbird in its list of avail ċable



Basic Email Secur ċity

104

software.

4. Click the InÒstall but ċton. If Thun ċderbird needs any adċdition ċal li ċbra ċries, the

Ubun ċtu Software Cent ċer al ċerts you and in ċstalls them along with Thun ċČ

derbird.

You can find the shortcut to start Thun ċderbird in the In ċter ċnet optċion under

the Applicaċtions menu:

IN ċSTALLċING THUN ċDERBIRD ON MAC OS X

To in ċstall Thun ċderbird on your Mac, folċlow these steps:

1. Use your web brows ċer to visit the Thun ċderbird download page at

http://www.mozillamessaging.com/en-US/thunderbird/. This page de ċtects

your com ċputer's op ċerat ċing sys ċtem and lan ċguage, and it re ċcom ċmends the

best vers ċion of Thun ċderbird for you to use.

http://www.mozillamessaging.com/en-US/thunderbird/


Start Using Thunċderbird

105

2. Download the Thun ċderbird disk image. When the download is com ċplete, the

disk image may autoċmatical ċly open and mount a new volume cal ċled Thun ßà

derbird.

If the volume did not mount autoċmaticalċly, open the Download foldċer

and double-click the disk image to mount it. A Fin ċdċer win ċdow apċpears:

3. Drag the Thun ċderbird icon into your Applica ċtions foldċer. You've in ċstal ċled

Thun ċderbird!

4. Opt ċional ċly, drag the Thun ċderbird icon from the Applica ċtions foldċer into the

Dock. Choos ċing the Thun ċderbird icon from the Dock lets you quick ċly open

Thun ċderbird from there.
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Note: When you run Thun ċderbird for the first time, newer versċions of Mac

OS X (10.5 or later) will warn you that the applicaċtion Thun ċderbird.app was

downloaded from the In ċter ċnet.

If you downloaded Thun ċderbird from the Mozilċla site, click the Open butċton.

STARTÒING THUNÒDERBIRD FOR THE FIRST TIME

After you have in ċstalċled Thun ċderbird for the first time you will be guided

through the con ċfiguraċtion of your mail ac ċcount. These settċings are deċfined

by your e-mail proċvidċer (your In ċter ċnet Ser ċvice Proċvidċer or web-based e-mail

ser ċvice proċvidċer). The next chaptċer deċscribes how to set up your ac ċcount and

con ċfigure it for maxiċmum secur ċity.
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SETT ÒING UP SECURE CON ÒNEC ÒTIONS

There is a right (secure) way to con ċfigure your con ċnec ċČ

tion to your proċvider's mail serv ċers and a wrong (in ċČ

secure) way. The most fundċamentċal asċpect of e-mail

secur ċity is the type of con ċnec ċtion that you make to your

e-mail proċvider's mail serv ċer.

Whenev ċer posċsible, you should con ċnect using the SSL

(Secure Soc ċket Layer) and TLS (Transċport Layer Secur ċity) proċtocols.

(STARTTLS, which is an ċoth ċer optċion availċable when con ċfigur ċing an ac ċČ

count, is a variaċtion of SSL / TLS.) These proċtocols preċvent your own sysċtem

(beċyond Thun ċderbird) and any points betċween your sysċtem and the mail

serv ċer from in ċter ċceptċing and ob ċtain ċing your password. SSL / TLS also preċvent

eavesdroppċers from reaċdċing the con ċtent of your mesċsages.

These proċtocols, howev ċer, only secure the con ċnec ċtion betċween your com ċputċČ

er and the mail serv ċer. They do not secure the in ċfor ċmaċtion chan ċnel all the

way to the mesċsage reċcipient. Once the mail serv ċers for ċward the mesċsage for

deċliveċry, the mesċsage may be in ċter ċcepted and read by points in betċween the

mail serv ċer and the reċcipient.

This is where PGP (Preċtty Good Privaċcy) comes in, which is deċscribed in the

next chaptċer.

The first step in esċtablish ċing e-mail secur ċity is a secure con ċnec ċtion betċween

your sysċtem and the mail serv ċers. This chaptċer deċscribes how to set up your

e-mail ac ċcount the right way.

CON ċFIGURA ċTION RE ċQUIRE ċMENTS
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CON ċFIGURA ċTION RE ċQUIRE ċMENTS

When you con ċfigure an ac ċcount, Thun ċderbird atċtempts to deċter ċmine (from

the email ac ċcount and the ac ċcount deċtails that you proċvide) the con ċnec ċtion

paraċmetċers to your email proċvidċer. While Thun ċderbird knows the con ċnec ċtion

paraċmetċers for many email proċvidċers, it does not know them all. If the paraċČ

metċers are not known to Thun ċderbird, you will need to proċvide the folċlow ċing

in ċfor ċmaċtion to con ċfigure your ac ċcount:

Your userÒname

Your password

InÒcomÒing serv Òer: name (such as "im ċap ċ.example.ċcom"), proċtocol (POP or

IMAP), port (by de ċfault, 110), and securċity proċtocol

OutÒgoÒing serv Òer: name (such as "smtp.example.ċcom"), port (by de ċfault, 25),

and securċity proċtocol

You should have reċceived this in ċfor ċmaċtion from your hostċing proċvidċer. Alċter ċČ

nativeċly, you can usualċly find this in ċfor ċmaċtion on the supċport pages on the

web ċsite of your hostċing proċvidċer. In our ex ċam ċple we will be using the Gmail

serv ċer con ċfiguraċtion. You can use Thun ċderbird with your Gmail ac ċcount. To

do so, you must chan ċge a con ċfiguraċtion settċing in your ac ċcount. If you are

not using a Gmail ac ċcount, skip the next sec ċtion. 

PRE ċPARċING A GMAIL ACċCOUNT FOR USE WITH THUN ċDERBIRD

Log in to your Gmail ac ċcount in your browsċer. Select Sett Òings from optċions

in the top right, then go to the tab For Òward Òing and POP/IMAP. Click En ÒÓ

able IMAP and then Save Chan Òges.

CON ċFIGURċING THUN ċDERBIRD TO USE SSL/TLS

http://pop.example.com/
http://pop.example.com/
http://pop.example.com/
http://pop.example.com/
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CON ċFIGURċING THUN ċDERBIRD TO USE SSL/TLS

When you start up Thun ċderbird for the first time, you will enter a step-by-

step con ċfiguraċtion proċcedure for settċing up your first ac ċcount. (You can in ċČ

voke the ac ċcount setup in ċter ċface any time by selectċing File | New | Mail AcÒÓ

count). On the first screċen, you will be asked for your name, your email-

address and your password. The value you enter for your name does not have

to be your real name. It will be shown to the reċcipient of your mesċsages.

Enter the in ċfor ċmaċtion and click Con Òtinue.

On the next screċen, Thun ċderbird will atċtempt to deċter ċmine the serv ċer names

based on your email address. This may take some time, and will only work if

Thun ċderbird knows the settċings for the mail serv ċers for your email proċvidċer.

In eith ċer case you will be preċsen ċted with a win ċdow where you can modċify the

settċings. In the ex ċam ċple below, Thun ċderbird has deċtec ċted the settċings autoċČ

maticalċly. You can see the proċtocol at the right side of the serv ċer names. This

should be eithßer SSL/TLS or STARTTLS. Ot ßherwßise your conßnecßtion is inßsecure

and you should at ßtempt manußal setup.
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When you are fin ċisċhed, click Create acÒcount. If Thun ċderbird could not deċČ

ter ċmine your serv ċer settċings, click on Manu Òal setup to con ċfigure the serv ċer

names your ċself.

MANUċAL SETUP

Use the Ac ċcount Settċings in ċter ċface to manu ċalċly con ċfigure ac ċcounts in Thun ċČ

derbird. The Ac ċcount Settċings diċalog will autoċmaticalċly open if you select

Manu Òal setup in the con ċfiguraċtion wizard. In this case we are only in ċteresċČ

ted in the in ċcom ċing and outċgoċing mail serv ċer names, and the proċtocol we use

to con ċnect with them. As you can see in the ex ċam ċples below, we enter the

Gmail serv ċer names and we force them to use TLS/SSL, a secure metċhod to

con ċnect to the serv ċers.
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Under 'Serv ċer Settċings', we will find only the in ċcom ċing (IMAP) serv ċer and its

settċings for that specific ac ċcount.
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After ServÒer Name enter the name of the IMAP serv ċer, in this case

mail.gmail.com

As you can see we have selecßted 'SSL/TLS' under the conßnecßtion secur ßity sett ßing.

This enßfor ßces enßcryp ßtion. Do not be scared by the autċhenticaċtion metċhod

NormÒal password. The password will be autoċmaticalċly en ċcrypċted due to our

secured con ċnec ċtions to the serv ċer.

Fin ċalċly, con ċfigure the outċgoċing serv ċer for the ac ċcount. Click on Out Ògo Òing

ServÒer (SMTP) in the left panel.
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Again, we have selec ċted SSL/TLS under Con ÒnecÒtion secur Òity. The port will

deċfault to 465 and this should generalċly not have to be chan ċged.

FIN ċISHċING THE SETUP, DIF ċFERENT EN ċCRYPċTION METċHODS

Test your Thun ċderbird setup by tryċing to send and reċČ

ceive mails. Some email hostċing proċvidċers may not supċČ

port the SSL/TLS proċtocol, which is the preċfer ċred choice.

You will get an error mesċsage sayċing the autċhenticaċtion

proċtocol is not supċpor ċted by the serv ċer. You may then

switch to using STARTTLS in ċstead. In the above two

screens, select 'STARTTLS' under 'Con ċnec ċtion secur ċity'.

If this metċhod also fails, con ċtact your email hostċing proċvidċer and ask them if

they proċvide an ċoth ċer way to secureċly con ċnect to their serv ċers. If they do not

allow you to secureċly con ċnect to their serv ċers, then you should com ċplain and

seriousċly con ċsidċer switch ċing to a dif ċferent proċvidċer.

RE ċTURN ċING TO THE CON ċFIGURA ċTION SCREENS

At any time you can reċcon ċfigure your email ac ċcounts by going to the Thun ċČ

derbird menu bar and clickċing Edit | AcÒcount Sett Òings (Linux), Tools | AcÒÓ

count Sett Òings (Win ċdows and Mac OS X).



Basic Email Secur ċity

114



115

SOME ADÒDITION ÒAL SECURÒITY SETT ÒINGS

Thun ċderbird proċvides adċdition ċal secur ċity measures to

proċtect you from junk mail, identċity theft, viruses (with

the help of your anti-virus software, of coċur ċse), in ċtelċČ

lectu ċal proċper ċty theft, and malċiciċous web sites.

We will look at the folċlow ċing Thun ċderbird secur ċity feaċČ

tures. First a litċtle background on why you need to con ċČ

sidċer some of these measures:

Adap Òtive junk mail conÒtrols 

Adap ċtive junk mail con ċtrols allow you to train Thun ċderbird to ident ċify junk

email (SPAM) and re ċmove it from your inbox. You can also mark mes ċsages

as junk mail manu ċal ċly if your email proċvider's sys ċtem mis ċses the junk mail

and lets it go through.

InÒteg ÒraÒtion with anti-virus software 

If your anti-virus software sup ċports Thun ċderbird, you can use that software

to quaran ċtine mes ċsages that con ċtain viruses or other mal ċici ċous con ċtent. If

you're won ċderċing what anti-virus software works with Thun ċderbird, you can

find a list here: http://kb.mozil ċlazine.org/An ċtivirus_software.

MastÒer password 

For your con ċveni ċence, you can have Thun ċderbird re ċmembċer each of your in ċČ

dividu ċal passwords of your e-mail acċcounts. You can specċify a mast ċer

password that you enter each time you start Thun ċderbird. This will en ċable

Thun ċderbird to open all your email acċcounts with your saved passwords.

ReÒstric Òtions on coÒok Òies 

Some blogs and webċsites at ċtempt to send coċok ċies (a piece of text that stores

in ċforċma ċtion from Web sites on your com ċput ċer) with their RSS feeds. These

coċok ċies are often used by con ċtent proċvidċers to proċvide tarċgeted adċvertis ċing.

Thun ċderbird re ċjects coċok ċies by de ċfault, but you can con ċfigure Thun ċderbird

to acċcept some or all coċok ċies.

In the Secur ċity Preċfer ċences sec ċtion of Thun ċderbird's Optċions/Prefer ċences diċČ

alog box you can set up the preċfer ċences for these feaċtures.

In Win ċdows and Mac OS X, go to the 'Tools' menu and click 'Opt ċions'.

On Ubun ċtu or other vers ċions of Linux, go to the 'Edit' menu and click 'Pre ċČ

http://kb.mozillazine.org/Antivirus_software
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ferċences'.

JUNK MAIL SETTċINGS

1. In the Pre ċferen ċces/Op ċtions di ċalog box, click 'Securċity' and then click the

'Junk' tab.

2. Do the fol ċlow ċing:

To tell Thun ċderbird that it should han ċdle mes ċsages marċked as junk,

select the check box label ċled 'When I mark mes ċsage as junk'.

To have Thun ċderbird move these mes ċsages to a junk foldċer, select the

'Move them to acċcount's 'Junk' foldċer' radio but ċton.

To have Thun ċderbird de ċlete junk mail upon re ċceivċing it, select the

'De ċlete them' radio but ċton.

3. Thun ċderbird will mark junk mes ċsage as read if you select the check box

labeled 'Mark mes ċsages de ċterċmined to be Junk as read'.

4. If you want to keep a log of junk mail re ċceived, select the 'En ċable junk filt ċer

loggċing' check box.

5. Click the 'OK' but ċton to close the 'Opt ċions/Preferċences' di ċalog box.

SCAM DE ċTECċTION AND WARN ċING SYS ċTEM
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SCAM DE ċTECċTION AND WARN ċING SYS ċTEM

1. In the Pre ċferen ċces/Op ċtions di ċalog box, click 'Securċity' and then click the 'E-

mail Scams' tab.

2. To have Thun ċderbird warn you about pos ċsible email scams, select the check

box label ċled 'Tell me if the mes ċsage I'm read is a sus ċpecċted email scam'. To

turn off this fea ċture, de ċselect this check box.

3. Click the 'OK' but ċton to close the 'Opt ċions/Preferċences' di ċalog box.

ANTI-VIRUS IN ċTEG ċRA ċTION
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ANTI-VIRUS IN ċTEG ċRA ċTION

1. In the Pre ċferen ċces/Op ċtions di ċalog box, click 'Securċity' and then click the

'Anti-Virus' tab.

2. To turn on anti-virus in ċtegċra ċtion, select the check box labeled 'Allow anti-

virus clients to quaran ċtine in ċdividu ċal in ċcom ċing mes ċsages'. To turn off this

fea ċture, de ċselect this check box.

3. Click the 'OK' but ċton to close the 'Opt ċions/Preferċences' di ċalog box.

SET A MASTċER PASSWORD

1. In the Pre ċferen ċces/Op ċtions di ċalog box, click 'Securċity' and then click the

'Passwords' tab.
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2. Select the check box labeled 'Use a mast ċer password'.

3. Enter your password into the 'Enter new password' and 'Re-enter password'

fields.

4. Click the 'OK' but ċton to close the Chan ċge Mast ċer Password di ċalog box.

5. If you want to see the passwords that you have saved in Thun ċderbird, click

the 'Saved Passwords' but ċton. This will open the 'Saved Passwords' di ċalog

box.
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6. To see the passwords, click the 'Show Passwords' but ċton.

7. Click the 'Close' but ċton to close 'Saved Passwords' di ċalog box.

8. Click the 'OK' but ċton to close the 'Opt ċions/Preferċences' di ċalog box.

ADAPċTIVE JUNK MAIL CON ċTROLS
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ADAPċTIVE JUNK MAIL CON ċTROLS

You need to first open Ac ċcount Settċings win ċdow. Note that settċings con ċČ

figured in the Ac ċcount Settċings win ċdow apply only to the ac ċcount that you

select in the Foldċers pane. You must con ċfigure local foldċers separateċly.

1. In the Foldċers pane right-click on an acċcount name and select 'Sett ċings'.

2. In Win ċdows or Mac go to the 'Tools' menu and select 'Acċcount Sett ċings'. In

Linux, go to the 'Edit menu' and select 'Acċcount Sett ċings'.

1. To set adap ċtive junk mail con ċtrols for a specific acċcount, pick an acċcount

and click 'Junk Sett ċings'.
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2. To turn on the con ċtrols, select the check box labeled 'En ċable adap ċtive junk

mail con ċtrols for this acċcount'. To turn them off, de ċselect this check box.

3. If you want the con ċtrols to igċnore mail from sen ċdċers in your Address Book,

select the check boxes next to any of the li ċsted address books.

4. To use a mail filt ċer such as SpamAs ċsassin or SpamP ċal, select the check box

label ċled 'Trust junk mail headċers sent by:' and pick a filt ċer from the menu.

5. Select the check box labeled 'Move new junk mes ċsages to' if you want to

move junk mail to a specified foldċer. Then select the de ċstina ċtion foldċer to be

eith ċer at your email proċvidċer or a local foldċer on your com ċput ċer.

6. Select the 'Autoċmatical ċly de ċlete junk mail other 14 days' check box to have

Thun ċderbird re ċgularċly re ċmove junk mail. To chan ċge the time perċiod for this

proċcess, enter a dif ċferent numbċer (in days) in the text box.

7. Click 'OK' to save your chan ċges.
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IN ÒTRODUC ÒING MAIL EN ÒCRYP ÒTION (PGP)
This chaptċer will in ċtroduce you to some basic con ċcepts

beċhind mail en ċcrypċtion. It is im ċpor ċtant to read to get

some feelċing of how mail en ċcrypċtion ac ċtualċly works and

what its caveats and liċmitaċtions are. PGP (Preċtty Good

Privaċcy) is the proċtocol we shall use for e-mail en ċcrypċČ

tion. This proċtocol alċlows us to diċgitalċly sign and en ċcrypt

mail mesċsages. It works on an end-to-end basis: mesċsages

will be en ċcrypċted on your own com ċputċer and will only be deċcrypċted by the

reċcipient of the mesċsage. There is no posċsibilċity for a 'man-in-the-middle' to

deċciph ċer the con ċtents of your en ċcrypċted mesċsage. This ex ßcludes the sub ċject

lines and the 'from' and 'to' addresċses, which un ċfor ċtunateċly are not en ċcrypċted

in this proċtocol.

After hav ċing in ċtroduced these basic con ċcepts, the next chaptċers will give you

a hands-on guide to in ċstall the necesċsaċry tools on your opċeratċing sysċtem and

get en ċcrypċtion up and runn ċing. We will focus on using En ċigċmail which is an

ex ċtensċion for Thun ċderbird that helps you man ċage PGP en ċcrypċtion for your

email. The in ċstalċlaċtion proċcess for En ċigċmail / PGP is dif ċferent for Mac OSX,

Win ċdows and Ubun ċtu so please see the appropċriate chaptċers in this sec ċtion

for in ċstruc ċtions.

USING A KEY-PAIR TO EN ċCRYPT YOUR MAIL
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USING A KEY-PAIR TO EN ċCRYPT YOUR MAIL

A cruciċal con ċcept in mail en ċcrypċtion is the usage of so-called key-pairs. A

key-pair is just two separate files sittċing on your harddisk or USB stick.

Whenev ċer you want to en ċcrypt mails for a cer ċtain mail-account, you will

need to have these files availċable to your ċself in some form. If they are sittċing

at home on your com ċputċer, you will not be able to deċcrypt mail at the of ċfice.

Puttċing them on a USB stick should proċvide a solċu ċtion to this proċblem.

A key-pair con ċsċists of the two dif ċferent keys: a pub ċlic key and a sec ċret key.

The pub ċlic key: you can give this key to other peoċple, so they can send you

en ċcrypċted mails. This file does not have to be kept sec ċret.

The sec ċret key: this basicalċly is your sec ċret file to deċcrypt em ċails peoċple send

to you. It should never be given to someċone else.

SEN ċD ċING EN ċCRYPċTED MAILS TO OTHER PEO ċPLE: YOU NEED THEIR PUBċLIC

KEY

I have five colċleagues at work and I want to send en ċcrypċted mails to them. I

need to have pub ċlic keys for each of their addresċses. They can send me these

keys using or ċdinaċry mail, or they can give them to me in per ċson, or put them

on a USB stick, or they can have their keys on a web ċsite. It doesn't mattċer, as

long as I can trust those keys reaċlċly beċlong to the per ċson I want to cor ċresċpond

with. My software puts the keys on my `keyr ċing', so my mail applicaċtion

knows how to send them en ċcrypċted mails.

RE ċCEIVċING EN ċCRYPċTED MAILS FROM OTHER PEO ċPLE: THEY NEED MY PUBċLIC

KEY

For my five (or thir ċty) colċleagues to be able to send me en ċcrypċted mails, the

proċcess goes the other way around. I need to disċtribute my pub ċlic key to each

of them.

CON ċCLUS ċION: EN ċCRYPċTION RE ċQUIRES PUBċLIC KEY DIS ċTRIBUċTION!
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CON ċCLUS ċION: EN ċCRYPċTION RE ċQUIRES PUBċLIC KEY DIS ċTRIBUċTION!

All the peoċple in a netċwork of friends or colċleagues wantċing to send each

other en ċcrypċted em ċails, need to disċtribute their pub ċlic keys to each other,

while keepċing their sec ċret keys a closeċly guar ċded sec ċret. The software deċČ

scribed in this chaptċer will help you do this key man ċageċment.
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IN ÒSTALLÒING PGP ON WIN ÒDOWS

To com ċplicate mattċers a litċtle - PGP is the proċtocol used for en ċcryptċing e-mail

by variċous softwares. To get PGP to work with Thun ċderbird we need to in ċČ

stall GPG - a free software im ċplemen ċtaċtion of PGP and En ċigċmail - an ex ċtensċČ

ion of Thun ċderbird that alċlows you to use GPG... Con ċfused?! Don't worry

about it, all you have to know is how to en ċcrypt your email with PGP and

you need to in ċstall both GPG and En ċigċmail. Here is how to do it...

IN ċSTALLċING PGP (GPG) ON MICRO ċSOFT WIN ċDOWS

The GNU Privaċcy Guard (GnuPG) is software which is reċquired to send PGP

en ċcrypċted or sigċned em ċails. It is necesċsaċry to in ċstall this software beċfore being

able to do any en ċcrypċtion.

Head to the web ċsite of the Gpg4win proċject. Go to http://gpg4win ċ.org/

On the left side of the web ċsite, you will find a 'Download' link. Click on it.

This will take you to a page where you can download the Gpg4Win. Click on

the butċton which of ċf ċers you the latest stċable versċion (not beta) of Gpg4Win.

This will download you an .exe file. Deċpendċing on your browsċer, you may

have to double-click on this downloaded file (which will be calċled someċth ċing

like gpg4qin-2.1.0.exe) beċfore someċth ċing hapċpens. Win ċdows will ask you if

http://gpg4win.org/
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you are sure you want to in ċstall this proċgram. An ċsw ċer yes.

Then com ċplete the in ċstalċlaċtion by agċreeċing to the liċcen ċse, choosċing appropċČ

riate lan ċguage and ac ċceptċing the deċfault optċions by clickċing 'Next', un ċless you

have a par ċticular reaċson not to.

The in ċstallċer will ask you where to put the applicaċtion on your com ċputċer.

The deċfault settċing should be fine but make a note of it as we may need this

later. Click on 'Next' when you agree.

IN ċSTALLċING WITH THE EN ċIG ċMAIL EXċTENS ċION

After you have suc ċcessfulċly in ċstalċled the PGP software as we deċscribed above

you are now ready to in ċstall the En ÒigÒmail add-on.

En ċigċmail is a Thun ċderbird add-on that lets you proċtect the privaċcy of your

email con ċver ċsaċtions. En ċigċmail is simpċly an in ċter ċface that lets you use PGP en ċČ

crypċtion from with ċin Thun ċderbird.

En ċigċmail is based on public-key crypċtograċphy. In this metċhod, each in ċdividu ċal

must generate her/his own per ċson ċal key pair. The first key is known as the

private key. It is proċtec ċted by a password or passphrase, guar ċded and never

shared with an ċyone.

The second key is known as the pub ċlic key. This key can be shared with any

of your cor ċresċpondents. Once you have a cor ċresċpondent's pub ċlic key you can

begin sen ċdċing en ċcrypċted e-mails to this per ċson. Only she will be able to deċČ

crypt and read your em ċails, beċcause she is the only per ċson who has ac ċcess to

the match ċing private key.

Similar ċly, if you send a copy of your own pub ċlic key to your e-mail con ċtacts

and keep the match ċing private key sec ċret, only you will be able to read en ċČ

crypċted mesċsages from those con ċtacts.

En ċigċmail also lets you atċtach diċgitċal sigċnaċtures to your mesċsages. The reċČ

cipient of your mesċsage who has a genuine copy of your pub ċlic key will be

able to ver ċify that the e-mail comes from you, and that its con ċtent was not

tam ċpered with on the way. Similar ċly, if you have a cor ċresċpondent's pub ċlic
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key, you can ver ċify the diċgitċal sigċnaċtures on her mesċsages.

IN ċSTALċLA ċTION STEPS

To begin in ċstallċing En ÒigÒmail, per ċform the folċlow ċing steps:

Step 1. Open Thun Òderbird, then Select Tools > Add-ons to ac ċtivate the

Add-ons win ċdow; the Add-ons win ċdow will apċpear with the deċfault Get Add-

ons pane en ċab ċled.

Step 2. Enter en ċigċmail in the search bar, like below, and click on the search

icon.

Step 3. Simpċly click on the 'Add to Thun ċderbird' butċton to start the in ċstalċlaċČ

tion.

Step 4. Thun ċderbird will ask you if you are cer ċtain you want to in ċstall this

add-on. We trust this applicaċtion so we should click on the 'In ċstall now' butċČ

ton.
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Step 5. After some time the in ċstalċlaċtion should be com ċpleted and the folċlow ċČ

ing win ċdow should apċpear. Please click on the 'Reċstart Thun ċderbird' butċton.
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IN ÒSTALLÒING PGP ON OSX
The GNU Privaċcy Guard (GnuPG) is software which en ċČ

ables you to send PGP en ċcrypċted or sigċned em ċails. It is

necesċsaċry to in ċstall this software beċfore being able to do

any en ċcrypċtion. This chaptċer coċv ċers the in ċstalċlaċtion steps

reċquired to in ċstall GnuPG on Mac OSX.

Gettċing star ċted

For this chaptċer we asċsume you have the latest versċion of:

OSX in ċstal ċled (10.6.7)

Thun ċderbird (3.1.10)

Note on OSX Mail: It is posċsible to use PGP with the

build-in mail proċgram of OSX. But we do not reċcom ċmend

this beċcause this optċion reċlċies on a hack of the proċgram

which is neith ċer open or supċpor ċted by its deċvelopċer and

breaks with every upċdate of the mail proċgram. So un ċless

you reaċlċly have no other optċion we adċvice you to switch

to Mozilċla Thun ċderbird as your deċfault mail proċgram if

you want to use PGP.

DOWNLOAD ċING AND IN ċSTALLċING THE SOFTWARE

For OSX there is a bundle availċable which will in ċstall everyċth ċing you need in

one in ċstalċlaċtion. You can get it by diċrectċing your browsċer to

http://www.gpgtools.org/ and clickċing on the big blue disk with "Download

GPGTools In ċstallċer" writtċen under it. It will reċdirect you to an ċoth ċer page on

http://www.gpgtools.org/instalċler/in ċdex.html where you can ac ċtualċly

download the software.

(nb. We are using the latest vers ßion Firefox for this manußal, so the screens might

look a lit ßtle bit difßferent if you are using a difßferent brows ßer)

http://www.gpgtools.org/
http://www.gpgtools.org/installer/index.html
http://www.gpgtools.org/installer/index.html
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2. Download the software by choosċing 'Save File' and clickċing 'OK' in the diċČ

alogue.
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3. Navigate to the foldċer where you nor ċmalċly store your downloads (Mostċly

the deskċtop or the downloads foldċer sur ċprisingċly) en doub ċle click the '.DMG'

file to open the vir ċtu ċal disk con ċtain ċing the in ċstallċer.

4. Open the in ċstallċer by double-clicking on the icon.
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5. The proċgram will check your com ċputċer to see if it can run on the com ċputċČ

er.

(Note, if you're Mac is bought beßfore 2006 it will not have an intel proßces ßà

sor reßquired to run this software and the inßstalßla ßtion will fail. Sadly it is

beßyond the scope op this manußal to also take into acßcount com ßput ßers over

five year old)

You will be guided by the proċgram through the next steps like ac ċceptċing the

liċcen ċse agċreeċment. But stop preċssċing all the OK's and Agċrees as soon as you

come to the 'In ċstalċlaċtion Type' screċen:
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6. Clickċing 'Cusċtom ċize' will open this screċen where you sever ċal optċions of

proċgrams and software to in ċstall. You can click on each one of them to get a

litċtle bit of in ċfor ċmaċtion on what is is, what it does and why you might need it.

As said in the intro; we adv ċise against using Apple Mail in com ċbinaċtion with

PGP. Therefore you won't be needċing 'GPGMail', as this en ċables PGP on

Apple Mail, and you can un ċcheck it.
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'En ÒigÒmail' on the other hand is very im ċpor ċtant as it is the com ċponent that

will en ċable Thun ċderbird to use PGP. In the screċen shot here it is greyed out

as the in ċstallċer wasn't able to identċify my in ċstalċlaċtion of Thun ċderbird. Since

this seems to be a bug. You can also in ċstall En ċigċmail from with ċin Thun ċČ

derbird as is ex ċplained in an ċoth ċer chaptċer.

If the optċion is not greyed out in your in ċstalċlaċtion, you should tick it.

After you chec ċked all the com ċponents you want to in ċstall click 'In ċstall' to proċČ

ceed. The in ċstallċer will ask you for your password and after you enter that the

in ċstalċlaċtion will run and com ċplete; Hooray!

IN ċSTALLċING UP EN ċGIMAIL

Step 1. Open Thun Òderbird, then Select Tools > Add-ons to ac ċtivate the

Add-ons win ċdow; the Add-ons win ċdow will apċpear with the deċfault Get Add-

ons pane en ċab ċled.

In the Add-On win ċdow, you can search for 'En ċigċmail' and in ċstall the ex ċtensċČ

ion by clickċing 'Add to Thun ċderbird ...'

2. After you open the Add-On win ċdow, you can search for 'En ċigċmail' and in ċČ

stall the ex ċtensċion by clickċing 'Add to Thun ċderbird ...'



Inċstall ċing PGP on OSX

139

3. Click on 'In ċstall Now' to download and in ċstall the ex ċtensċion.

Be aware that you will have to re Òstart Thun Òderbird to use the funcÒÓ
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tionalÒity of this ex Òtens Òion!

Now that you have suc ċcessfulċly downloaded and in ċstalċled En ċigċmail and PGP

you can go on to the Chaptċer that deals with settċing up the software for use.
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IN ÒSTALLÒING PGP ON UBUN ÒTU

We will use the Ubun ċtu Software Centre for in ċstallċing PGP (En ċigċmail and ac ċČ

cessoċries). First open the Ubun ċtu Software Centċer through the Unity menu

by typċing 'software' into the Unity search area

Click on the 'Ubun ċtu Software Centċer'.

Type into the search field 'En ċigċmail' and search reċsults should be reċtur ċned

autoċmaticalċly:

Highlight the En ċigċmail item (it should be highlighted by deċfault) and click

'In ċstall' and you will be asked to autċhenticate the in ċstalċlaċtion proċcess.

Enter your password and click 'Autċhenticate'. The in ċstalċlaċtion proċcess will

begin.
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When the proċcess is com ċpleted you get very litċtle feedċback from Ubun ċtu. The

proċgress bar at the top left disċapċpears. The 'In Proċgress' text on the right also

disċapċpears. En ċigċmail should now be in ċstalċled.

With the grow ċing usage of mobile phones for e-mail, it's in ċterestċing to be able

to use GPG also on your mobile. This way you can still read the mesċsages

sent to you in GPG on your phone and not only on your com ċputċer.
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IN ÒSTALLÒING GPG ON AN ÒDROID

In ċstall the Anßdroid Priva ßcy Guard (APG) and K-9 Mail applicaċtions to your

An ċdroid deċvice from the Googċle Play Store or an ċoth ċer trusċted sour ċce.

1. Generate a new private key that uses DSA-Elgamal with your PC's GPG in ċČ

stal ċla ċtion (You can only create keys with up to 1024bit key length on An ċČ

droid it ċself).

2. Copy the private key to your An ċdroid de ċvice.

3. Im ċport the private key to APG. You may wish to have APG autoċmatical ċly

de ċlete the plain ċtext copy of your private key from your An ċdroid de ċvice's

filesys ċtem.

4. Set-up your e-mail acċcounts in K-9 Mail.

5. In the sett ċings for each acċcount, under Crypßtograßphy, make sure that K-9

Mail knows to use APG. You can also find opt ċions here to make K-9 Mail

autoċmatical ċly sign your mes ċsages and/or en ċcrypt them if APG can find a

pubċlic key for the re ċcipient(s).

6. Try it out.

APG

This is a small tool which makes GPG en ċcrypċtion posċsible on the phone. You

can use APG to man ċage your private and pub ċlic keys. The optċions in the

applicaċtion are quite straightfor ċward if you are a litċtle know ċledge of GPG in

gener ċal.

Man ċageċment of keys is not very well im ċplemen ċted yet. The best way is to

manu ċalċly copy all your pub ċlic keys to the SD card in the APG foldċer. Then it's

easy to im ċport your keys. After you've im ċpor ċted your pub ċlic and private keys,

GPG en ċcryptċing, sign ċing and deċcryptċing will be availċable for other applicaċČ

tions as long as these applicaċtions have in ċtegċrated en ċcrypċtion/GPG.

GPG EN ċABċLED E-MAIL ON AN ċDROID: K-9 MAIL
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GPG EN ċABċLED E-MAIL ON AN ċDROID: K-9 MAIL

The deċfault mail applicaċtion does not supċport GPG. Luc ċkiċly there is an ex ċcelċČ

lent alċter ċnative: K-9 Mail. This applicaċtion is based on the origin ċal An ċdroid

mail applicaċtion but with some im ċproveċments. The applicaċtion can use APG

as it's GPG proċvidċer. Settċing up K-9 Mail is straightfor ċward and similar to settċČ

ing up mail in the An ċdroid deċfault mail applicaċtion. In the settċings menu

there is an optċion to en ċable "Crypċtograċphy" for GPG mail sign ċing.

If you want to ac ċcess your GPG mails on your phone this applicaċtion is a

must have.

Please note, due to some small bugs in K-9 Mail and/or APG, it's very adċvisċČ

able to disċable HTML mail and use only Plain text. HTML mails are not en ċČ

crypċted niceċly and are often not reaċdċable.
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CREAT ÒING GPG KEYS IN THUN ÒDERBIRD

You are now ready to start en ċcrypċtion your mails with GPG. You can do this

by using En ċigċmail withßin Thun ċderbird. En ċigċmail comes with a nice wizard to

help you with the creaċtion of a pub ċlic/private key pair (see the chaptċer in ċČ

troduc ċing GPG for an ex ċplanaċtion). You can start the wizard at any time

with ċin Thun ċderbird by selectċing OpÒenPGP > Setup Wizard from the menu

on top.

Step 1. This is what the wizard looks like. Please read the text on every win ċČ

dow carefulċly. It proċvides useċful in ċfor ċmaċtion and helps you setup GPG to

your per ċson ċal preċfer ċences. In the first screċen, click on Next to start the con ċČ

figuraċtion.

Step 2. The wizard asks you wheth ċer you want to sign all your outċgoċing mail

mesċsages. Sign ċing all your mesċsages is a good choice. If you choose not to,

you can still manu ċalċly deċcide to sign a mesċsage when you are com ċposċing it.

Click on the 'Next' butċton after you have made a deċcisċion.



Email Enċcryp ċtion

146

Step 3. On the folċlow ċing screċen, the wizard asks you wheth ċer you want to

en ċcrypt all your outċgoċing mail mesċsages by deċfault. Un ċlike with sign ċing of

mails, en ċcrypċtion reċquires the reċcipient to have GPG software in ċstalċled as

well. Therefore you should proċbab ċly an ċsw ċer 'no' to this quesċtion, so that you

will send norm ċal (un ċencrypċted) mail by deċfault. After you have made your

deċcisċion, click on the 'Next' butċton.
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Step 4: On the folċlow ċing screċen the wizard asks if it should chan ċge some of

your mail for ċmattċing settċings to betċtċer work with PGP. It is a good choice to

an ċsw ċer 'Yes' beċcause it means that by deċfault, your mail will be com ċposed in

plain text rath ċer than HTML. Click on the 'Next' butċton after you have made

your deċcisċion.
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Step 5: In the folċlow ċing screċen, select one of your mail ac ċcounts; the deċfault

is selec ċted for you if you only have one. In the 'Passphrase' text box you must

enter a password. This is a new password which is used to proċtect your

private key. It is very imÒpor Òtant to reċmemb ċer this password, beċcause you

can ċnot read your own en ċcrypċted em ċails if you for ċget it. Make it a strong

password, idealċly 20 charactċers or longċer. Please see the chaptċer on passwords

for help on creatċing uniċque, long and easy to reċmemb ċer passwords. After you

have selec ċted your ac ċcount and created a passphrase, click on the 'Next' butċČ

ton.
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Step 6: In the folċlow ċing screċen the wizard sum ċmarizes the ac ċtions it will take

to en ċable PGP en ċcrypċtion for your ac ċcount. If you are satisċfied, click the

'Next' butċton.
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Step 7: Your keys will be created by the wizard, which will take some time

(you can speed it up by doing ran ċdom stuff, like mov ċing your mouse, browsċČ

ing the web or someċth ċing else). When com ċpleted, click on the 'Next' butċton.
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Step 8: You now have your own GPG key-pair. The wizard will ask you if

you also want to create a 'Reċvocaċtion cer ċtificate'. This is a file which can be

used to in ċform everyċone if your private key is com ċpromised, for ex ċam ċple if

your lapċtop is stolċen. Think of it as a 'kill switch' for your GPG identċity. You

may also wish to reċvoke the key simpċly beċcause you have generated a new

one, and the old one is ob ċsolete.

Step 9: If you deċcided to generate a reċvocaċtion cer ċtificate, the wizard will ask

you where the file should be saved. The diċalog will look dif ċferent deċpendċing

on which opċeratċing sysċtem you use. It is a good idea to reċname the file to

someċth ċing sen ċsib ċle like 'my_ ċrevocation_cer ċtificate'. Click on 'Save' when you

you have deċcided on a loc ċaċtion.
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Step 10: If you deċcided to generate a reċvocaċtion cer ċtificate, the wizard in ċČ

forms you it has been suc ċcessfulċly stored. You may want to print it out or

burn it to a CD and keep it in a safe place.

Step 11: The wizard will in ċform you it has com ċpleted the setup.
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Con ċgratulaċtions, you now have a fully PGP-configured mail client. In the

next chaptċer we will ex ċplain how to man ċage your keys, sign mesċsages and do

en ċcrypċtion. Thun ċderbird can help you do a lot of these th ċings autoċmaticalċly.
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DAILY PGP USAGE

In the preċviċous chaptċers we have have ex ċplained how to set up a secure mail

en ċviron ċment using Thun ċderbird, GPG and En ċigċmail. We asċsume you have

in ċstalċled the software and have suc ċcessfulċly folċlowed the wizard in ċstruc ċtions

to generate an en ċcrypċtion key-pair as deċscribed in the preċviċous chaptċer. This

chaptċer will deċscribe how to use your secured Thun ċderbird in daily life to

proċtect your e-mail com ċmunicaċtion. In par ċticular we will focus on:

1. En ċcrypt ċing at ċtach ċments

2. En ċterċing your pass-phrase

3. Re ċceivċing en ċcryp ċted e-mail

4. Sen ċdċing and re ċceivċing pubċlic keys

5. Re ċceivċing pubċlic keys and addċing them to your key ring

6. Using pubċlic key servċers

7. Sign ċing e-mails to an in ċdividu ċal

8. Sen ċdċing en ċcryp ċted e-mails to an in ċdividu ċal

9. Autoċmat ċing en ċcryp ċtion to cerċtain re ċcipients

10. Verify ċing in ċcom ċing e-mails

11. Re ċvok ċing your GPG key pair

12. What to do when you have lost your secċret key, or forċgot your passphrase

13. What to do when your secċret key has been stol ċen, or com ċpromised

14. Back ċing up your keys

First we shall ex ċplain two diċalog win ċdows that will in ċevitab ċly apċpear after you

start using Thun ċderbird to en ċcrypt your em ċails.

EN ċCRYPTċING ATċTACHċMENTS

The diċalog win ċdow below will pop-up whenev ċer you are sen ċdċing an en ċcrypċČ

ted email with atċtach ċments for the first time. Thun ċderbird asks a tech ċn ċical

quesċtion on how to en ċcrypt atċtach ċments to your mail. The second (deċfault)

optċion is the best choice, beċcause it com ċbines secur ċity with the higċhest com ċČ

patibilċity. You should also select the 'Use the selec ċted metċhod for all fu ċture atċČ

tach ċments' optċion. Then click 'OK' and your mail should be sent with no

furth ċer delay.
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EN ċTERċING YOUR PASS-PHRASE

For secur ċity reaċsons, the pass-phrase to your sec ċret key is stored tem ċporariċly

in mem ċoċry. Every now and then the diċalog win ċdow below will pop-up.

Thun ċderbird asks you for the pass-phrase to your sec ċret key. This should be

dif ċferent from your norm ċal email password. It was the pass-phrase you have

en ċtered when creatċing your key-pair in the preċviċous chaptċer. Enter the pass-

phrase in the text-box and click on 'OK'

RE ċCEIVċING EN ċCRYPċTED E-MAILS

The deċcrypċtion of e-mails is han ċdled autoċmaticalċly by En ċigċmail, the only ac ċČ

tion that may be needed on your beċhalf is to enter the pass-phrase to your

sec ċret key. Howev ċer, in order to have any kind of en ċcrypċted cor ċresċpondċence

with someċbody, you will first need to ex ċchan ċge pub ċlic keys.

SEN ċD ċING AND RE ċCEIVċING PUBċLIC KEYS
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SEN ċD ċING AND RE ċCEIVċING PUBċLIC KEYS

There are multiċple ways to disċtribute your pub ċlic key to friends or colċleagues.

By far the simplest way is to atċtach the key to a mail. In order for your friend

to be able to trust that the mesċsage ac ċtualċly came from you, you should in ċČ

form them in per ċson (if posċsible) and also reċquire them to reply to your mail.

This should at least preċvent easy for ċgeċries. You have to deċcide for your ċself

what level of validaċtion is necesċsaċry. This is also true when reċceiv ċing em ċails

from third-parties con ċtain ċing pub ċlic keys. Con ċtact your cor ċresċpondent

through some means of com ċmunicaċtion other than e-mail. You can use a

telepċhone, text mesċsages, Voice over In ċter ċnet Proċtocol (VoIP) or any other

metċhod, but you must be ab ċsoluteċly cer ċtain that you are reaċlċly talkċing to the

right per ċson. As a reċsult, telepċhone con ċver ċsaċtions and face-to-face meetċings

work best, if they are con ċvenient and if they can be ar ċranged safeċly.

Sen ċdċing your pub ċlic key is easy.

1. In Thun ċderbird, click on the  icon.

2. Com ċpose a mail to your friend or colċleague and tell them you are sen ċdċing

them your PGP pub ċlic key. If your friend does not know what that means,

you may have to ex ċplain them and point them to this documen ċtaċtion.

3. Beċfore ac ċtualċly sen ċdċing the mail, click to OpÒenPGP > At Òtach My Pub Òlic

Key optċion on the menu bar of the mail com ċpose win ċdow. Next to this optċČ

ion a mar ċked sign  will apċpear. See the ex ċam ċple below.
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4. Send your mail by clickċing on the  butċton.

RE ċCEIVċING PUBċLIC KEYS AND ADD ċING THEM TO YOUR KEYRċING

Lets say we reċceive a pub ċlic key from a friend by mail. The key will show up

in Thun ċderbird as an at ßtached file. Scroll down the mesċsage and below you

will find tabs with one or two file names. The ex ċtensċion of this pub ċlic key file

will be .asc, dif ċferent from the ex ċtensċion of an atċtached GPG sigċnaċture, which

ends with .asc.sig

Look at the ex ċam ċple email in the next image, which is a reċceived, sigċned GPG

mesċsage con ċtain ċing an atċtached pub ċlic key. We notice a yelċlow bar with a

warn ċing mesċsage: 'OpċenPGP: Un ċverified sigċnaċture, click on 'Deċtails' butċton

for more in ċfor ċmaċtion'. Thun ċderbird warns us that the sen ċdċer is not known

yet, which is cor ċrect. This will chan ċge once we have ac ċcepted the pub ċlic key.

What are all those stran ċge charactċers doing in the mail mesċsage? Beċcause

Thun ċderbird does not yet reċcogn ċize the sigċnaċture as valid, it prints out the

en ċtire raw sigċnaċture, just as it has reċceived it. This is how diċgitalċly sigċned
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GPG mesċsages will apċpear to those reċcipients who do not have your pub ċlic

key.

The most im ċpor ċtant thing in this ex ċam ċple is to find the atċtached GPG pub ċlic

key. We men ċtioned it is a file that ends with .asc. In this ex ċam ċple it's the first

atċtach ċment on the left, in the red cir ċcle. Double-clicking on this atċtach ċment

will make Thun ċderbird reċcogn ċize the key.

After we have clic ċked on the atċtach ċment, the folċlow ċing pop-up will apċpear.

Thun ċderbird has reċcogċnized the GPG pub ċlic key file. Click on 'Im ċport' to add

this key to your keyr ċing. The folċlow ċing pop-up should apċpear. Thun ċderbird

says the opċeraċtion was suc ċcessċful. Click on 'OK' and you are alċmost done.
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We are back in the main Thun ċderbird screċen and we reċfresh the view on this

par ċticular ex ċam ċple mesċsage, by clickċing on some other mesċsage and back for

ex ċam ċple. Now the body of the mesċsage looks dif ċferent (see below). This time

Thun ċderbird does reċcogn ċize the sigċnaċture, beċcause we have added the pub ċlic

key of the sen ċdċer.

There is still one thing that reċmains. While Thun ċderbird now reċcogċnizes the

sigċnaċture, we should ex ċplicitċly trust that the pub ċlic key reaċlċly beċlongs to the

sen ċdċer in real life. We reaċlċize this when we take a closċer look at the green bar

(see below). While the sigċnaċture is good, it is still UNċTRUS ċTED.

We will now deċcide to trust this par ċticular pub ċlic key and the sigċnaċtures

made by it. We can do this im ċmediateċly by clickċing on 'Deċtails'. A small menu

will apċpear (see below). From this menu we should click on the optċion 'Sign
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Sen ċder's Key ...'.

After we have selec ċted 'Sign Sen ċder's Key ...' we will get an ċoth ċer selec ċtion

win ċdow (see below). We are reċquesċted to state how carefulċly we have chec ċČ

ked this key for validċity. The ex ċplanaċtion of levels of trust and trust netċworks

in GPG falls outċside the scope of this docu ċment. We will not use this in ċfor ċmaċČ

tion, therefore we will just select the optċion 'I will not an ċsw ċer'. Also select the

optċion 'Local sigċnaċture (can ċnot be ex ċpor ċted)'. Click on the 'OK' butċton to fin ċČ

ish ċing sign ċing this key. This fin ċisċhes ac ċceptċing the pub ċlic key. You can now

send en ċcrypċted mail to this in ċdividu ċal.

USING PUBċLIC KEY SERVċERS

An ċoth ċer metċhod of disċtributċing pub ċlic keys is by puttċing them on a pub ċlic

key serv ċer. This alċlows an ċyone to check wheth ċer your email address has GPG

supċport, and then download your pub ċlic key.

To put your own key on a keyserv ċer, take the folċlow ċing steps.



Email Enċcryp ċtion

162

1. Head to the key man ċagċer by using the Thun ċderbird menu and click on OpÒÓ

enPGP > Key Man Òage Òment

2. The key man ċageċment win ċdow will be disċplayed and looks like this:

3. You need to have selec ċted the 'Disċplay All Keys by Deċfault' optċion to get a

list of all your keys. Look up your own email address in the list and right click

on the address. A selec ċtion win ċdow will apċpear with some optċions. Select the

optċion 'Upċload Pub ċlic Keys to Keyserv ċer'.



Daily PGP usage

163

4. You will see a small diċalog win ċdow like below. The deċfault serv ċer to disċČ

tribute your keys to is good. Press 'OK" and disċtribute your pub ċlic key to the

world.

To look up wheth ċer some email address has a pub ċlic key availċable on a serv ċer,

take the folċlow ċing steps.

1. Head to the key man ċagċer by using the Thun ċderbird menu and click on OpÒÓ

enPGP > Key Man Òage Òment

2. In the key man ċagċer win ċdow menu bar, select KeyservÒer > Search for

Keys
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3. In this ex ċam ċple we will look-up up the key for the creator of PGP software,

Philip Zim ċmermann. After we have en ċtered the email address, we click on

'OK'.

4, The next win ċdow disċplays the reċsult of our search. We have found the

pub ċlic key. It is autoċmaticalċly selec ċted. Just click on 'OK' to im ċport the key.
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5. Im ċportċing the key will take some time. On com ċpleċtion you should see a

pop-up win ċdow like below.

6. The final step is to loc ċalċly sign this key, to in ċdicate that we trust it. When

you are back in the key man ċagċer, make sure you have selec ċted the 'Disċplay

All Keys by Deċfault' optċion. You should now see the newly im ċpor ċted key in

the list. Right-click on the address and select the optċion 'Sign Key' from the

list.
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7. Select the optċions 'I will not an ċsw ċer' and 'Local sigċnaċture (can ċnot be ex ċpor ċČ

ted)', then click on 'OK'. You are now fin ċisċhed and can send Philip Zim ċČ

mermann en ċcrypċted mail.

SIGN ċING EM ċAILS TO AN IN ċDIVIDUċAL

Diċgitalċly sign ċing email mesċsages is a way to prove to reċcipients that you are

the ac ċtu ċal sen ċdċer of a mail mesċsage. Those reċcipients who have reċceived your

pub ċlic key will be able to ver ßify that your mesċsage is autċhentic.

1. Offer your friend your pub ċlic key, using the metċhod deċscribed ear ċliċer in

this chaptċer.

2. In Thun ċderbird, click on the  icon.
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3. Beċfore ac ċtualċly sen ċdċing the mail, en ċable the OpÒenPGP > Sign Mes Òsage

optċion via the menu bar of the mail com ċpose win ċdow, if it is not en ċable alċČ

ready. Once you have en ċab ċled this optċion, by clickċing on it, a mar ċked sign 

 will apċpear. Clickċing again should disċable en ċcrypċtion again. See the ex ċČ

am ċple below.

4. Click on the  butċton and your sigċned mail will be sent.

SEN ċD ċING EN ċCRYPċTED MAILS TO AN IN ċDIVIDUċAL

1. You should have reċceived the pub ċlic key from the friend or colċleague you

want to email and you should have ac ċcepted their pub ċlic key, using the metċČ

hod deċscribe ear ċliċer in this chaptċer.

2. In Thun ċderbird, click on the  icon.

3. Com ċpose a mail to the friend or colċleague, from who you have preċviousċly

reċceived their pub ċlic key. Re Òmemb Òer the sub Òject line of the mes Òsage will
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not be en ÒcrypÒted, only the mesċsage body itċself, and any atċtach ċments.

4. Beċfore ac ċtualċly sen ċdċing the mail, en ċable the OpÒenPGP > En Òcrypt Mes ÒÓ

sage optċion via the menu bar of the mail com ċpose win ċdow, if it is not en ċab ċled

alċready. Once you have en ċab ċled this optċion, by clickċing on it, a mar ċked sign 

 will apċpear. Clickċing again should disċable en ċcrypċtion again. See the ex ċČ

am ċple below.

5. Click on the  butċton and your en ċcrypċted mail will be sent.

AUTO ċMATċING EN ċCRYPċTION TO CERċTAIN RE ċCIPIENTS

You will often want to make sure all your mesċsages to a cer ċtain colċleague or

friend are sigċned and en ċcrypċted. This is good prac ċtice, beċcause you may for ċČ

get to en ċable the en ċcrypċtion manu ċalċly. You can do this by editċing the per-

recipient rules. To do this we ac ċcess the OpċenPGP per-recipient rule editor.

Select OpÒenPGP > Pre Òfer Òences from the Thun ċderbird menu bar.
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The preċfer ċences win ċdow will apċpear like below. We need to click on 'Disċplay

Ex ċpert Settċings'.

New menu tabs will apċpear in the win ċdow. Go to the tab 'Key Selec ċtion' and

then click on the butċton labeled 'Edit Rules ...'
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We are now shown the per-recipient rules editor (see below). This editor can

be used to spec ċify the way how mesċsages to cer ċtain reċcipients are sent. We

will now add a rule sayċing we want to en ċcrypt and sign all mail mesċsages to

maildemo@greenhost.nl

First click on the 'Add' butċton.

Now the win ċdow to add a new rule will be shown.

The first thing we should enter is the email address of the reċcipient. In the ex ċČ

am ċple below we have en ċtered maildemo@greenhost.nl
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Now we will set the en ċcrypċtion deċfaults by using the drop-downs below. For

Sign ċing select 'Alċways'. For En ċcrypċtion also select 'Alċways'.
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Fin ċalċly we have to select the pub ßlic key of the reċcipient, with which to en ċČ

crypt our mesċsages. Do not for ċget this im ċpor ċtant step, otċherw ċise the e-mail

will not be en ċcrypċted. Click on the butċton labeled 'Select Key(s)...'. The key

selec ċtion win ċdow will show up. The most ob ċviċous key will be selec ċted by deċČ

fault. In the ex ċam ċple below, we only have one pub ċlic key availċable. We can

select keys by clickċing on the small box next to the address. Then we click

'OK' and close all reċlevant win ċdows and we are fin ċisċhed.
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VERIFYċING IN ċCOM ċING E-MAILS

Deċcryptċing email mesċsages sent to you will be fully autoċmatic and transċČ

parent. But it is ob ċviousċly im ċpor ċtant to see wheth ċer or not a mesċsage to you

has in fact been en ċcrypċted or sigċned. This in ċfor ċmaċtion is availċable by lookċing

at the speciċal bar above the mesċsage body.

A valid sigċnaċture will be reċcogċnized by a green bar above the mail mesċsage

like the ex ċam ċple image below.

The last ex ċam ċple mesċsage was sigċned but not en ċcrypċted. If the mesċsage had

been en ċcrypċted, it would show like this:

When a mesċsage which has been en ċcrypċted, but not sigċned, it could have

been a for ċgeċry by someċone. The status bar will beċcome gray like in the image

below and tells you that while the mesċsage was sent secureċly (en ċcrypċted), the

sen ċdċer could have been someċone else than the per ċson beċhind the email

address you will see in the 'From' headċer. The sigċnaċture is nec ċcessaty to ver ċČ

ify the real sen ċdċer of the mesċsage. Of coċur ċse it is per ċfectċly posċsible that you

have pub ċlished your pub ċlic key on the In ċter ċnet and you allow peoċple to send
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you em ċails an ċonymousċly. But is it also posċsible that someċone is tryċing to im ċČ

per ċsonate one of your friends.

Similar ċly if you reċceive a sig ßned email from someċbody you know, and you

have this per ċsons pub ċlic key, but still the status bar beċcomes yelċlow and disċČ

plays a warn ċing mesċsage, it is liċkeċly that someċone is atċtemptċing to send you

for ċged em ċails!

Someċtimes sec ċret keys get stolċen or lost. The owner of the key will in ċform his

friends and send them a so-called reċvocaċtion cer ċtificate (more ex ċplanaċtion of

this in the next paraċgraph). Reċvocaċtion means that we no longċer trust the old

key. The thief may af ċterwards still try his luck and send you a falċseċly sigċned

mail mesċsage. The status bar will now look like this:

Stran ċgeċly en ċough Thun ċderbird in this situaċtion will still disċplay a green status

bar! It is im ċpor ċtant to look at the con ċtents of the status bar in order to un ċČ

derstand the en ċcrypċtion asċpects of a mesċsage. GPG alċlows for strong secur ċity

and privaċcy, but only if you are familiar with its use and con ċcepts. Pay atċten ċČ

tion to warn ċings in the status bar.

RE ċVOK ċING YOUR GPG KEY-PAIR

Your sec ċret key has been stolċen by someċbody. Your harddisk crasċhed and you

have lost all your data. If your key is lost, you can no longċer deċcrypt mesċČ

sages. If your key has been stolċen, someċbody else can deċcrypt your com ċČ

municaċtion. You need to make a new set of keys. The proċcess of creatċing

keys, using the OpċenPGP wizard in Thun ċderbird, has been deċscribed in this

manu ċal. But first you want to tell the world that your old pub ċlic key is now

worthless, or even dan ċger ċous to use.

WHAT TO DO WHEN YOU HAVE LOST YOUR SECċRET KEY, OR FORċGOT YOUR
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WHAT TO DO WHEN YOU HAVE LOST YOUR SECċRET KEY, OR FORċGOT YOUR

PASSPHRASE

Dur ċing the creaċtion of your key-pair, the OpċenPGP wizard of ċfered you the

posċsibilċity to create a so-called reċvocaċtion cer ċtificate. This is a speciċal file you

send to oth ċers in the adċvent you have to disċable your key. If you have a copy

of this file, sen ċdċing the reċvocaċtion key is simpċly sen ċdċing the file as an atċtach ċČ

ment to all your friends. You can no longċer send sigċned mails (ob ċviousċly, beċČ

cause you have lost your sec ċret key). That doesn't mattċer. Send it as a norm ċal

mail. The reċvocaċtion cer ċtificate file could only have been created by the

owner of the sec ċret key and proċofs he or she wants to reċvoke it. That's why it

should nor ċmalċly be kept hiddċen from oth ċers.

If you do not have the reċvocaċtion cer ċtificate, there ex ċists no other optċion than

for you to con ċtact your friends per ċsonalċly and con ċvin ċce them your key is lost

and that they should no longċer trust it.

WHAT TO DO WHEN YOUR SECċRET KEY HAS BEEN STOLċEN, OR COM ċČ
PROMISED

If you have reaċson to beċlieve your sec ċret key has been com ċpromised, or

worse your sec ċret key and passphrase, it is very im ċpor ċtant to con ċtact oth ċers

that they should stop sen ċdċing you en ċcrypċted mesċsages. With your sec ċret key,

other per ċsons will be able to break the en ċcrypċtion of your e-mail mesċsages if

they also have your passphrase. This is also true for those mesċsages you have

send in the past. Crackċing the passphrase is not triċviċal, but it may be posċsible

if the party has lots of reċsour ċces, like a state or a big or ċganizaċtion for ex ċam ċple,

or if your passphrase is too weak. In any case you should asċsume the worst

and asċsume your passphrase may have been com ċpromised. Send a reċvocaċtion

cer ċtificate file to all your friends or con ċtact them per ċsonalċly and in ċform them

of the situaċtion.

Even after you have reċvoked your old key pair, the stolċen key may still be

used to deċcrypt your preċviċous cor ċresċpondċence. You should con ċsidċer other

ways to proċtect that old cor ċresċpondċence, for in ċstan ċce by re-encrypting it with

a new key. The lattċer opċeraċtion will not be disċcusċsed in this manu ċal. If you

are un ċcer ċtain you should seek asċsisċtance from ex ċperts or look up more in ċfor ċČ
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maċtion on the web.

RE ċCEIVċING A RE ċVOCA ċTION CERċTIFICATE

If one of your friends sends you a reċvocaċtion cer ċtificate, s/he asks you to disċČ

trust his pub ċlic key from now on. You should alċways ac ċcept such a reċquest

and 'im ċport' the cer ċtificate to disċable their key. The proċcess of ac ċceptċing a reċČ

vocaċtion cer ċtificate is ex ċactċly the same as ac ċceptċing a pub ċlic key, as has alċČ

ready been deċscribed in the chaptċer. Thun ċderbird will ask you if you want to

im ċport the 'OpċenPGP key file'. Once you have done so, a con ċfir ċmaċtion pop-up

should be disċplayed like below.

PRE ċPARċING FOR THE WORST: BACċKUP YOUR KEYS

Your keys are usualċly stored on your hard disk as norm ċal files. They may get

lost if your com ċputċer gets damaged. It is strongċly adċvised to keep a bac ċkup of

your keys in a safe place, like a vault. Makċing a a bac ċkup of your sec ċret key

has an ċoth ċer secur ċity adċvantage as well. Whenev ċer you fear your lapċtop or

com ċputċer is in im ċmediate dangċer of being con ċfisċcated, you can safeċly deċlete

your key-pair. Your email will be reċndered un ċreadċable im ċmediateċly. At a later

stage, you can reċtrieve your keys from the vault and re-import them in Thun ċČ

derbird.

To make a bac ċkup of your key-pair, first head to the key man ċagċer by using

the Thun ċderbird menu and click on OpÒenPGP > Key Man Òage Òment.

You need to have selec ċted the 'Disċplay All Keys by Deċfault' optċion to get a list

of all your keys. Lookup your own email address in the list and right click on

the address. A selec ċtion win ċdow will apċpear with some optċions. Select the

optċion 'Ex ċport Keys to File'.
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Now we will save the key-pair to a file. Thun ċderbird asks us if we want to in ċČ

clude the sec ċret key as well. We do want to in ċclude the sec ċret key, therefore

we select 'Ex ċport Sec ċret Keys'.

Fin ċalċly Thun ċderbird asks us for the loc ċaċtion of the key file. You can store the

file an ċyw ċhere you like, netċwork disk, USB-stick. Just reċmemb ċer to hide it

away from other peoċple.

FURTHċER REA ċD ċING

More documen ċtaċtion on using GPG with Thun ċderbird can be found on the

web ċsite of the En ċigċmail plugin. The En ċigċmail han ċdbook is the guide you will

want to use.

http://enigċmail.moz ċdev.org/documen ċtation/handbook.php.html
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WEB ÒMAIL AND GPG
The only safe way of en ċcryptċing email in ċside of the browsċer win ċdow is to en ċČ

cypt it outċside and then copy&paste the en ċcrypċted text into the browsċer win ċČ

dow.

For ex ċam ċple, write the text in a text editor like gedit, vim or kate and save it

as .txt file (in this ex ċam ċple "mesċsage.txt". Then type

gpg -ase -r the.recipients.email.address@or.gpg.id
-r your.gpg.id message.txt

A new file calċled "mesċsage.asc" will be created. It con ċtains the en ċcrypċted mesċČ

sage and can thus be eith ċer atċtached to an email or its con ċtent safeċly coċpy&ċČ

pasted into the browsċer win ċdow.

To deċcrypt a mesċsage from the browsċer win ċdow, simpċly type

gpg

into the com ċmandline and hit Enter. Then copy&paste the mesċsage to be deċČ

crpyted into the com ċmandline win ċdow and after being asked for your

passphrase hit Ctrl+D (this en ċtċers a end-of-file charactċer and proċmpts gpg to

outċput the clear ċtext mesċsage).

If using the com ċmandline seems too cum ċber ċsome to you, you might con ċsidċer

in ċstallċing a helpċer applicaċtion like gpgApplet, kgpg or whatev ċer applicaċtion

ships with your opċeratċing sysċtem.
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AC ÒCESS ÒING FIREFOX ON UBUN ÒTU

Firefox is alċready in ċstalċled on Ubun ċtu by deċfault. To open it, click on the

Unity side bar where you see the Firefox icon:

Firefox starts and a welċcome win ċdow opens:
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IN ÒSTALLÒING ON MAC OS X
1. To download Firefox, visit https://www.mozil ċla.org/firefox and click on the

big green but ċton labeled "Firefox Free Download". The download should start

autoċmatical ċly, if it does not, click the link to download it manu ċal ċly. 

2. When proċmpted, click OK. 

Once the download is com ċplete a win ċdow similar to this ap ċpears: 

https://www.mozilla.org/firefox
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3. Click and drag the **Firefox** icon on top of the **Applica ċtions** icon. This

starts coċpy ċing the proċgram files to the Applica ċtions di ċrecċtoċry on your com ċČ

put ċer.

4. When the in ċstal ċla ċtion is fin ċis ċhed, close the two small Firefox win ċdows.

5. Eject the Firefox disk image. If this does not work by norm ċal means, select

the disk image icon and then, in the Fin ċdċer menu, select File > Eject Firefox.

6. Now, open the ApplicaÒtions di ċrecċtoċry and drag the Firefox icon to the

dock: 

7. Click the **Firefox** icon in the Dock to start Firefox. The Im ċport Wizard di ċČ
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alog box ap ċpears: 

8. To im ċport your book ċmarks, passwords and other data from Safari, click

ConÒtinue. If you don't want to im ċport an ċyth ċing, just select CanÒcel.

Con ċgratulaċtions, you are now ready to use Firefox!
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IN ÒSTALLÒING FIREFOX ON WIN ÒDOWS

1. To download Firefox, visit https://www.mozil ċla.com/firefox/. 

2. Click the download but ċton and the in ċstal ċla ċtion file will begin to download to

your com ċput ċer.

3. Once the download is com ċplete, double-click the in ċstal ċla ċtion file to start the

Firefox in ċstal ċla ċtion wizard.

If you are runn ċing Win ċdows Vista, you may get a User AcċČ

count Con ċtrol proċmpt. In this case, allow the setup to run by

click ċing ConÒtinue.

If you are runn ċing Win ċdows 7, you will be asked wheth ċer to

https://www.mozilla.com/firefox/
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allow Firefox to make chan ċges to your com ċput ċer. Click on Yes.

A welċcome screċen apċpears.

4. Click 'Next' to con ċtinue. You will be asked if you would like the stan ċdard in ċČ

stal ċla ċtion, or wheth ċer you would like to cus ċtom ċize it. Choose the stan ċdard

in ċstal ċla ċtion and click 'Next'. 

5. You will be asked if you want Firefox to be your de ċfault brows ċer. This is re ċČ

com ċmended. 
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6. Click InÒstall. 

7. To im ċport your book ċmarks and other data from other brows ċers (for exċam ċple

In ċterċnet Exċplorċer), click ConÒtinue. If you don't want to im ċport an ċyth ċing,

just select CanÒcel. 
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8. Once Firefox has been in ċstal ċled, click **Fin ċish** to close the setup wizard.

If the Launch Firefox now check box is chec ċked, Firefox will start after you

click Fin Òish. Otċherw ċise you can launch Firefox through the start menu.

Winċdows Vista Users:

If at any time througċhout the in ċstalċlaċtion proċcess you are proċmpted with a

User Ac ċcount Con ċtrol (UAC) win ċdow, press Con ċtinue, Allow, or Ac ċcept.

TROUBċLESHOOTċING

If you have proċblems startċing Firefox, see https://supċport.mozilċČ

la.com/kb/Firefox+will+not+start)

https://support.mozilla.com/kb/Firefox+will+not+start
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EXÒTENDÒING FIREFOX

When you first download and in ċstall Firefox, it can han ċČ

dle basic browsċer tasks im ċmediateċly. You can also add

extra capabilitċies or chan ċge the way Firefox beċhaves by

in ċstallċing add-ons, small adċdiċtions that ex ċtend Firefox's

power.

Firefox ex ċtensċions can pimp your browsċer, but they can

also colċlect and transċmit in ċfor ċmaċtion about you. Beċfore you in ċstall any add-

on, keep in mind to choose add-ons from trusċted sour ċces. Otċherw ċise, an add-

on might share in ċfor ċmaċtion about you with ċout your know ċing, keep a reċcord

on the sites you have visited, or even harm your com ċputċer.

There are sever ċal kinds of add-ons:

Ex ßtensßions add funcċtional ċity to Firefox

Themes chan ċge the ap ċpearan ċce of Firefox.

Plugins help Firefox han ċdle th ċings it norċmal ċly can't proċcess (i.e. Flash movċČ

ies, Java applica ċtions).

For the topics coċvered in this book we are only going to need ex ċtensċions. We

will look at some add-ons that are par ċticular ċly reċlevant for deċalċing with In ċter ċČ

net secur ċity. The variety of availċable ex ċtensċions is en ċorm ċous. You can add diċČ

ctionaċries for dif ċferent lan ċguages, track the weath ċer in other coċuntċries, get

sugċgesċtions for Web sites that are similar to the one you are cur ċrentċly view ċČ

ing, and much more. Firefox keeps a list of cur ċrent ex ċtensċions on its site

(https://adċdons.mozilċla.org/firefox), or you can brow ċse them by catċegoċry at

https://adċdons.mozilċla.org/firefox/brow ċse.

Cau Òtion: We reċcom ċmend that you never in ċstall an add-

on for Firefox un ċless it is availċable from the Firefox add-

on pages. You should also never in ċstall Firefox un ċless you

get the in ċstalċlaċtion files from a trusċted sour ċce. It is im ċpor ċČ

tant to note that using Firefox on someċone else's com ċputċČ

er or in an In ċter ċnet caf in ċcreases your poten ċtiċal vulċČ

https://addons.mozilla.org/firefox/
https://addons.mozilla.org/firefox/browse/
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nerabilċity. Know that you can take Firefox on a CD or USB-stick (check our

chaptċer on that issue).

While no tool can proċtect you com ċpleteċly against all threats to your on ċline

privaċcy and secur ċity, the Firefox ex ċtensċions deċscribed in this chaptċer can sigċČ

nificantċly reċduce your ex ċposure to the most com ċmon ones, and in ċcrease your

chan ċces of reċmain ċing an ċonym ċous.

HTTPS EVERYċWHERE

HTTP is con ċsidered un ċsafe, beċcause com ċmunicaċtion is transċmitċted in plain

text. Many sites on the Web offer some supċport for en ċcrypċtion over HTTPS,

but make it dif ċficult to use. For in ċstan ċce, they may con ċnect you to HTTP by

deċfault, even when HTTPS is availċable, or they may fill en ċcrypċted pages with

links that go back to the un ċencrypċted site. The HTTPS Everyċwhere ex ċtensċion

fixes these proċblems by reċwritċing all reċquests to these sites to HTTPS. AlċČ

though the ex ċtensċion is calċled "HTTPS Everyċwhere", it only ac ċtivates HTTPS

on a par ċticular list of sites and can only use HTTPS on sites that have chosċen

to supċport it. It can ċnot make your con ċnec ċtion to a site secure if that site does

not offer HTTPS as an optċion.

Please note that some of those sites still in ċclude a lot of con ċtent, such as im ċČ

ages or icons, from third party domains that are not availċable over HTTPS. As

alċways, if the brow ċser's lock icon is brokċen or car ċries an ex ċclamaċtion mark,

you may reċmain vulċner ċable to some adċversaċries that use ac ċtive atċtacks or traf ċČ

fic an ċalysis. Howev ċer, the ef ċfort reċquired to monitor your browsċing should

still be usefulċly in ċcreased.
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Some Web sites (such as Gmail) proċvide HTTPS supċport autoċmaticalċly, but

using HTTPS Everyċwhere will also proċtect you from TLS/SSL-stripping atċČ

tacks, in which an atċtackċer hides the HTTPS versċion of the site from your

com ċputċer if you in ċitialċly try to ac ċcess the HTTP versċion.

Adċdition ċal in ċfor ċmaċtion can be found at: https://www.eff.org/https-

everywhere.

Inċstal ċla ċtion

First, download the HTTPS Everyċwhere ex ċtensċion from the of ċficiċal Web site:

https://www.eff.org/https-everywhere

Select the newest reċlease. In the ex ċam ċple below, versċion 2.2 of HTTPS EveryċČ

where was used. (A newer versċion may be availċable now.)

https://www.eff.org/https-everywhere
https://www.eff.org/https-everywhere
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Click on "Allow". You will then have to reċstart Firefox by clickċing on the "ReċČ

start Now" butċton. HTTPS Everyċwhere is now in ċstalċled.

CON ċFIGURA ċTION

To ac ċcess the HTTPS Everyċwhere settċings panel in Firefox 4 (Linux), click on

the Tools menu at the top of your screċen and then select Add-ons. (Note that

in dif ċferent versċions of Firefox and dif ċferent opċeratċing sysċtems, the Add-ons

Man ċagċer may be loc ċated in dif ċferent places in the in ċter ċface.)

Click on the Preċfer ċences butċton.

A list of all supċpor ċted Web sites where HTTPS reċdirec ċtion rules should be

applied will be disċplayed. If you have proċblems with a specific reċdirec ċtion

rule, you can un ċcheck it here. In that case, HTTPS Everyċwhere will no longċČ

er modċify your con ċnec ċtions to that specific site.

Usage

Once en ċab ċled and con ċfigured, HTTPS Everyċwhere is very easy and transċČ

parent to use. Type an in ċsecure HTTP URL (for ex ċam ċple, http://www.googċČ

le.com).

http://www.google.com/
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Press Enter. You will be autoċmaticalċly reċdirec ċted to the secure HTTPS en ċČ

crypċted Web site (in this ex ċam ċple: https://encrypċted.googċle.com). No other

ac ċtion is needed.

https://encrypted.google.com/
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If netċworks block HTTPS

Your netċwork opċerator may deċcide to block the secure versċions of Web sites

in order to in ċcrease its ab ċilċity to spy on what you do. In such cases, HTTPS

Everyċwhere could preċvent you from using these sites beċcause it for ċces your

browsċer to use only the secure versċion of these sites, never the in ċsecure versċČ

ion. (For ex ċam ċple, we heard about an air ċport WiFi netċwork where all HTTP

con ċnec ċtions were per ċmitċted, but not HTTPS con ċnec ċtions. Per ċhaps the WiFi

opċerators were in ċteresċted in watch ċing what users did. At that air ċport, users

with HTTPS Everyċwhere were not able to use cer ċtain Web sites un ċless they

tem ċporariċly disċab ċled HTTPS Everyċwhere.)

In this scenario, you might choose to use HTTPS Everyċwhere togeth ċer with a

cir ċcum ċven ċtion tech ċnology such as Tor or a VPN in order to bypass the netċČ

work's blockċing of secure ac ċcess to Web sites.
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Add ċing sup ċport for ad ċditionċal sites in HTTPS Every ċwhere

You can add your own rules to the HTTPS Everyċwhere add-on for your

favorite Web sites. You can find out how to do that at:

https://www.eff.org/https-everywhere/rulesets. The beċnefit of addċing rules is

that they teach HTTPS Everyċwhere how to en ċsure that your ac ċcess to these

sites is secure. But reċmemb ċer: HTTPS Everyċwhere does not allow you to ac ċČ

cess sites secureċly un ċless the site opċerators have alċready chosċen to make their

sites availċable through HTTPS. If a site does not supċport HTTPS, there is no

beċnefit to addċing a ruleset for it.

If you are man ċagċing a Web site and have made an HTTPS versċion of the site

availċable, a good prac ċtice would be to sub ċmit your Web site to the of ċficiċal

HTTPS Everyċwhere reċlease.

ADBLOCK PLUS

Adblock Plus (http://www.adblockplusċ.org) is main ċly known for blockċing

adċvertiseċments on web ċsites. But it also can be used to block other con ċtent

that may try to track you. To keep cur ċrent with the latest threats, Adblock

Plus reċlċies on blacklċists main ċtained by volun ċteċers.

Extra Geek info: How does Adblock Plus block addresċses?

The hard work here is ac ċtualċly done by Gecko, the en ċČ

gine on top of which Firefox, Thun ċderbird and other

applicaċtions are built. It alċlows someċth ċing calċled "con ċtent

poliċcies". A con ċtent poliċcy is simpċly a JavaScript (or C++)

ob ċject that gets calċled whenev ċer the browsċer needs to

load someċth ċing. It can then look at the address that

should be loaded and some other data and deċcide wheth ċer

it should be alċlowed. There is a numb ċer of built-in con ċtent poliċcies (when you

deċfine which sites shouldċn't be alċlowed to load im ċages in Firefox or SeaMon ċČ

key, you are ac ċtualċly con ċfigur ċing one of these built-in con ċtent poliċcies) and

any ex ċtensċion can reċgistċer one. So all that Adblock Plus has to do is to reċgistċČ

er its con ċtent poliċcy, other than that there is only applicaċtion logic to deċcide

which addresċses to block and user in ċter ċface code to allow con ċfiguraċtion of

https://www.eff.org/https-everywhere/rulesets
http://www.adblockplus.org/
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filtċers.

Gettċing starċted with Adblock Plus

Once you have Firefox in ċstalċled:

1. Download the latest vers ċion of Adblock Plus from the Add-On database of

Firefox

2. Con ċfirm that your want Adblock Plus by click ċing "In ċstall Now".

3. After Adblock Plus has been in ċstal ċled, Firefox will ask to re ċstart.

Choos ċing a filtċer subċscrip ċtion

Adblock Plus by itċself doesn't do an ċyth ċing. It can see each eleċment that a Web

site atċtempts to load, but it doesn't know which ones should be bloc ċked. This

is what Adblock's filtċers are for. After reċstartċing Firefox, you will be asked to

choose a filtċer sub ċscripċtion (free).

Which filtċer sub ċscripċtion should you choose? Adblock Plus of ċf ċers a few in its
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dropċdown menu and you may wish to learn about the strengths of each. A

good filtċer to start proċtectċing your privaċcy is EasċyLċist (also availċable at

http://easylist.adblockplusċ.org/ċen).

As temptċing as it may seem, don't add as many sub ċscripċtions as you can get,

since some may over ċlap, reċsultċing in un ċex ċpected outċcomes. EasċyLċist (main ċly

tar ċgeted at English-language sites) works well with other EasċyLċist ex ċtensċions

(such as region-specific lists like RuAdLċist or thematic lists like EasċyP ċrivaċcy).

But it colċlides with Fan ċboy's List (an ċoth ċer list with main focus on English-

language sites).

You can alċways chan ċge your filtċer sub ċscripċtions at any time with ċin preċfer ċČ

ences. Once you've made your chan ċges, click OK.

Creatċing perċsonalized filtċers

AdBlock Plus also lets you create your own filtċers, if you are so in ċclined. To

add a filtċer, start with Adblock Plus preċfer ċences and click on "Add Filtċer" at

the botċtom left cor ċn ċer of the win ċdow. Per ċsonalized filtċers may not reċplace the

beċnefits of well-maintained blacklċists like EasċyLċist, but they're very useċful for

blockċing specific con ċtent that isn't coċvered in the pub ċlic lists. For ex ċam ċple, if

you wan ċted to preċvent in ċterac ċtion with Facebook from other Web sites, you

could add the folċlow ċing filtċer:

||facebook.*$domain=~facebook.com|~127.0.0.1

The first part (||facebook.*) will in ċitialċly block everyċth ċing com ċing from

Facebook's domain. The second part ($domain=~facebook.com|~127.0.0.1) is

an ex ċcepċtion that tells the filtċer to allow Facebook reċquests only when you

are in Facebook or if the Facebook reċquests come from 127.0.0.1 (your own

com ċputċer) in order to keep cer ċtain feaċtures of Facebook workċing.

A guide on how to create your own Adblock Plus filtċers can be found at

http://adblockplusċ.org/en/filtċers.

Enċabl ċing and dis ċabl ċing AdBlock Plus for specific ele ċments or Web sites

http://easylist.adblockplus.org/en/
http://adblockplus.org/en/filters
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Enċabl ċing and dis ċabl ċing AdBlock Plus for specific ele ċments or Web sites

You can see the eleċments iden ċtified by AdBlock Plus by clickċing on the ABP

icon in your browsċer (usualċly next to the search bar) and selectċing

"Open blockċable items". A win ċdow at the botċtom of your browsċer will

let you en ċable or disċable each eleċment on a case-by-case basis. Alċter ċnativeċly,

you can disċable AdBlock Plus for a specific domain or page by clickċing on the

ABP icon and tickċing the optċion "Disċable on [domain name]" or "Disċable on

this page only".

OTHER EXċTENS ċIONS THAT CAN IM ċPROVE YOUR SECURċITY

Below is a short list of ex ċtensċions that are not coċvered in this book but are

helpċful to furth ċer proċtect you.

FlagÒfox - puts a flag in the loc ċaċtion bar tellċing you where the serv ċer

you are visitċing is most proċbab ċly loc ċated. https://addons.mozilla.org/en-

US/firefox/addon/flagfox/

Bet ÒterPrivaÒcy - man ċages "coċokċies" used to track you while visitċing

web ċsites. Coċokċies are small bits of in ċfor ċmaċtion stored in your browsċer.

Some of them are used to track the sites you are visitċing by adċvertisċers.

https://addons.mozilla.org/en-US/firefox/addon/betterprivacy/

GoogÒleShar Òing - If you are wor ċried that googċle knows your search hisċČ

toċry, this ex ċtensċion will help you preċvent that.

https://addons.mozilla.org/en-us/firefox/addon/googlesharing/
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EXÒTENDÒING CHROME

Chrome is Googċle's browsċer. Here are some useċful tips and ex ċtensċions:

DIS ċABLċING IN ċSTANT SEARCH

Chrome can search as you type. The adċvantage of this is that you get search

sugċgesċtions and can use Googċle's preċdic ċtions - but the disċadċvantage is that

every charactċer you type is sent to Googċle's serv ċers, where it may be logċged.

To disċable, open Chrome's settċings by clickċing the menu butċton at the right

of

the address bar and clickċing Settċings. Or, simpċly type `chrome://settċings/` in 

your address bar.

En ċsure that the Enßable Inßstant for fast ßer searchßing (om ßnibox input may be

log ßged) checkbox is un ċchec ċked.

ADBLOCK FOR CHROME

Just like Firefox, AdBlock reċmoves ads. In ċstall it from Chrome Webstore.

HTTPS EVERYċWHERE

For ċces en ċcrypċted https con ċnec ċtions wherev ċer posċsible. In ċstalċlaċtion link can be

found on the EFFs HTTPS Everyßwhere homepage (https://www.eff.org/https-

everywhere).

PRIVACYFIX

PrivacyFix (beta) gives you a dashboard view of your privaċcy settċings on

Facebook and Googċle, as well as Do-Not-Track headċers and trackċing coċokċies.

It

proċvides links to quickċly chan ċge these privaċcy settċings with ċout diċggċing

through

many drilldown pages. In ċstall from the Chrome Webstore.
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PROXY SETT ÒINGS

A proxy serv ċer alċlows you to reach a Web site or other In ċter ċnet loc ċaċtion even

when diċrect ac ċcess is bloc ċked in your coċuntċry or by your ISP. There are

many dif ċferent kinds of proċx ċies, in ċcludċing:

Web proċxċies, which only re ċquire that you know the proxy Web site's

address. A Web proxy URL may look like http://www.example.com/cgi-

bin/nph-proxy.cgi

HTTP proċxċies, which re ċquire that you modċify your Brows ċer sett ċings. HTTP

proċxċies only work for Web con ċtent. You may get the in ċforċma ċtion about a

HTTP proxy in the forċmat "proċxy.example.ċcom:3128" or "192.168.0.1:8080".

SOCKS proċxċies, which also re ċquire that you modċify your Brows ċer sett ċings.

SOCKS proċxċies work for many dif ċferent In ċterċnet applica ċtions, in ċcludċing e-

mail and in ċstant mes ċsagċing tools. The SOCKS proxy in ċforċma ċtion looks just

like HTTP proxy in ċforċma ċtion.

You can use a Web proxy diċrectċly with ċout any con ċfiguraċtion by typċing in the

URL. The HTTP and SOCKS proċx ċies, howev ċer, have to be con ċfigured in your

Web browsċer.

DE ċFAULT FIREFOX PROXY CON ċFIGURA ċTION

In Firefox you can chan ċge the settċings for using a proxy. You'll need to open

the Optċions or Preċfer ċences win ċdow of Firefox. You can find this in the menu,

by clickċing on the top of the Win ċdow and selectċing Edit > Pre Òfer Òences on

Linux or Tools > Opt Òions on Win ċdows.

Go to the Netċwork sec ċtion and open the Adċvanced tab.
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Select Settċings, click on "Manu ċal proxy con ċfiguraċtion" and enter the in ċfor ċmaċČ

tion of the proxy serv ċer you want to use. Please reċmemb ċer that HTTP proċx ċies

and SOCKS proċx ċies work dif ċferentċly and have to be en ċtered in the cor ċresċČ

pondċing fields. If there is a colon (:) in your proxy in ċfor ċmaċtion, that is the

separator betċween the proxy address and the port numb ċer. Your screċen

should look like this:
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After you click OK, your con ċfiguraċtion will be saved and your Web browsċer

will autoċmaticalċly con ċnect through that proxy on all fu ċture con ċnec ċtions. If

you get an error mesċsage such as, "The proxy serv ċer is reċfusċing con ċnec ċtions"

or "Un ċable to find the proxy serv ċer", there is a proċblem with your proxy con ċČ

figuraċtion. In that case, reċpeat the steps above and select "No proxy" in the

last screċen to deċac ċtivate the proxy.
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USING TOR?
Tor is a sysċtem in ċten ċded to en ċable on ċline an ċonym ċity,

com ċposed of client software and a netċwork of serv ċers

which can hide in ċfor ċmaċtion about users' loc ċaċtions and

other fac ċtors which might identċify them. Im ċagine a mesċČ

sage being wrapċped in sever ċal layċers of proċtec ċtion: every

serv ċer needs to take off one layer, thereby im ċmediateċly

deċletċing the sen ċdċer in ċfor ċmaċtion of the preċviċous serv ċer.

Use of this sysċtem makes it more dif ċficult to trace in ċter ċnet traf ċfic to the user,

in ċcludċing visits to Web sites, on ċline posts, in ċstant mesċsages, and other com ċČ

municaċtion forms. It is in ċten ċded to proċtect users' per ċson ċal freedom, privaċcy,

and ab ċilċity to con ċduct con ċfiden ċtiċal busiċness, by keepċing their in ċter ċnet ac ċtivitċČ

ies from being monitored. The software is open-source and the netċwork is

free of char ċge to use.

Like all cur ċrent low laten ċcy an ċonym ċity netċworks, Tor can ċnot and does not atċČ

tempt to proċtect against monitor ċing of traf ċfic at the boun ċdaċries of the Tor

netċwork, i.e., the traf ċfic en ċter ċing and ex ċitċing the netċwork. While Tor does

proċvide proċtec ċtion against traf ċfic an ċalysis, it can ċnot preċvent traf ċfic con ċfir ċmaċČ

tion (also calċled end-to-end cor ċrelaċtion)

Cau Òtion: As Tor does not, and by deċsign can ċnot, en ċcrypt

the traf ċfic betċween an exit node and the tar ċget serv ċer,

any exit node is in a posiċtion to capċture any traf ċfic passċČ

ing through it which does not use end-to-end en ċcrypċtion

such as TLS. (If your postċman is cor ċrupt he might still

open the en ċvelope and read the con ċtent). While this may

or may not in ċherentċly violate the an ċonym ċity of the sour ċČ

ce, if users misċtake Tor's an ċonym ċity for end-to-end en ċcrypċtion they may be

sub ċject to adċdition ċal risk of data in ċter ċcepċtion by third partċies. So: the loc ċaċtion

of the user reċmains hiddċen; howev ċer, in some cases con ċtent is vulċner ċable for

an ċalysis through which also in ċfor ċmaċtion about the user may be gained.

USING TOR BROWS ċER BUNDLE
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USING TOR BROWS ċER BUNDLE

The Tor Browsċer Bundle lets you use Tor on Win ċdows, OSX and/or Linux

with ċout reċquir ċing you to con ċfigure a Web browsċer. Even betċtċer, it's also a

portċable applicaċtion that can be run from a USB flash drive, alċlow ċing you to

carry it to any PC with ċout in ċstallċing it on each com ċputer's hard drive.

DOWNLOAD ċING TOR BROWS ċER BUNDLE

You can download the Tor Browsċer Bundle from the torproject.org Web site

(https://www.torproject.org), eith ċer as a single file (13MB) or a split versċion

that is multiċple files of 1.4 MB each which may proof easċiċer to download on

slow con ċnec ċtions.

If the torproject.org Web site is filċtered from where you are, type "tor mir ċČ

rors" in your favorite Web search en ċgine: The reċsults proċbab ċly in ċclude some

alċter ċnative addresċses to download the Tor Browsċer Bundle.

Cau Òtion: When you download Tor Bundle (plain

or split versċions), you should check the sigċnaċtures

of the files, esċpecialċly if you are downloadċing the

files from a mir ċror site. This step en ċsures that the

files have not been tam ċpered with. To learn more

about sigċnaċture files and how to check them, read

https://www.torproject.org/docs/verifying-

signatures

(You can also download the GnuPG software that you will need to

check the sigċnaċture here:

http://www.gnupg.org/download/index.en.html#auto-ref-2)

The in ċstruc ċtions below refer to in ċstallċing Tor Browsċer on Microċsoft Win ċČ

dows. If you are using a dif ċferent opċeratċing sysċtem, refer to the torproject.org

web ċsite for download links and in ċstruc ċtions.

Inċstall ċing from a single file

1. In your Web brows ċer, enter the download URL for Tor Brows ċer: 

https://www.torproject.org/docs/verifying-signatures
http://www.gnupg.org/download/index.en.html#auto-ref-2
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https://www.torproject.org/download/download

2. Click the link for your lan ċguage to download the in ċstal ċla ċtion file. 

3. On win ċdows double-click the .EXE file you just downloaded. A "7-Zip self-

extracting archive" win ċdow ap ċpears. 

4. Choose a foldċer into which you want to extra ċct the files and click "Extra ċct".

Note: You can choose to extra ċct the files di ċrect ċly onto a USB key or

https://www.torproject.org/download/download
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mem ċoċry stick if you want to use Tor Brows ċer on dif ċferent com ċput ċers

(for in ċstan ċce on pubċlic com ċput ċers in In ċterċnet cafes).

5. When the extra ċcċtion is com ċpleted, open the foldċer and check that the con ċČ

tents match the image below: 

6. To clean up, de ċlete the .EXE file you original ċly downloaded.

Inċstall ċing from split files

1. In your Web brows ċer, enter the URL for the split vers ċion of the Tor Brows ċer

Bundle (https://www.torproject.org/torbrow ċser/split.html), then click the

link for your lan ċguage to get to a page that looks like the one for En ċglish

below: 

https://www.torproject.org/torbrowser/split.html
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2. Click each file to download it (one endċing in ".exe" and nine oth ċers endċing in

".rar"), one after the other, and save them all in one foldċer on your hard- or

USB-drive. 

3. Double-click the first part (the file whose name ends in ".exe"). This runs a

proċgram to gath ċer all the parts togeth ċer. 

4. Choose a foldċer where you want to in ċstall the files, and click "In ċstall". The
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proċgram dis ċplays mes ċsages about its proċgress while it's runn ċing, and then

quits.

5. When the extra ċcċtion is com ċpleted, open the foldċer and check that the con ċČ

tents match the image below: 

6. To clean up, de ċlete all the files you original ċly downloaded.

USING TOR BROWS ċER

Beċfore you start:

Close Firefox. If Firefox is in ċstal ċled on your com ċput ċer, make sure it is not

curċrent ċly runn ċing.

Close Tor. If Tor is al ċready in ċstal ċled on your com ċput ċer, make sure it is not

curċrent ċly runn ċing.

Launch Tor Browsċer:

In the "Tor Brows ċer" foldċer, double-click "Start Tor Brows ċer". The Tor con ċtrol

panel ("Vidalia") opens and Tor starts to con ċnect to the Tor net ċwork. 
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When a con ċnec ċtion is esċtablisċhed, Firefox autoċmaticalċly con ċnects to the

TorCheck page and then con ċfirms if you are con ċnec ċted to the Tor netċwork.

This may take some time, deċpendċing on the qualċity of your In ċter ċnet con ċnec ċČ

tion.
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If you are con ċnec ċted to the Tor netċwork, a green onion icon apċpears in the

Sysċtem Tray on the lower-right-hand cor ċn ċer of your screċen: 

BROWS ċING THE WEB USING TOR BROWS ċER

Try view ċing a few Web sites, and see wheth ċer they disċplay. The sites are liċkeċČ

ly to load more slow ċly than usual beċcause your con ċnec ċtion is being routed

through sever ċal reċlays.

IF THIS DOES NOT WORK
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IF THIS DOES NOT WORK

If the onion in the Vidalia Con ċtrol Panel never turns green or if Firefox opċČ

ened, but disċplayed a page sayċing "Sorry. You are not using Tor", as in the

image below, then you are not using Tor.

If you see this mesċsage, close Firefox and Tor Browsċer and then reċpeat the

steps above. You can per ċform this check to en ċsure that you are using tor, at

any time by clickċing the bookċmark butċton labelċled "TorCheck at Xenobite..."

in the Firefox toolċbar.

If Firefox browsċer does not launch, an ċoth ċer in ċstan ċce of the browsċer may be

in ċter ċfer ċing with Tor Browsċer. To fix this:

1. Open the Win ċdows Task Man ċagċer. How you do this de ċpends on how your

com ċput ċer is set up. On most sys ċtems, you can right-click in the Task Bar

and then click "Task Man ċagċer".

2. Click the "Proċces ċses" tab.

3. Look for a proċcess in the list named "firefoxċ.exe".
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4. If you find one, select the entry and click "End Proċcess".

5. Re ċpeat the steps above to launch Tor Brows ċer.

If Tor Browsċer still doesn't work after two or three tries, Tor may be partċly

bloc ċked by your ISP and you should try using the brid ßge feaċture of Tor.
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KEEP ÒING PASSWORDS SAFE

Passwords are like keys in the physċical world. If you lose a password you will

not be able to get in, and if oth ċers copy or steal it they can use it to enter. A

good password should not be easy for oth ċers to guess and not easy to crack

with com ċputċers, while still being easy for you to reċmemb ċer.

PASSWORD LENGTH AND COM ċPLEXċITY

To proċtect your passwords from being guesċsed, length and com ċplex ċity are

im ċpor ċtant. Passwords like the name of your pet or a birth date are very un ċČ

safe, as is using single word that can be found in a diċctionaċry. Do not use a

password con ċtain ċing only numb ċers. Most im ċpor ċtantċly a secure password is

long. Using com ċbinaċtions of lower case lettċers, capitċals, numb ċers and speciċal

charactċers can im ċprove the secur ċity, but length is still the most im ċpor ċtant fac ċČ

tor.

For use with im ċpor ċtant ac ċcounts like the pass phrase which proċtects your

PGP/GPG or TrueCċrypt en ċcrypċted data, or the password for your main email

ac ċcount, use 20 charactċers or more, the longċer the betċtċer. See the xkcd car ċČ

toons no. 936 ex ċam ċple Ęcor ċrect horse batċteċry staċpleę vis-à-vis ĘTr0ub4dor&3ę

for an ex ċplanaċtion (https://xkcd.com/936/).

EASY TO RE ċMEMBċER AND SECURE PASSWORDS

One way to create strong and easy to reċmemb ċer passwords is to use sen ċtċČ

ences.

A few ex ċam ċples:

ĘIl ċoveDougċlasAdamsbecausehe'sreal ċlyawesome.ę,

ĘPeoċplelovemacċhinesin2029A.D.ę or ď if blank spaces are al ċlowed ď

ĘBarċney from How I Met Your Moth ċer is AWESOME!ę

Sen ċtċences are easy to reċmemb ċer, even if they are 50 charactċers long and con ċČ

tain upċpercase charactċers, lower ċcase charactċers, sym ċbols and numb ċers.

MINIMIZċING DAMAGE
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MINIMIZċING DAMAGE

It is im ċpor ċtant to minim ċize the damage if one of your passwords is ever com ċČ

promised. Use dif ċferent passwords for dif ċferent web ċsites or ac ċcounts, that

way if one is com ċpromised, the oth ċers are not. Chan ċge your passwords from

time to time, esċpecialċly for ac ċcounts you con ċsidċer to be sen ċsitive. By doing

this you can block ac ċcess to an atċtackċer who may have lear ċned your old

password.

USING A PASSWORD MAN ċAG ċER

Reċmem ċber ċing a lot of dif ċferent passwords can be dif ċficult. One solċu ċtion is to

use a deċdicated applicaċtion to man ċage most of your passwords. The next sec ċČ

tion in this chaptċer will disċcuss Keepass, a free and open sour ċce password

man ċagċer with no known vulċnerabilitċies, so long as you chose a suf ċficientċly

long and com ċplex "mastċer password" to secure it with.

For web ċsite passwords only, an ċoth ċer optċion is the built-in password man ċagċer

of the Firefox browsċer. Make sure to set a mastċer password, otċherw ċise this is

very in ċsecure!

PHYS ċICAL PRO ċTECċTION

When using a pub ċlic com ċputċer such as at a liċbraċry, an in ċter ċnet cafe, or any

com ċputċer you do not own, there are sever ċal dangċers. Using "over the shouldċČ

er" sur ċveilċlance, someċone, posċsib ċly with a camera, can watch your ac ċtions

and may see the ac ċcount you log in to and the password you type. A less ob ċČ

viċous threat is software proċgrams or hardware deċvices calċled "keystroke loggċČ

ers" that reċcord what you type. They can be hiddċen in ċside a com ċputċer or a

keyboard and are not easċiċly spotċted. Do not use pub ċlic com ċputċers to log in to

your private ac ċcounts, such as email. If you do, chan ċge your passwords as

soon as you get back to a com ċputċer you own and trust.

OTHER CAVEATS
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OTHER CAVEATS

Some applicaċtions such as chat or mail proċgrams may ask you to save or "reċČ

memb ċer" your user ċname and password, so that you don't have to type them

every time the proċgram is opċened. Doing so may mean that your password

can be reċtrieved by other proċgrams runn ċing on the mac ċhine, or diċrectċly from

your hard disk by someċone with physċical ac ċcess to it.

If your login in ċfor ċmaċtion is sent over an in ċsecure con ċnec ċtion or chan ċnel, it

might fall into the wrong hands. See the chaptċers on secure browsċing for

more in ċfor ċmaċtion.



Passwords

224



225

IN ÒSTALLÒING KEEPASS

We will cover in ċstallċing KeePass on Ubun ċtu and Win ċdows.

Mac OSX comes with an ex ċcelċlent built-in password man ċČ

agċer calċled KeycÒhain that is just as safe. Downsides are

that it isn't Open Sour ċce and doesn't work on other sysċČ

tems. If you'd need to take your passwords from one OpċČ

eratċing Sysċtem to an ċoth ċer it is betċtċer to stick with

Keepass after all. How to use KeycÒhain is coċvered in the

next chaptċer.

IN ċSTALLċING KEEPASSX ON UBUN ċTU

To in ċstall on Ubun ċtu we will use the Ubun ċtu Software Centċer

Type KeePass in the search field at the top right and the applicaċtion KeePassX

should autoċmaticalċly apċpear in the liċstċing.

Highlight the item (it may alċready be highlighted by deċfault) and then press

'In ċstall'. You will be asked to Autċhor ċise the in ċstalċlaċtion proċcess:

Enter your password and press 'Autċhenticate' the in ċstalċlaċtion proċcess will

then begin.

Ubun ċtu does not offer very good feedċback to show the software is in ċstalċled. If
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the green proċgress in ċdicator on the left has gone and the proċgress bar on the

right has gone then you can asċsumed the software is in ċstalċled.

IN ċSTALLċING KEEPASS ON WIN ċDOWS

First visit the KeePass download web ċpage (http://keepass.in ċfo/download.html)

and choose the appropċriate in ċstallċer. For this chaptċer we are using the cur ċrent

in ċstallċer (KeePass-2.15-Setup.exe which can also be diċrectċly downloaded from

here http://downloads.sourceforge.net/keepass/KeePass-2.15-Setup.exe).

Download this to your com ċputċer then doub ċle click on the in ċstallċer. You will

first be asked to select a lan ċguage, we will choose En ċglish:

Press 'OK' and you will be shown the folċlow ċing screċen:
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Just press 'Next >' and go to the next screċen :

In the screċen shown above we must select 'I ac ċcept the agċreeċment' otċherw ċise

we will not be able to in ċstall the software. Choose this optċion and then press

'Next >'. In the next screċen you will be asked to deċter ċmine the in ċstalċlaċtion loc ċČ

aċtion. You can leave this with the deċfaults un ċless you have good reaċson to

chan ċge them.
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Click on 'Next >' and con ċtinue.

The above image shows the KeePass com ċponents you can choose from. Just

leave the deċfaults as they are and press 'Next >'. You will come to a new screċČ

en:
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This doesn't do an ċyth ċing but give you a sum ċmaċry of your optċions. Press 'In ċČ

stall' and the in ċstalċlaċtion proċcess will begin.

IN ċSTALLċING KEEPASS ON MAC OS X
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IN ċSTALLċING KEEPASS ON MAC OS X

Alċthough Keyc ċhain in Mac OS X does an ex ċcelċlent job of stor ċing your

passwords, you may want to run your own password database and man ċagċer.

KeePass alċlows this added flexibilċity. First visit the KeePass download web ċČ

page (http://keepass.in ċfo/download.html) and choose the appropċriate in ċstallċer.

Alċthough the of ċficiċal in ċstallċers are liċsted at the top of the page, there are un ċof ċČ

ficial/contributed in ċstallċers furth ċer down. Scroll down to find KeePass 2.x for

Mac OS X:

As this is an ex ċtern ċal link, your browsċer will be reċdirec ċted to

http://keepass2.openix.be/:

http://keepass2.openix.be/
http://keepass2.openix.be/
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Note here that you must in ċstall the Mono framework first, so that KeePass

can run in OS X. So click on each of the links Mono 2.10.5 and KeePass2.18 to

download the DMG files to your com ċputċer. Double-click on each of the

DMGs in your downloads foldċer to un ċpack the volumes to your deskċtop.

The Mono Pac ċkage in ċstallċer is calċled 'MonoFramework-MRE-

2.10.5_0.macos10.xamarin.x86.pkg', so double-click on this docu ċment in the

MonoċFramework volume on your deskċtop:

http://download.mono-project.com/archive/2.10.5/macos-10-x86/0/MonoFramework-MRE-2.10.5_0.macos10.xamarin.x86.dmg
http://keepass2.openix.be/KeePass2.18.dmg
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The in ċstallċer will open and run:

Folċlow each of the steps by clickċing 'Con ċtinue', the next step being 'Read Me'.

In ċhere is im ċpor ċtant in ċfor ċmaċtion such as all of the files that the pac ċkage will

in ċstall, in ċcludċing in ċfor ċmaċtion on how to uniċnstall Mono:
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Click 'Con ċtinue' to the next screċen, the liċcen ċse. Clickċing 'Con ċtinue' on the liċČ

cen ċse screċen pops up the agċree/ċdisagċree diċalogue box. If you agree with the liċČ

cen ċse con ċdiċtions, the in ċstalċlaċtion will con ċtinue:

The folċlow ċing two steps in the in ċstalċlaċtion ask you to choose an in ċstalċlaċtion

deċstinaċtion, and check there is en ċough space on the in ċstall disk. When the in ċČ

stalċlaċtion has com ċpleted, you will see this screċen:
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Now you can quit the in ċstallċer. Next take a look at the KeePass disk image,

double-click to open it, and drag the KeePass applicaċtion into your ApplicaċČ

tions foldċer:

Now KeePass is ready to use for Mac OS X.
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EN ÒCRYPT ÒING PASSWORDS WITH A PASSWORD

MAN ÒAG ÒER

To en ċcrypt password we use KeePass on Win ċdows and KeePassX Ubun ċtu,

and Keyc ċhain on OSX. The basic prin ċciċple is the same; you have a file on

your com ċputċer which is en ċcrypċted with one single very secure password. This

is someċtimes reċfer ċred to as a 'Mastċer Password', 'Admin-Password', 'Root-

Password' etc. but they are all the ulßtimate key to all your other keys and

secure data. For this reaċson you can't and shouldċn't think to light about creatċČ

ing this password.

If a password man ċagċer is part of your OS (like it is with OSX) it un ċlocks autoċČ

maticalċly for you after you login to your ac ċcount and so opċen ċing secure in ċČ

for ċmaċtion like passwords. For this, and other, reaċsons you should disċable

'Autoċmaticalċly Login'. When you start-up your com ċputċer you should alċways

have to login and, even betċtċer, set your com ċputċer to autoċmaticalċly logout or

lock the screċen after a set amount of time.

EN ċCRYPTċING PASSWORDS WITH KEEPASSX ON UBUN ċTU

First open KeePassX from the Applications->Accessories -> KeePassX menu.

The first time you use KeePassX you need to set up a new database to store

your passwords. Click on File->New Database

You will be asked to set a mastċer key (password).

Choose a strong password for this field - refer to the chaptċer about passwords

if you would like some tips on how to do this. Enter the password and press

'OK'. You then are asked to enter the password again. Do so and press 'OK'. If

the passwords are the same you will see a new KeePassX 'database' ready for

you to use.
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Now you have a place to store all your passwords and proċtect them by the

'mastċer' password you just set. You will see two deċfault catċegoċries 'In ċter ċnet'

and 'Email' - you can store passwords just under these two catċegoċries, you

can deċlete catċegoċries, add sub-groups, or create new catċegoċries. For now we

just want to stay with these two and add a password for our email to the

email group. Right click on the email catċegoċry and choose 'Add New Entry...':

So now fill this form out with the deċtails so you can cor ċrectċly identċify which

email ac ċcount the passwords are asċsociated with. You need to fill out the

fields 'Title' and the password fields. All else is optċion ċal.

KeePassX gives some in ċdicaċtion if the passwords you are using are 'strong' or

'weak'...you should try and make passwords strongċer and for adċvice on this

read the chaptċer about creatċing good passwords. Press 'OK' when you are

done and you will see someċth ċing like this:

To reċcov ċer the passwords (see them) you must doub ċle click on the enter and

you will see the same win ċdow you used for reċcordċing the in ċfor ċmaċtion. If you

click on the 'eye' icon to the right of the passwords they will be con ċver ċted

from stars (***) to the plain text so you can read it.

Now you you can use KeePassX to store your passwords. Howev ċer beċfore

gettċing too ex ċcited you must do one last thing. When you close KeePassX

(choose File->Quit) it asks you if you would like to save the chan ċges you have

made.
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Press 'Yes'. If it is the first time you used KeePassX (or you have just created a

new database) you must choose a place to store your passwords. Otċherw ċise it

will save the upċdated in ċfor ċmaċtion in the file you have preċviousċly created.

When you want to ac ċcess the passwords you must then open KeePassX and

you will be asked for the mastċer key. After typċing this in you can add all your

passwords to the database and see all your en ċtċries. It is not a good idea to open

KeePassX and have it open per ċmanentċly as then an ċyone could see your

passwords if they can ac ċcess your com ċputċer. In ċstead get into the prac ċtice of

just opċen ċing it when you need it and then closċing it again.

EN ċCRYPTċING PASSWORDS WITH KEEPASS ON WIN ċDOWS

After you in ċstalċled KeePass on Win ċdows you can find it in the applicaċtion

menu. Launch the applicaċtion and the folċlow ċing win ċdow should apċpear.

You start by makċing a database, the file which will con ċtain your key. From

the menu select File > New. You have to chose the name and the loc ċaċtion of

the file in the diċalog win ċdow below. In this ex ċam ċple we call our database

'my_ ċpassword_database'.

The next screċen will ask you for the mastċer password. Enter the password

and click on 'OK'. You will not need to select an ċyth ċing else. 

The next win ċdow alċlows you to add speciċal con ċfiguraċtion settċings for your

new database. We do not need to edit an ċyth ċing. Just click on 'OK'. 

Now the main win ċdow apċpears again and we see some deċfault password catċČ
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egoċries on the left side. Lets add a new password in the catċegoċry 'In ċter ċnet'.

First click on the word 'In ċter ċnet', then click on the add entry icon under

the menu bar.

A widow will apċpear like below. Use the fields to give a deċscripċtion of this

par ċticular password, and of coċur ċse, enter the password itċself. When done,

click on 'OK'.

EN ċCRYPTċING PASSWORDS WITH KEYCċHAIN ON MAC OSX

Mac OSX comes pre-installed with the build in password man ċagċer 'Keyc ċhain'.

Beċcause of it's tight in ċtegċraċtion with the OS most of the time you will hardċly

know it ex ċists. But every now and then you will have a pop-up win ċdow in alċČ

most any applicaċtion asċkċing 'do you want to store this password in your keyc ċČ

hain?'. This hapċpens when you add new email ac ċcounts to your mail client,

login to a proċtec ċted wireless netċwork, enter your deċtails in your chat client

etc. etc. etc.

Basicalċly what hapċpens is that Mac OSX of ċf ċers you to store all that login data

and dif ċferent passwords in an en ċcrypċted file which it un ċlocks as soon as you

login to your ac ċcount. You can then check your mail, logon to your WiFi and

use your chat client with ċout hav ċing to enter your login data all the time over

and over again. This is a fully autoċmated proċcess, but if you want to see what

is stored where and alter passwords, or lookup a password you will have to

open the Keyc ċhain proċgram.

You can find the Keyc ċhain proċgram in the Utilitċies foldċer which lives in the

Applicaċtions foldċer.

When you open it you will see that your 'Login' keyc ċhain is un ċloc ċked and see
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all the items con ċtained in it on the right botċtom side of the win ċdow.

(note: the win ċdow here is empty beċcause it seemed to be deċceiv ċing the pur ċČ

pose of this manu ċal to make a screenshot of my per ċson ċal keyc ċhain items and

share it here with you)

You can doub ċle click any of the items in the Keyc ċhain to view it's deċtails and

tick 'Show password:' to see the password asċsociated with the item.

You will note that it will ask you for your mastċer or login password to view

the item.

You can ac ċcess modċify any of the items and also use the Keyc ċhain to secureċly

save any bits and pieces of text using the notes. To do this click on notes and

than choose 'New secure Note item' from the file menu.

That's it
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GETTING, SETTING-UP AND TESTING A VPN
ACCOUNT

In all the VPN systems, there is one computer set up as a server (in an

unrestricted location), to which one or more clients connect. The set up of

the server is out of the scope of this manual and the set up of this system is in

general covered by your VPN provider. This server is one of the two ends of

the encrypted tunnel. It is important that the company running this server

can be trusted and is located in an area you trust. So to run a VPN, an

account is needed at such a trusted server.

Please keep in mind that an account can often only be used on one device at a

time. If you want to use a VPN with both your mobile and laptop

concurrently, it is very well possible you need two accounts.

AN ACCOUNT FROM A COMMERCIAL VPN PROVIDER

There are multiple VPN providers out there. Some will give you free trial

time, others will begin charging right away at an approximate rate of K5 per

month. Look for a VPN provider that offers OpenVPN accounts - it is an Open

Source, trusted solution available for Linux, OS X, and Windows, as well as

Android and iOS.

When choosing a VPN provider you need to consider the following points:

Information that is required from you to register an account - the less that is

needed the better. A truly privacy concerned VPN provider would only ask

you for email address (make a temporary one!), username and password.

More isn't required unless the provider creates a user database which you

probably don't want to be a part of.

Payment method to be used to pay for your subscription. Cash-transfer is

probably the most privacy-prone method, since it does not link your bank

account and your VPN network ID. Paypal can also be an acceptable option

assuming that you can register and use a temporary account for every

payment. Payment via a bank transfer or by a credit card can severely

undermine your anonymity on and beyond the VPN.

Avoid VPN providers that require you to install their own proprietary client
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There are several VPN review oriented places online that can help you make

the right choice:

http://www.bestvpnservice.com/vpn-providers.php

http://vpncreative.com/complete-list-of-vpn-providers

http://en.cship.org/wiki/VPN

 

SETTING UP YOUR VPN CLIENT

software. There is a perfect open source solution for any platform, and

having to run a "special" client is a clear sign of a phony service.

Avoid using PPTP based VPNs, as several security vulnerabilities exist

in that protocol. In fact, if two providers are otherwise equal, choose the

one _not_ offering PPTP if feasible.

Look for a VPN provider that's using OpenVPN - an open source, multi-

platform VPN solution.

Exit gateways in countries of your interest. Having a choice of several

countries allows you to change your geo-political context and appears to

come from a different part of the world. You need to be aware of legislation

details and privacy laws in that particular country.

Anonymity policy regarding your traffic - a safe VPN provider will have a

non-disclosure policy. Personal information, such as username and times of

connection, should not be logged either.

Allowed protocols to use within VPN and protocols that are routed to the

Internet. You probably want most of the protocols to be available

Price vs. quality of the service and its reliability.

Any known issues in regard to anonymity of the users the VPN provider

might have had in the past. Look online, read forums and ask around. Don't

be tempted by unknown, new, cheap or dodgy offers.
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SETTING UP YOUR VPN CLIENT

"OpenVPN [..] is a full featured SSL VPN software solution that integrates

OpenVPN server capabilities, enterprise management capabilities,

simplified OpenVPN Connect UI, and OpenVPN Client software packages

that accommodate GNu/Linux, OSX, Windows and  environments.

OpenVPN Access Server supports a wide range of configurations,

including secure and granular remote access to internal network and/or

private cloud network resources and applications with fine-grained access

control."                                                    

(http://openvpn.net/index.php/access-server/overview.html)

There are a number of different standards for setting up VPNs, including

PPTP, LL2P/IPSec and OpenVPN. They vary in complexity, the level of

security they provide, and which operating systems they are available for. Do

not use PPTP as it has several security vulnerabilities. In this text we

will concentrate on OpenVPN. It works on most versions of GNU/Linux,

OSX, Windows. OpenVPN is TLS/SSL-based - it uses the same type of

encryption that is used in HTTPS (Secure HTTP) and a myriad of other

encrypted protocols. OpenVPN encryption is based on RSA key exchange

algorithm. For this to work and in order to communicate, both the server and

the client need to have public and private RSA keys.

Once you obtain access to your VPN account the server generates those keys

and you simply need to download those from the website of your VPN

provider or have them sent to your email address. Together with your keys

you will receive a root certificate (*.ca) and a main configuration file (*.conf or

*.ovpn). In most cases only the following files will be needed to configure and

run an OpenVPN client:

client.conf (or client.ovpn) - configuration file that includes all necessary

parameters and settings. NOTE: in some cases certificates and keys can

come embedded inside the main configuration file. In such a case the below

mentioned files are not necessary.

ca.crt (unless in configuration file) - root authority certificate of your VPN

server, used to sign and check other keys issued by the provider.

client.crt (unless in configuration file) - your client certificate, allows you



Using VPN

246

to communicate with VPN server.

Based on a particular configuration, your VPN provider might require a

username/password pair to authenticate your connection. Often, for

convenience, the username and password can be saved into a separate file or

added to the main configuration file. In other cases, key-based authentication

is used, and the key is stored in a separate file:

client.key (unless in configuration file) - client authentication key, used to

authenticate to the VPN server and establish an encrypted data channel.

In most cases, unless otherwise necessary, you don't need to change anything

in the configuration file and (surely!) do not edit key or certificate files! All

VPN providers have thorough instructions regarding the setup. Read and

follow those guidelines to make sure your VPN client is configured correctly.

NOTE: Usually it's only allowed to use one key per one connection, so you

probably shouldn't be using the same keys on different devices at the same

time. Get a new set of keys for each device you plan to use with a VPN, or

attempt to set up a local VPN gateway (advanced, not covered here).

Download your OpenVPN configuration and key files copy them to a safe

place and proceed to the following chapter.

 

SETTING UP OPENVPN CLIENT

In the following chapters some examples are given for setting up OpenVPN

client software. On any flavor of GNU/Linux use your favorite package

manager and install openvpn or openvpn-client package.

If you want to use OpenVPN on Windows or OSX, have look at:

http://openvpn.se (Windows interface) 

http://code.google.com/p/tunnelblick (OSX interface)
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VPN ON UBUNTU

If you use Ubuntu as your operating system, you can connect to a VPN by

using the built-in NetworkManager. This application is able to set up

networks with OpenVPN. PPTP should not be used for security reasons.

Unfortunately at the time of writing a L2TP interface is not available in

Ubuntu. (It can be done manually, but it goes beyond the scope of this

document).

The following example will explain how to connect with an OpenVPN-server.

Under all situations we assume you already have a VPN account as described

earlier in this section.

1. PREPARING NETWORK MANAGER FOR VPN NETWORKS

For Ubuntu there is an excellent network utility: Network Manager. This is

the same utility you use to set up your Wireless (or wired) network and is

normally in the upper right corner of your screen (next to the clock). This

tools is also capable of managing your VPNs, but before it can do so, it's

necessary to install some extensions. 

Installing OpenVPN extension for Network Manager

To install the plugins for Network Manager we will use the Ubuntu Software

Center.

1. Open the Ubuntu Software Center by typing software in the Unity search

bar
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2. The Ubuntu Software Center enables you to search, install and remove

software on your computer. Click on the search box at the top right of the

window. 

3. In the search box, type in "network-manager-openvpn-gnome" (which is the

extension that will enable OpenVPN). It's necessary to type the full names

because the packages are classified as "technical" and don't pop-up earlier. 

These packages include all the files you need to establish a VPN connection

successfully.
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4. Ubuntu may ask you for additional permissions to install the program. If

that is the case, type in your password and click Authenticate. Once the

package is installed, you can close the Software Center window. 

5. To check if the extensions are correctly installed, click on the

NetworkManager (the icon at the left of your system clock) and select VPN

Connections > Configure VPN. 
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6. Click Add under the VPN tab. 

7. If you see a pop-up asking for the type of VPN and the tunnel technology

(OpenVPN) option is available, this means that you have installed the VPN

extension in Ubuntu correctly. If you have your VPN login information

ready, you can continue right away, else you first have to get a VPN

account from a VPN-provider. If this is the case, click cancel to close the

Network Manager. 
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2. CONFIGURING AN OPENVPN NETWORK

Let's assume you received your configuration files and credentials from your

VPN provider. This information should contain the following

an *.ovpn file, ex. air.ovpn

The file: ca.crt (this file is specific for every OpenVPN provider)

The file: user.crt (this file is your personal certificate, used for encryption of

data)

The file: user.key (this file contains your private key. It should be protected

in a good manner. Losing this file will make your connection insecure)

In most cases your provider will send these files to you in a zip file. Some

openvpn providers use username and password authentication which will not

be covered.

1. Unzip the file you have downloaded to a folder on your hard drive (e.g.:

"/home/[yourusername]/.vpn"). You should now have four files. The file

"air.ovpn" is the configuration file that you need to import into

NetworkManager. 
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2. To import the configuration file, open NetworkManager and go to VPN

Connections > Configure VPN. 

3. Under the VPN tab, click Import. 
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4. Locate the file air.ovpn that you have just unzipped. Click Open. 

5. A new window will open. Leave everything as it is and click Apply. 
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6. Congratulations! Your VPN connection is ready to be used and should

appear on the list of connections under the VPN tab. You can now close

NetworkManager. 



VPN on Ubuntu

255

Using your new VPN connection

Now that you configured NetworkManager to connect to a VPN service using

the OpenVPN client, you can use your new VPN connection to circumvent

Internet censorship. To get started, follow these steps:

1. In the NetworkManager menu, select your new connection from VPN

Connections. 

2. Wait for the VPN connection to be established. When connected, a small

padlock should appear right next to your NetworkManager icon, indicating

that you are now using a secure connection. Move your cursor over the icon

to confirm that the VPN connection is active. 

3. Test your connection, using the method described in the "Make sure it

works" section of this chapter.

4. To disconnect from your VPN, select VPN Connections > Disconnect VPN in

http://objavi.booki.cc/tmp/cryptopartyhandbook-en-2012.12.08-11.54.17.pdfTroSpK/vpn-on-ubuntu/make-sure-it-works
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the NetworkManager menu. You are now using your normal connection

again. 
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VPN ON MACOSX
Setting up a VPN on MacOSX is very easy once you have your account details

ready, Let's assume have your credentials from your VPN provider for

L2TP/IPSec connection ready. This information should contain the following:

Username, ex. bill2

Password, ex. verysecretpassword

VPN server, ex. tunnel.greenhost.nl

A Pre-Shared-Key or Machine-certificate

1. Before getting started, please be sure you've read the paragraph "testing

before and after account set up", this way you will be able to validate if

your connection is actually working after set up.

2. A VPN is configured in the network settings, that are accessible via "System

Preferences.." in the Apple menu. 

3. Next, open the Network preferences . 
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4. OSX uses this nifty system to lock windows. To add a VPN it is necessary to

unlock the screen: you can do this by clicking on the lock on the left bottom

of the screen. 
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5. Enter our user credentials 

6. Now we can add a new network. Do this by clicking on the "+" sign 
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7. In the pop-up you need to specify the type of connection. In this case

choose an VPN interface with L2TP over IPSec. This is the most common

system. Also don't forget to give the connection a nice name. 

8. Next comes the connection data. Please fill in the provided server name and

user name (called 'Account Name'). If this is done, click on the

"Authentication Settings..." button 
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9. In the new pop-up you can specify connection specific information. This is

the way the user is authenticated and how the machine is authenticated.

The user is very commonly authenticated by using a password, although

other methods are possible. Machine authentication is often done by a

Shared Secret (Pre-Shared-Key/PSK), but also quite often by using a

certificate. In this case we use the Shared Secret method. When this is done

click OK. 
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10. Now you return back to the network screen. The next step is very

important, so click on "Advanced..." 
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11. In the new pop up you will see an option to route all traffic through the

VPN connection. We want to enable this, so all our traffic is encrypted. 

12. Well, all is done. Now hit the Connect button! 

13. A pop-up appears. You need to confirm your changes, just hit "Apply" 
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14. After a few seconds, on the left side the connection should turn green. If so,

you are connected! 

15. Ok, now test your connection!
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VPN ON WINDOWS

Setting up a VPN on Windows is very easy once you have your account

details ready. Let's assume have your credentials from your VPN provider for

L2TP/IPSec connection ready. This information should contain the following:

Username, ex. bill2

Password, ex. verysecretpassword

VPN server, ex. tunnel.greenhost.nl

A Pre-Shared-Key or Machine-certificate

 

1. Before getting started, please be sure you've read the paragraph "testing

before and after account set up", this way you will be able to validate if

your connection is actually working after set up. 

2. We need to go to the "Network and Sharing Center" of Windows to create a

new VPN connection. We can access this center easily by clicking on the

network icon next to the systemclock en click on "open Network and

Sharing Center" 

3. The "Network and Sharing Center" will popup. You will see some

information about your current network. Click on "Connect to a network" to
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add a VPN connection. 

4. The wizard to setup a connection will popup. Choose the option to "connect

to a workplace", which is Microsoft's way of naming a VPN connection. 
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5. The next screen asks us if we want to use our Internet connection or an old-

skool phone line to connect to the VPN. Just choose the first option then. 

  

6. The next screen asks for the connection details. Enter here the server of
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your VPN-provider (called "Internet address" in this dialog). On the bottom

please check the box "Don't connect now; just set it up". Using this option

the connection will be automatically saved and it's easier to control extra

settings. If this is all done, hit the "next" button 

7. Next up are your username and password. Just give them like you received

them from your VPN-provider. If the connection fails, Windows forgets

them. So keep them with you, you maybe need them later. If this is done.

Click "create". 
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8. Your connection is now available, if you click the the network icon again,

you will see a new option in the network menu, the name of your VPN

connection, just click it to connect. 
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9. And click "connect" 
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10. A VPN connection dialog appears. This give us the opportunity to review

our settings and to connect. You can try to connect, Windows will try to

discover all other settings automatically. Unfortunately, this does not

always work, so if this is not working for you, hit the "properties" button. 
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11. The properties windows appear. The most important page is the "Security"

page, click on the Security tab to open it. 
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12. In the security tab you can specify VPN type, normally L2TP/IPSec. Do not

use PPTP as it has several security vulnerabilities. For L2TP/IPSec also have

a look at the Advanced settings.
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13. In the Advanced Settings window, you can specify if you are using a pre-

shared key or a certificate. This depends on your VPN-provider. If you have

received a pre-shared-key, Select this option and fill in this key. Hit ok

afterwards. You will return to the previous window, click ok there also 
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14. Back in to connection window try to connect now. Please be sure your

username and password are filled out. 
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15. A connection popup will appear 

16. Online! Don't forget to check if your VPN is working properly. 
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MAKE SURE IT WORKS

Probably one of the first things that you would like to make sure of right after

your VPN connection has been set up is whether your data is actually passing via

the VPN network. The simplest (and reliable) test is to check what your "external"

IP address is, the address which you are exposing to the Internet. There are

numerous websites online that can report your IP address and its geo-location.

 

One of such services is: http://www.myip.se (and try using others too!)

 

Hoping that you have followed our advice and chose a VPN provider from a foreign

country (rather then the country you are in) you will see that your IP geo-location

reported as a remote location. Nowadays, almost any online search engine will

report your IP address if you search for "my ip". To be absolutely sure that your

traffic is redirected via the VPN simply search for "my ip" before connecting to

VPN and beyond.. The results should differ.

 

Once you know that your external IP has been changed to the IP of your VPN

server you can rest assured your communication is encrypted - VPN connection

would not succeed were there any errors.
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INSTALLING TRUECRYPT

TrueCrypt can be installed on Windows, Linux, or Mac OSX. The installation

files are available here: http://www.truecrypt.org/downloads

The following gives complete detail on how to install TrueCrypt on your

computer for each of these Operating Systems, starting with Ubuntu.

INSTALLING ON UBUNTU

TrueCrypt is not available in the standard Ubuntu repositories. This means

you cannot use the Ubuntu Software Center or apt-get (a command line

method for installing software on Ubuntu) to install it. Instead you must first

visit the TrueCrypt downloads page (http://www.truecrypt.org/downloads).

You will see a drop-down menu under the heading Linux.

From the '(Select a package)' drop down menu you can choose from four

options:

This is a little technical - the console version is the one you choose if you are

either very technical and don't like Graphical User Interfaces or you wish to

run this on a machine that you have only a terminal (command line or 'shell')

access to (like a remote server for example).

Assuming you are running this in your laptop its best to choose the easy

'standard' option - this will give you a nice user interface to use. From these

http://www.truecrypt.org/downloads
http://www.truecrypt.org/downloads
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two options you need to choose the one most suitable for the architecture of

your machine. Don't know what this means? Well, it basically comes down to

the type of hardware (processor) running on your computer, the options are

32-bit or 64-bit. Unfortunately Ubuntu does not make it easy for you to find

this information if you don't already know it. You need to open a 'terminal'

from the Applications->Accessories menu and type the following, followed by

the [enter] key

 uname -a

The output will be something like 'Linux bigsy 2.6.32-30-generic #59-Ubuntu

SMP Tue Mar 1 21:30:46 UTC 2011 x86_64 GNU/Linux'. In this instance you

can see the architecture is 64-bit ('x86_64'). In this example I would choose

the 'Standard - 64-bit (x64)' option. If you see 'i686'  somewhere in the output

of the uname command then you would choose the other standard option to

download.

Once selected press the 'download' button and save the file to somewhere on

your computer.

So the installation process is still not over. The file you downloaded is a

compressed file (to make downloading it is faster) and you need to first de-

compress the file before you install it. Fortunately Ubuntu makes this easy -

simply browse to the file on your computer and right click on it and choose

'Extract Here'.
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You will see a new file appear next to the compressed file:

Nearly done! Now right click on the new file and choose 'open' :
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If all is well you will see a window open like this:

Choose 'run' and you see the following:
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Now we are getting somewhere...press 'Install TrueCrypt'. You will be

displayed a user agreement. At the bottom press 'I accept and agree to be

bound by the license terms' (sounds serious). You will then be shown another

info screen telling you you can uninstall TrueCrypt. Press 'OK' then you will

be asked for your password to install software on your computer. Enter your

password and then you will finally see a screen like this:

Believe it or now your are done...TrueCrypt is installed and you can access it

from the Applications->accessories menu...close the setup window. Now

proceed to the chapter on Using TrueCrypt.

INSTALLING ON OSX
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INSTALLING ON OSX

1. To install TrueCrypt on OSX first visit the download page

(http://www.truecrypt.org/downloads) and press the download button under

the OSX section.

2. Download this to your computer find the .dmg file and open it to access the

installation package.

3. Open the installation package, and click away through the dialogues.

http://www.truecrypt.org/downloads
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4. Choose the standard installation. (you can choose to do a customized

installation and deselect FUSE, but why would you? You need it!)

6. After the installation finishes you can find the program in your

Applications folder
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INSTALLING ON WINDOWS

To install TrueCrypt on Windows first visit the download page

(http://www.truecrypt.org/downloads) and press the download button under

the Windows section.

Download this to your computer and then double click on the file. You will

see a license agreement.

http://www.truecrypt.org/downloads
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Click on 'I accept and agree to be bound by the license terms' and then click

'Accept'.

Leave the above screen with the defaults and press 'Next >' and you will be

taken to the Setup Options window:

You can leave this with the defaults. If you want to set up TrueCrypt just for

yourself then consider not selecting the 'Install for all users'. However if you

are installing this on your own machine and no one else uses the computer

then this is not necessary. You may also wish to consider installing TrueCrypt

in a folder other than the default. In which case click 'Browse' and choose

another location. When you are done click 'Install' and the process will

proceed:

When the installation is complete you will get a verification popup that it was

successful. Close this window and click 'Finish' and all is done. Now proceed

to the chapter on Using TrueCrypt.
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USING TRUECRYPT

The following are step-by-step instructions on how to create, mount, and use

a TrueCrypt volume.

CREATING A TRUECRYPT CONTAINER

Step 1:

Install TrueCrypt. Then launch TrueCrypt by

double-clicking the file TrueCrypt.exe in Windows

opening Applications->Accessories->TrueCrypt in Ubuntu

on MacOSX open it by clicking Go > Applications. Find TrueCrypt in the

Applications folder and double click on it.

Step 2:

When the main TrueCrypt window appears. Click Create Volume.
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Step 3:

You should see the TrueCrypt Volume Creation Wizard window appear on

screen.

 Where do you

want to create the TrueCrypt volume? You need to choose now. This can be
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in a file, which is also called a container, in a partition or drive. The following

steps will take you through the first option creating a TrueCrypt volume

within a file.

You can just click Next, as the option is selected by default,

Step 4:

Next you need to choose whether to create a standard or hidden TrueCrypt

volume. We will walk you through the former option and create a standard

TrueCrypt volume.

You can just click Next, as the option is selected by default. 

Step 5:

Now you have to specify where to have the TrueCrypt volume (file

container) created. Note that a TrueCrypt container behaves like any normal

file. It can be moved or deleted as any normal file.
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Click Select File.

The standard file selector will now appear on screen (the TrueCrypt Volume

Creation Wizard remains open in the background). You need to browse to the

folder that the file should be created in and then type into the 'name' field the

name for the file you wish to create.
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We will create our TrueCrypt volume in the folder 'adam/true' and the

filename of the volume (container) will be 'myencryptedfile'. You may, of

course, choose any other filename and location you like (for example, on a

USB stick). Note that the file 'myencryptedfile' does not exist yet - TrueCrypt

will create it. Press 'Save' when you are ready. The file selector window

should close.

IMPORTANT: Note that TrueCrypt will not encrypt any existing files. If an

existing file is selected in this step, it will be overwritten and replaced by the

newly created volume (the contents of the existing file will be lost). You will

be able to encrypt existing files later on by moving them to the TrueCrypt

volume that we are creating now.

Step 6:

In the Volume Creation Wizard window (which was previously running in

the background), click Next.

Step 7:

Here you can choose an encryption algorithm and a hash algorithm for the

volume. 
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The TrueCrypt manual suggests that if you are not sure what to select here,

you can use the default settings and click Next (for more information about

each setting have a look at the TrueCrypt documentation website).

Step 8:

Now choose the size of your container. You should be fine with 1 megabyte

but for this example we will enter '20' into the available field.

You may, of course, specify a different size. After you type the desired size in

the input field, click Next.

Step 9:

This step is really important, choosing a password.

The information displayed in the Wizard window about what is considered a

good password, should be read carefully.

Choose a strong password, type it in the first input field. Then re-type it in

the input field below the first one.
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When you are done click Next.

Step 10:

Now you must choose the format of your partition (this step may not be

available for you under windows or OSX). If using Ubuntu you can choose a

Linux file type or FAT (Windows) for simplicity leave it at the default.

Then press Next. 
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Step 11:

Next TrueCrypt tries to generate random information to help encrypt your

container. For 30 seconds move your mouse as randomly as possible within

the Volume Creation Wizard window. Move the mouse as much as possible

for up to a minute. This significantly increases security by increasing the

cryptographic strength of the encryption keys. security). Move your mouse

around until you are bored. 

Then Click Format.

TrueCrypt will now create a file in the folder you selected with the name you

chose. This file will be a TrueCrypt container, containing the encrypted

TrueCrypt volume. This may take some time depending on the size of the

volume. When it finishes this should appear:
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Click OK to close the dialog box.

Step 11:

Well done! You've just successfully created a TrueCrypt volume (file

container).

In the TrueCrypt Volume Creation Wizard window, click Exit.

MOUNTING THE ENCRYPTED VOLUME 

Step 1:

Open up TrueCrypt again.

Step 2:

Make sure one of the 'Slots' is chosen (it doesn't matter which - you can leave

at the default first item in the list). Click Select File.
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The standard file selector window should appear.

Step 3:

In the file selector, browse to the container file (which we created earlier) and

select it.
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Click Open (in the file selector window).

The file selector window should disappear.

Step 4:

In the main TrueCrypt window, click Mount.
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Password prompt dialog window should appear.

Step 5:

Type the password in the password input field.

Step 6:

Click OK in the password prompt window.

TrueCrypt will now attempt to mount the volume. If the password is correct,
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the volume will be mounted.

If the password is incorrect (for example, if you typed it incorrectly),

TrueCrypt will notify you and you will need to repeat the previous step (type

the password again and click OK).

Step 7:

We have just successfully mounted the container as a virtual disk 1. The

container will appear on your Desktop or you will see it in your file browser.

WHAT DOES THIS MEAN?
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WHAT DOES THIS MEAN?

The disk that you have just created is completely encrypted and behaves like

a real disk. Saving (moving, copying, etc) files to this disk will allow you to

encrypt files on the fly.

You'll be able to open a file which is stored on a TrueCrypt volume, which

will automatically be decrypted to RAM while it is being read, and you won't

need to enter your password each time. You'll only need to enter this when

your mounting the volume.

REMEMBER TO DISMOUNT!

To do this right click on the drive and select unmount. This will

automatically happen when you turn off your computer but will not happen

if you just put the computer on sleep.
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SETTING UP A HIDDEN VOLUME

A TrueCrypt hidden volume exists within the free space of a typical

TrueCrypt volume. Given then the 'outer volume' is accessed it is (almost)

impossible to determine if there is a hidden volume within it. This is because

TrueCrypt always fills the empty space of an encrypted volume with random

data. So a hidden volume looks the same as an empty TrueCrypt volume.

To create and use a hidden volume you need two passwords - one each for

the outer and inner (hidden) volumes. When you mount (open) the volume

you can use either password and that will determine which of the two is

opened. If you want to open just the hidden volume you use one password,

and if you want to access just the non-hidden encrypted volume you use the

other password.

To create a hidden volume open TrueCrypt and press the 'Create Volume'

button:
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The options for half of this process are almost the same as for setting up a

standard TrueCrypt volume and then the process continues for setting up the

hidden volume but lets go through the entire process step by step anyway. In

the screen shown below you just want to stay with the default setting 'Create

an encrypted file container':

Press 'Next >' and continue to the next screen.

In the above screen you want to be sure that you choose the second option

'Hidden TrueCrypt Volume'. Select this and click on 'Next >' you will then be

asked to choose the location and name of the TrueCrypt outer volume.
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Click 'Select File...' and browse to a location for a new TrueCrypt volume. We

will use the name 'myencryptedfile' in this example. Its the same name as we

used in the last example so be aware that if you have just followed those

instructions you must now create a new volume with a new name.

Browse to the directory where you want to put the outer volume and enter
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the name of the volume in the field named 'Name' as in the example above.

When you are satisfied all is well click on 'Save'. The file browser will close

and you return to the Wizard. Click 'Next >'. Here you are presented with

some very technical choices. Don't worry about them. Leave them at the

defaults and click 'Next >'. The next screen asks you to determine the size of

the outer volume. Note that when you do this the maximum inner 'hidden'

volume size is determined by TrueCrypt. This maximum size will of course

be smaller that the size you are setting on this screen. If you are not sure

what the ratio of outer volume size to inner (hidden) volume size is then go

through the process now as a 'dummy' run - you can always trash the

encrypted volume and start again (no harm done).

So choose the size of the outer volume, I will choose 20MB as shown below:

You cannot set the outer volume size to be larger than the amount of free

space you have available on your disk. TrueCrypt tells you the maximum

possible size in bold letters so create a volume size smaller than that. Then

click 'Next >' and you will be taken to a screen asking you to set a password

for the outer (not the hidden, this comes later) volume.
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Enter a password that is strong (see the chapter on creating good passwords)

and press 'Next >'. Next TrueCrypt wants you to help it create the random

data it will fill the volume up with. So wave your mouse around, browse the

web, and do whatever you want for as long as you can. When you feel

TrueCrypt should be happy then press 'Format'. You will see a progress bar

zip by and then you will be presented with the next screen:

You can open the outer volume if you like but for this chapter we will skip

that and go ahead to create the hidden volume. Press 'Next >' and TrueCrypt

will work out how the maximum possible size of the hidden volume.

 

When you see the above screen just press 'Next >'.  Now you must choose the

encryption type for the hidden volume. Leave it at the defaults and press

'Next >'.

Now you will be asked to choose the size of the hidden volume.
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I have set (as you see above) the maximum size as 10MB. When you have set

your maximum size press 'Next >' and you will be promoted to create a

password for the hidden volume.

When creating the password for the hidden volume make sure you make it

substantially different fro the password for the outer volume. If someone

really does access your drive and finds out the password for the outer volume

they might try variations on this password to see if there is also a hidden

volume. So make sure the two passwords are not alike.

Enter your password in the two fields and press 'Next >'. 

Leave this window at the defaults and press 'Next >' and you will be presented

with the same screen you have seen before to generate random data for

TrueCrypt. When you are happy click 'Format' and you should see the

following :
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The TrueCrypt manual it is referring to is not this manual. They mean this

manual : http://www.truecrypt.org/docs/

Click 'OK' and keep and exit TrueCrypt. You can now mount the volume as

noted in the previous chapter.
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SECURELY DESTROYING DATA

Just hit the delete button and you are done! No it's not that easy. To

understand how to securely delete data, we have to understand how data is

stored. In an analogy to the real world, an explanation of how data is stored

follows:

Assume you have a small notebook with 10 pages and you want to write

some data in this notebook. You just start writing on the first page up to the

end of the notebook. Maybe you decide the information on page 5 must be

destroyed. Probably you will just take out the page and burn it.

Unfortunately data on a harddisk doesn't work this way. A harddisk contains

not ten but thousands or maybe even millions of pages. Also it's impossible to

take out a "page" of a harddisk and destroy it. To explain how a harddisk

work, we will continue with our 10-page notebook example. But now we will

work a little bit different with it. We will work in a way similar to how a

harddisk works.

This time we use the first page of our notebook as an index. Assume we write

a piece about "WikiLeaks", then on the first page we write a line "piece about

WikiLeaks: see page 2". The actual piece is then written on page 2.

For the next document, a piece about "Goldman Sachs" we add a line on page

1, "Goldman Sachs: see page 3". We can continue this way till our notebook is

full. Let's assume the first page will look like this:

WikiLeaks -> see page 2

Goldman Sachs -> see page 3

Monstanto scandal -> see page 4

Holiday pictures -> see page 5

KGB Investigation -> see page 6

Al Jazeeraa contacts -> see page 7

Iran nuclear program -> see page 8

Sudan investigation -> see page 9

Infiltration in EU-politics -> see page 10
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Now, let's decide you want to wipe the "Goldman Sachs" piece, what a

harddisk will do, it will only remove the entry on the first page, but not the

actual data, your index will be:

WikiLeaks -> see page 2

Monstanto scandal -> see page 4

Holiday pictures -> see page 5

KGB Investigation -> see page 6

Al Jazeeraa contacts -> see page 7

Iran nuclear program -> see page 8

Sudan investigation -> see page 9

Infiltration in EU-politics -> see page 10

What we did, we removed only the reference to the article, but if we open

page 3, we will still able to read the Goldman Sachs piece. This is exactly the

way what a harddisk does when your "delete" a file. With specialized software

it still able to "recover" page 3.

To securely delete data, we should do the following:

1. Open the "Goldman Sachs" page (page 3)

2. Use an eraser to remove the article there, if done return to page 1

3. Delete the reference in the index on page 1

Well you will be surprised by the similarity between this example and the real

world. You know when you removed the article on page 3 with an eraser, it is

still possible to read the article slightly. The pencil leaves a track on the paper

because of the pressure of the pencil on the paper and also you will be unable

to erase all of the graphite. Small traces are left behind on the paper. If you

really need this article, you can reconstruct (parts) of it, even if it's erased.

With a harddisk this is very similar. Even if you erased every piece of data, it

is sometimes possible with (very) specialized hardware to recover pieces of

the data. If the data is very confidential and must be erased with the greatest

care, you can use software to "overwrite" all pieces of data with random data.

When this is done multiple times, this will make the data untraceable.

AN IMPORTANT NOTE ON SOLID STATE HARD DRIVES
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AN IMPORTANT NOTE ON SOLID STATE HARD DRIVES

The instructions below explain how to use file deletion tools to securely

delete files from your hard drives. These tools rely on the Operating System

you are using being able to directly address every byte on the hard drive in

order to tell the drive "set byte number X to 0". Unfortunately, due to a

number of advanced technologies used by Solid State Drives (SSDs) such as

TRIM, it is not always possible to ensure with 100% certainty that every part of

a file on an SSD has been erased using the tools below.

AN IMPORTANT NOTE ON JOURNALED FILE SYSTEMS

Data Journaling is a feature of several modern file systems and presents a risk

to secure data deletion. File-systems of this type include Ext3 and Ext4

(Linux), compressed file systems and RAID-based file systems.

The manual page for the deletion program Wipe says:

No secure deletion program that does filesystem-level calls can sanitize

files on such filesystems, because sensitive data and metadata can be

written to the journal, which cannot be readily accessed. Per-file secure

deletion is better implemented in the operating system.

The manual page for the deletion program Shred says:

CAUTION: Note that shred relies on a very important assumption: that

the file system overwrites data in place. This is the traditional way to do

things, but many modern file system designs do not satisfy this

assumption.

The following are examples of file systems on which shred is not

effective, or is not guaranteed to be effective in all file system modes:

log-structured or journaled file systems, such as those supplied with

AIX and Solaris (and JFS, ReiserFS, XFS, Ext3, etc.)

file systems that write redundant data and carry on even if some

writes fail, such as RAID-based file systems * file systems that make

snapshots, such as Network Appliance's NFS server

file systems that cache in temporary locations, such as NFS version 3
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clients

compressed file systems In the case of ext3 file systems, the above

disclaimer applies (and shred is thus of limited effectiveness) only in

data=journal mode, which journals file data in addition to just

metadata. In both the data=ordered (default) and data=writeback

modes, shred works as usual. Ext3 journaling modes can be changed

by adding the data=something option to the mount options for a

particular file system in the /etc/fstab file, as documented in the

mount man page (man mount).

If you wish to delete data from a journaled file-system on Linux (mounted in

data=journal mode) you should remount it in another mode. To be sure,

remount your disk in Linux in data=ordered mode. See the manual page for

the program mount on your system. Solaris users or those with RAID systems

are outside of the scope of this manual. Please see the relevant documentation

and/or research your special case in order to be sure you are securely deleting

your data.

SECURELY DELETE DATA UNDER WINDOWS

For Windows there is a good open source tool called "File Shredder". This tool

can be downloaded from http://www.fileshredder.org

The installation is very straightforward, just download the application and

install it by hitting the next button. After installation this application will

automatically start. You can then start using it for shredding files. However

the best part of the program is that you can use it from within windows itself

by right clicking on a file.

1. Click right on the file you want to shred, and choose File Shredder -> Secure

delete files 

http://www.fileshredder.org/
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2. A pop-up asks if you really want to shred this file 

3. After confirming, there your file goes. Depending on the size of the file this

can take a while 

SECURELY DELETE DATA UNDER MACOSX
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SECURELY DELETE DATA UNDER MACOSX

There are basically to build-in steps to make to securely delete your data on

Mac OSX.

1. Erase the free-space on your hard-drive containing all the data of items

which are deleted in an insecure way.

2. Make sure that every file from then on is always securely deleted.

We start with the first one:

Erasing Free Space

1. Open Disk-Utility which resides in the Utilities folder inside the

Applications folder.

2. Select your hard drive and click on 'Erase Free Space'.
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3. Three options will appear, from top to bottom more secure, but also they

take much more time to complete. Read the descriptions on each one of them

to get an idea from what will happen if you use them and then choose which

one might suite your needs the best and click 'Erase free Space'.

If time is no issue, then use the most secure method and enjoy your free time

to get a good coffee while you Mac crunches away on this task. If the crooks

are already knocking on your front-door you might want to use the fastest

way.
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Securely Erasing Files

Now that your previously deleted data is once and for ever securely erased

you should make sure that you don't create any new data that might be

recovered at a later date.

1. To do this open the finder preferences under the Finder Menu.
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2. Go to the advanced tab and tick 'Empty trash securely'. This will make sure

that every time you empty your trash all the items in it will be securely

deleted and are really gone!

Note 1: Deleting your files securely will take longer then just deleting them. If

you have to erase big portions of unimportant data (say your movie and mp3

collection) you may wanna untick this option before doing so.

SECURELY DELETE DATA UNDER UBUNTU/LINUX

Before we start, please see An important note on Journaled File

Systems, above.
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Unfortunately currently there is no graphical user interface available for

Ubuntu to delete files secure. There are two command-line programs

available though.

shred

wipe

Shred is installed in Ubuntu by default and can delete single files. Wipe is not

installed by default but can easily be installed with using Ubuntu Software

Center or if you understand the command line you can install it with apt-get

install wipe. Wipe is a little more secure and has nicer options.

It is possible make access to these program's easy by adding it as an extra

menu option

1. We assume you are familiar with the Ubuntu Software Center. To

add the securely wipe option, it's required to install these two

programs wipe and nautilus-actions 

If the two programs are installed follow the following steps. If they

are not installed use the Ubuntu Software Center to install them or

on the command line simply type apt-get install nautilus-actions wipe

2. Open the "Nautilus Actions Configuration" from the System ->

Preferences menu 

3. We have to add a new action. To do this, start clicking on the "create
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new action button", the first option in the toolbar 

4. Next is describing the new action. You can give the action every name

you wish. Fill out this title in the "Context label" field. In this

example we used "Delete file securely" 
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5. Click on the second tab ("Command"), here is how we specify the

action we want. In the field "Path", type "wipe", in the field

parameters type "-rf %M", please be sure about the capitalisation of

all characters here, this is very important. 

6. Next is specifying the conditions, click on the conditions tab and

choose the option "Both" in the "Appears if selection contains..." box.

With this option you can wipe both files and folders securely. If done,

click the save button (second item on the icon bottom toolbar) or use

the menu File->Save 
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7. Now close the Nautilus Actions Configuration tool. Unfortunately,

after this, you have to re-login into your system, so ether reboot or

logout/login. 

8. Now browse to the file you want to securely delete and right click:
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Choose 'Delete File Securely'. The file will then be wiped 'quietly' - you do not

get any feedback or notice that the process has started or stopped. However

the process is underway. It takes some time to securely delete data and the

bigger the file the longer it takes. When it is complete the icon for the file to

be wiped will disappear. If you would like to add some feedback you can

change the parameters field in Nautilius Actions Configuration tool to this:
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-rf %M | zenity --info --text "your wipe is underway please be patient.

The icon of the file to be wiped will disappear shortly."

The above line will tell you the process is underway but you will not know

the file is deleted until the icon disappears. 
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INSTALLING CSIPSIMPLE

CSipSimple is a program for Android devices that allows for making

encrypted calls. Naturally the calling software isn't enough on its own and we

need a communication network to enable us to make calls.

INTRODUCING THE OSTN NETWORK

If you already know about OSTN and have an account, you can skip this

section.

OSTN (Open {Secure, Source, Standards} Telephony Network -

https://guardianproject.info/wiki/OSTN) is an attempt to define a standard

Voice over IP (VoIP) setup using the Session Initiation Protocol (SIP) that

enables end-to-end encrypted calls. Similar to e-mail, SIP allows people to

choose their service provider while still being able to call each other even if

they are not using the same provider. Yet, not all SIP providers offer OSTN

and both providers have to support OSTN for the call to be secure. Once a

connection between two people is established, the audio data is exchanged

directly between the two parties. Data is encrypted according to the Secure

Real-time Transport Protocol (SRTP).

A majority of encrypting VoIP applications currently use Session Description

Protocol Security Descriptions for Media Streams (SDES) with hop-by-hop

Transport Layer Security (TLS) to exchange secret master keys for SRTP.

This method is not end-to-end secure as the SRTP keys are visible in plaintext

to any SIP proxy or provider involved in the call.

ZRTP is a cryptographic key-agreement protocol to negotiate the keys for

encryption between two parties. ZRTP end points use the media stream

rather than the signaling stream to establish the SRTP encryption keys. Since

the media stream is a direct connection between the calling parties, there is

no way for the SIP providers or proxies to intercept the SRTP keys. ZRTP

provides a useful reassurance to end-users that they have a secure line. By
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reading and comparing a word pair, users can be certain that the key

exchange has completed.

Open Secure Telephony (https://ostel.me/) is a testbed for OSTN that worked

well at the time of writing this book. At https://ostel.me/users/sign_up you

can sign up and create an account. You can also check the OSTN page listed

above for other providers.

CSIPSIMPLE

CSipSimple is a free and open source client for Android that works well with

OSTN. You can find it at https://market.android.com/details?

id=com.csipsimple

To use CSipSimple with ostel.me, select OSTN in the generic wizards when

creating an account and enter username, password and server as provided

after signing up at https://ostel.me/users/sign_up 

Once you call another party with CSipSimple you see a yellow bar with ZRTP

and the verification word pair. You now have established a secure voice

connection that cannot be intercepted. Still, you should be aware that your

phone or the phone of the other party could be set up to record the

conversation.

Basic steps:

1. Install CSipSimple from Google Play store or other trusted source

2. Start it up and choose if you want to make SIP calls via data connection or

only WiFi

3. Configure your account

To use CSipSimple with ostel.me, select OSTN in the Generic Wizards section

when creating an account. You can toggle off the "United States" providers by

clicking on "United States". Now select OSTN:
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Now you can enter your username (number), password and server (ostel.me)

as provided after signing up at https://ostel.me/users/sign_up.
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Now you can make a call. The first time you connect to someone with ZRTP

you have to verify that the key exchange was successful. In the example

below the confirmation word is "cieh", you can already talk to the other party

and make sure you both see the same word. Once done, press ok.
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You now have established a secure voice connection that cannot be

intercepted. Beware that your or the phone of the other party could be

recording your conversation.
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SETTING UP ENCRYPTED INSTANT

MESSAGING

ANDROID - INSTALLING GIBBERBOT

https://guardianproject.info/apps/gibber/

Gibberbot is a secure chat client capable of end-to-end encryption. It works

with Google, Facebook, any Jabber or XMPP server. Gibberbot uses the Off-

The-Record encryption standard (OTR) to enable true verifiable end-to-end

encrypted communications.

You can install Gibberbot through the Google Play store or from another

trusted source.

You can securely chat with other programs with OTR support such as

Adium, Pidgin on the desktop, Gibberbot on Android or ChatSecure on iOS.

IOS - INSTALLING CHATSECURE

http://chrisballinger.info/apps/chatsecure/

ChatSecure is a secure chat client capable of end-to-end encryption. It works

with Google, Facebook, any Jabber or XMPP server. ChatSecure uses the Off-

the-Record encryption standard (OTR) to enable true verifiable end-to-end

encrypted communications.

You can install ChatSecure through the iTunes store

You can securely chat with other programs with OTR support such as

Adium, Pidgin on the desktop, Gibberbot on Android or ChatSecure on iOS.

UBUNTU - INSTALLING PIDGIN

http://pidgin.im/

Pidgin is a secure chat client capable of end-to-end encryption. It works with

Google, Facebook, any Jabber or XMPP server. Pidgin uses the Off-the-Record

https://guardianproject.info/apps/gibber/
http://chrisballinger.info/apps/chatsecure/
http://pidgin.im/
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encryption standard (OTR) to enable true verifiable end-to-end encrypted

communications.

You can install via Ubuntu Software Center, search for pidgin-otr to install

pidgin and the pidgin otr plugin.

Once installed you can enable otr for any account you setup in pidgin.

You can securely chat with other programs with OTR support such as

Adium, Pidgin on the desktop, Gibberbot on Android or ChatSecure on iOS.

OS X - INSTALLING ADIUM

http://www.adium.im/

Adium is a secure chat client capable of end-to-end encryption. It works with

Google, Facebook, any Jabber or XMPP server. Adium uses the Off-the-

Record encryption standard (OTR) to enable true verifiable end-to-end

encrypted communications.

Installing Adium is similar to installing most Mac OS X applications.

1. Download the Adium disk image from http://www.adium.im/. 

2. If an Adium window doesn't open automatically, double click the

downloaded file

3. Drag the Adium application to your Applications folder.

4. "Eject" the Adium disk image, which has an icon of a drive

5. The Adium disk image will still be present in your download folder

(probably on your desktop). You can drag this file to the trash, as it is no

longer needed.

6. To load Adium, locate it in the Applications folder and double click. 

You can securely chat with other programs with OTR support such as

Adium, Pidgin on the desktop, Gibberbot on Android or ChatSecure on iOS.

WINDOWS - INSTALLING PIDGIN

http://pidgin.in/

Pidgin is a secure chat client capable of end-to-end encryption. It works with

http://www.adium.im/
http://www.adium.im/
http://pidgin.in/
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Google, Facebook, any Jabber or XMPP server. Pidgin uses the Off-the-Record

encryption standard (OTR) to enable true verifiable end-to-end encrypted

communications.

To use Pidgin with OTR on Windows, you have to install Pidgin and the OTR

plugin for Pidgin.

1. Download the latest version of Pidgin

from http://www.pidgin.im/download/windows/

2. Run the Pidgin Installer

3. Download the latest version of "OTR plugin for

Pidgin" from http://www.cypherpunks.ca/otr/#downloads

4. Run the OTR Plugin Installer

Now you can use OTR with any account you setup in Pidgin.

You can securely chat with other programs with OTR support such as

Adium, Pidgin on the desktop, Gibberbot on Android or ChatSecure on iOS.

ALL OS - CRYPTO.CAT

https://crypto.cat

Cryptocat is an open source web application intended to allow secure,

encrypted online chatting. Cryptocat encrypts chats on the client side, only

trusting the server with data that is already encrypted. Cryptocat is delivered

as a browser extension and offers plugins for Google Chrome, Mozilla

Firefox and Apple Safari.

Cryptocat intends to provide means for impromptu, encrypted

communications that offer more privacy than services such as Google Talk,

while maintaining a higher level of accessibility than other high-

level encryption platforms, and furthermore allows for multiple users in one

chat room.

CHAT LOG FILES

http://www.pidgin.im/download/windows/
http://www.cypherpunks.ca/otr/#downloads
https://crypto.cat/
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CHAT LOG FILES

Some of the Chat Clients listed above e.g. Adium, store plaintext,

unencrypted Chat Logs, often by default, even when the OTR "security /

privacy" plug-in is installed.

If you are taking OTR precautions to protect your chats from snoopers over

the wire or over the air, you should either double check that you have

manually switched off Chat Session Logging, or ensure that the Chat Logs

you deliberately intend to keep are created on an encrypted disk drive or

volume, in case your computer is lost, stolen or seized. It is also worth asking

the person you are chatting with if they are inadvertently logging the chat

with their own Chat Client software.

http://trac.adium.im/ticket/15722
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INSTALLING I2P ON UBUNTU

1. Open a terminal and enter: 

sudo apt-add-repository ppa:i2p-maintainers/i2p
This command will add the PPA to /etc/apt/sources.list.d and fetch the gpg

key that the repository has been signed with. The GPG key ensures that

the packages have not been tampered with since being built.

2. Notify your package manager of the new PPA by entering

sudo apt-get update
This command will retrieve the latest list of software from each repository

that is enabled on your system, including the I2P PPA that was added with

the earlier command.

3. You are now ready to install I2P! 

sudo apt-get install i2p
4. Your browse should open up with your local I2P router console, to browse

i2p domains you have to configure your browser to use the i2p proxy. Also

check your connection status on the left side on the router console. If your

status is Network: Firewalled your connection will be rather slow. The

first time you start I2P it may take a few minutes to integrate you into the

network and find additional peers to optimize your integration, so please be

patient.

From the Tools menu, select Options to bring up the Firefox settings panel.

Click the icon labelled Advanced, then click on the Network tab. In the

Connections section, click on the Settings button. You'll see a Window like the

following:
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In the Connection Settings window, click the circle next to Manual proxy

configuration, then enter 127.0.0.1, port 4444 in the HTTP Proxy field. Enter

127.0.0.1, port 4445 in the SSL Proxy field. Be sure to enter localhost and

127.0.0.1 into the "No Proxy for" box.
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For more information and proxy settings for other browsers check

http://www.i2p2.de/htproxyports.htm

http://www.i2p2.de/htproxyports.html
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THE NECESSITY OF OPEN SOURCE

The last 20 years have seen network technology reaching ever more deeply

into our lives, informing how we communicate and act within the world.

With this come inherent risks: the less we understand the network

environment we depend upon, the more vulnerable we are to exploitation.

This ignorance is something traditionally enjoyed by criminals. In recent

years however some corporations and governments have exploited civilian

ignorance in a quest for increased control. This flagrant and often covert

denial of dignity breaches many basic rights, the right to privacy, in

particular.

Closed source software has been a great boon to such exploitation ď primarily

due to the fact there is no code available for open, decentralised security

auditing by the community . Under the auspices of hiding trade secrets,

closed-source software developers have proven to be unwilling to explain to

users how their programs work. This might not always be an issue were it

not for the high stakes: identity theft, the distribution of deeply personal

opinion and sentiment, a persons diverse interests and even his/her home

increasingly come into close contact with software in a world-wide network

context. As such, many people find themselves using software for personal

purposes with full trust that it are secure. The Windows operating system

itself is the most obvious real-world example. Apple's OS X follows close

behind, with large portions of the operating system's inner-workings barred

from public inspection.

In Cryptography there is a strong principle, established in the 19th century by

Auguste Kerckhoff (and hence named after him) which demands that

"[the encryption method] must not be required to be secret, and it must

be able to fall into the hands of the enemy without inconvenience".

While this principle has been taken further by most scientific and (of course)

open source communities ď publishing their methods and inner-workings
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upfront, so potential weaknesses can be pointed out and fixed before further

distribution ď most distributors of proprietary software rely on obfuscation to

hide the weaknesses of their software. As such they often prove to address

newly discovered vulnerabilities in a non-transparent way ď leaving many

trusting users at risk of exploitation.

Of course it must be said that Open Source Software is as secure as you make

it (and there is a lot of OSS written by beginners). However there are many

good examples of well written, well managed software which have such a

large (and concerned) user base that even the tiniest of mistakes are quickly

found and dealt with. This is especially the case with software depended upon

in a network context.

To use closed source software in a network context is not only to be a

minority, it is to be overlooked by a vast community of concerned researchers

and specialists that have your privacy and safety in mind.

N.B. There is also a more cynical view of Open Source Software, which points

out that since nobody is paid full time to constantly review and regression

test the latest tinkering by unskilled or deliberately malicious programmers, it

can also suffer from major security weaknesses which go undetected for long

periods of time in complicated software, leaving it vulnerable to hackers,

criminals and intelligence agencies etc. e.g. the (now fixed) Debian Linux

predictable random number generator problem which led to the creation of

lots of weak cryptographic keys.
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CRYPTOGRAPHY AND ENCRYPTION

Cryptography and encryption are similar terms, the former being the science

and latter the implementation of it. The history of the subject can be traced

back to ancient civilisations, when the first humans began to organise

themselves into groups. This was driven in part by the realisation that we

were in competition for resources and tribal organisation, warfare and so

forth were necessary, so as to keep on top of the heap. In this respect

cryptography and encryption are rooted in warfare, progression and resource

management, where it was necessary to send secret messages to each other

without the enemy deciphering ones moves.

Writing is actually one of the earliest forms of cryptography as not everyone

could read. The word cryptography stems from the Greek words kryptos

(hidden) and graphein (writing). In this respect cryptography and encryption

in their simplest form refer to the writing of hidden messages, which require

a system or rule to decode and read them. Essentially this enables you to

protect your privacy by scrambling information in a way that it is only

recoverable with certain knowledge (passwords or passphrases) or possession

(a key).

Put in another way, encryption is the translation of information written in

plaintext into a non-readable form (ciphertext) using algorithmic schemes

(ciphers). The goal is to use the right key to unlock the ciphertext and return

it back into its original plain text form so it becomes readable again.

Although most encryption methods refer to written word, during World War

Two, the US military used Navajo Indians, who traveled between camps

sending messages in their native tongue. The reason the army used the

Navajo tribe was to protect the information they were sending from the

Japanese troops, who famously could not decipher the Navajo's spoken

language. This is a very simple example of using a language to send messages

that you do not want people to listen into or know what you're discussing. 

WHY IS ENCRYPTION IMPORTANT?
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WHY IS ENCRYPTION IMPORTANT?

Computer and telecommunication networks store digital echoes or footprints

of our thoughts and records of personal lives.

From banking, to booking, to socialising: we submit a variety of detailed,

personalised information, which is driving new modes of business, social

interaction and behavior. We have now become accustomed to giving away

what was (and still is) considered private information in exchange for what is

presented as more personalised and tailored services, which might meet our

needs, but cater to our greed.

But how do we protect who sees, controls and uses this information?

Lets consider a scenario whereby we all thought it was fine to send all our

communication on open handwritten postcards. From conversations with

your doctor, to intimate moments with our lovers, to legal discussions you

may have with lawyers or accountants. Itĕs unlikely that we would want all

people to be able to read such communications. So instead we have written

letters in sealed envelopes, tracking methods for sending post, closed offices

and confidential agreements, which help to keep such communication

private. However given the shift in how we communicate, much more of this

type of interaction is taking place online. More importantly it is taking place

through online spaces, which are not private by default and open to people

with little technical skills to snoop into the matters that can mean the most to

our lives. 

Online privacy and encryption is something we therefore need to be aware of

and practice daily. In the same way we would put an important letter into an

envelope or have a conversation behind a closed door. Given that so much of

our private communication is now happening in networked and online

spaces, we should consider the interface, like envelopes or seals, which

protect this material as a basic necessity and human right.

ENCRYPTION EXAMPLES

Throughout history we can find examples of cipher methods, which have

been used to keep messages private and secret.

A WARNING!
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A WARNING!

"There are two kinds of cryptography in this world: cryptography that will stop

your kid sister from reading your files, and cryptography that will stop major

governments from reading your files"  - Bruce Schneier, Applied Cryptography,

1996 

This chapter first explains a number of historical cryptographic systems and

then provides a summary of modern techniques. The historical examples

illustrate how cryptography emerged, but are considered broken in the face

of modern computers. They can be fun to learn, but please don't use them for

anything sensitive!

HISTORICAL CIPHERS

Classical ciphers refer to historical ciphers, which are now out of popular use

or no longer applicable. There are two general categories of classical

ciphers: transposition and substitution ciphers.

In a transposition cipher, the letters themselves are kept unchanged, but the

order within the message is scrambled according to some well-defined

scheme. An example of a transposition cipher is Skytale, which was used in

ancient Rome and Greece. A paperstrip was wrapped around a stick and the

message written across it. That way the message could not be read unless

wound around a stick of similar diameter again.

Image: Skytale taken from Wikimedia Commons (3.10.12) 
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A substitution cipher is a form of classical cipher whereby letters or groups of

letters are systematically replaced throughout the message for other letters

(or groups of letters). Substitution ciphers are divided into monoalphabetic

and polyalphabetic substitutions. The Caesar Shift cipher is common example

of amonoalphabetic substitution ciphers, where the letters in the alphabet

are shifted in one direction or another.

 

Image: Caesar Shift Cipher taken from Wikimedia Commons (3.10.12)

Polyalphabetic substitutions are more complex than substitution ciphers as

they use more than one alphabet and rotate them. For example, The Alberti

cipher, which was the first polyalphabetic cipher was created by Leon Battista

Alberti, a 15th century Italian, Renaissance polymath and humanist who is

also credited as the godfather of western cryptography. His cipher is similar

to the Vigenère cipher, where every letter of the alphabet gets a unique

number (e.g. 1-26). The message is then encrypted by writing down the

message along with the password repeatedly written beneath it.

In the Vigenère cipher the corresponding numbers of the letters of message

and key are summed up (with numbers exceeding the alphabet being dragged

around the back) making the message so unreadable that it couldn't be

deciphered for centuries (nowadays, with the help of computers, this

obviously isn't true anymore).
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Image: Vigenère cipher taken from Wikimedia Commons (3.10.12)

During World War 2 there was a surge in crypography, which lead to the

development of new algorithms such as the one-time pad (OTP). The OTP

algorithm combines plaintext with a random key that is as long as the

plaintext so that each character is only used once. To use it you need two

copies of the pad, which are kept by each user and exchanged via a secure

channel.  Once the message is encoded with the pad, the pad is destroyed and

the encoded message is sent. On the recipient's side, the encoded message has

a duplicate copy of the pad from which the plaintext message is generated. A

good way to look at OTP is to think of it as a 100% noise source, which is used

to mask the message. Since both parties of the communication have copies of

the noise source they are the only people who can filter it out.

OTP lies behind modern day stream ciphers, which are explained below.

Claude Shannon, (a key player in modern cryptography and information

theory), in his seminal 1949 paper "Communication Theory of Secrecy
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Systems" demonstrated that theoretically all unbreakable ciphers should

include the OTP encryption, which if used correctly are impossible to crack. 

MODERN CIPHERS

Post the World Wars the field of cryptography became less of a public service

and fell more within the domain of governance. Major advances in the field

began to reemerge in the mid-1970s with the advent of personalised

computers and the introduction of the Data Encryption Standard (DES,

developed at IBM in 1977 and later adopted by the U.S government). Since

2001 we now use the AES, Advanced Encryption Standard), which is based

on symmetric cryptography forms.

Contemporary cryptography can be generally divided into what is called

symmetric, asymmetric and quantum cryptography. 

Symmetric cryptography, or secret key, cryptography refers to ciphers where

the same key is used to both encrypt and decrypt the text or information

involved. In this class of ciphers the key is shared and kept secret within a

restricted group and therefore it is not possible to view the encrypted

information without having the key. A simple analogy to secret key

cryptography is having access to a community garden, which has one key to

open gate, which is shared by the community. You cannot open the gate,

unless you have the key. Obviously the issue here with the garden key and

with symmetric cryptography is if the key falls into the wrong hands, then an

intruder or attacker can get in and the security of the garden, or the data or

information is compromised. Consequently one of the main issues with this

form of cryptography is the issue of key management. As a result this method

is best employed within single-user contexts or small group environments.

Despite this limitation symmetric key methods are considerably faster than

asymmetric methods and so are the preferred mechanism for encrypting large

chunks of text.

Symmetric ciphers are usually implemented using block ciphers or stream

ciphers. 

Block ciphers work by looking at the input data in 8 or 16 or 32 byte blocks at
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a time and spreading the input and key within those blocks. Different modes

of operation are performed on the data in order to transform and spread the

data between blocks. Such ciphers use a secret key to convert a fixed block of

plain text into cipher text. The same key is then used to decrypt the cipher

text. 

In comparison stream ciphers (also known as state cipher) work on each

plaintext digit by creating a corresponding keystream which forms the

ciphertext. The keystream refers to a stream of random characters (bits,

bytes, numbers or letters) on which various additive or subtractive functions

are performed and combined to a character in the plaintext message, which

then produces the ciphertext. Although this method is very secure, it is not

always practical, since the key of the same length as the message needs to be

transmitted in some secure way so that receiver can decypher the message.

Another limitation is that the key can only be used once and then its

discarded. Although this can mean almost watertight security, it does limit

the use of the cipher.

Asymmetric ciphers work much more complex mathematical problems with

back doors, enabling faster solutions on smaller, highly important pieces of

data. They also work on fixed data sizes, typically 1024-2048 bits and and 384

bits. What makes them special is that they help solve some of the issues with

key distribution by allocating one public and one private pair per person, so

that everyone just needs to know everyone else's public portion. Asymmetric

ciphers are also used for digital signatures. Where as symmetric ciphers are

generally used for message authenticity. Symmetric ciphers cannot non-

repudiation signatures (i.e., signatures that you cannot later deny that you

did not sign). Digital signatures are very important in modern day

cryptography. They are similar to wax seals in that they verify who the

message is from and like seals are unique to that person. Digital signatures are

one of the methods used within public key systems, which have transformed

the field of cryptography are central to modern day Internet security and

online transactions.

QUANTUM CRYPTOGRAPHY
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QUANTUM CRYPTOGRAPHY

Quantum cryptography is the term used to describe the type of cryptography

that is now necessary to deal with the speed at which we now process

information and the related security measures that are necessary. Essentially

it deals with how we use quantum communication to securely exchange a

key and its associated distribution. As the machines we use become faster the

possible combinations of public-key encryption and digital signatures

becomes easier to break and quantum cryptography deals with the types of

algorithms that are necessary to keep pace with more advanced networks.

CHALLENGES & IMPLICATIONS

At the heart of cryptography lies the challenge of how we use and

communicate information. The above methods describe how we encrypt

written communication but obviously as shown in the Navajo example other

forms of communication (speech, sound, image etc) can also be encrypted

using different methods.

The main goal and skill of encryption is to apply the right methods to support

trustworthy communication. This is achieved by understanding the tradeoffs,

strengths and weaknesses of different cipher methods and how they relate to

the level of security and privacy required. Getting this right depends on the

task and context.

Importantly when we speak about communication, we are speaking about

trust. Traditionally cryptography dealt with the hypothetical scenarios, where

the challenge was to address how 'Bob' could speak to 'Alice' in a private and

secure manner.

Our lives are now heavily mediated via computers and the Internet. So the

boundaries between Bob, Alice + the 'other' (Eve, Oscar, Big Brother, your

boss, ex-boyfriend or the government) are a lot more blurred. Given the

quantum leaps in computer processing, in order for 'us', Bob's and Alice's to

have trust in the system, we need to know who we are talking too, we need

to know who is listening and importantly who has the potential to eavesdrop.

What becomes important is how we navigate this complexity and feel in
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control and secure, so that you can engage and communicate in a trustful

manner, which respects our individual freedoms and privacy.
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THREAT MODELING

Threat Modeling is the practice of building an abstract description of how an

attack may proceed and cause damage in order to define strategies and means

to defend against it. It is an important part of working toward protecting an

Information System (like your computer, or a network you are responsible

for), especially if there are many points of potential vulnerability.

INTRODUCTION

Before we begin, it's important to define what a threat is, in an Information

System (IS) context. A succint description from the National Information

Assurance Glossary defines a threat as:

Any circumstance or event with the potential to adversely impact an IS

through unauthorized access, destruction, disclosure, modification of data,

and/or denial of service.

Their more comprehensive (read "absurdly long") definition is:

The means through which the ability or intent of a threat agent to adversely

affect an automated system, facility, or operation can be manifest. Categorize

and classify threats as follows: Categories Classes Human Intentional

Unintentional Environmental Natural Fabricated 2. Any circumstance or event

with the potential to cause harm to a system in the form of destruction,

disclosure, modification or data, and/or denial of service. 3. Any circumstance

or event with the potential to cause harm to the ADP system or activity in the

form of destruction, disclosure, and modification of data, or denial of service. A

threat is a potential for harm. The presence of a threat does not mean that it

will necessarily cause actual harm. Threats exist because of the very existence

of the system or activity and not because of any specific weakness. For

example, the threat of fire exists at all facilities regardless of the amount of

fire protection available. 4. Types of computer systems related adverse events (i.

e. , perils) that may result in losses. Examples are flooding, sabotage and fraud.

5. An assertion primarily concerning entities of the external environment

(agents); we say that an agent (or class of agents) poses a threat to one or more

assets; we write: T(e;i) where: e is an external entity; i is an internal entity or

an empty set. 6. An undesirable occurrence that might be anticipated but is not
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the result of a conscious act or decision. In threat analysis, a threat is defined

as an ordered pair, , suggesting the nature of these occurrences but not the

details (details are specific to events). 7. A potential violation of security. 8. A

set of properties of a specific external entity (which may be either an

individual or class of entities) that, in union with a set of properties of a

specific internal entity, implies a risk (according to some body of knowledge).

Broadly speaking, a threat implies vulnerability, this can come in the form of a

person directly spying on your communications or in the form of an

automated system (malware or software on the network). It can also come

from environmental phenomena, such as fire. In the context of this

handbook we'll consider threats as coming from an agent attacking with a

motivation rather than environmental phenomena or 'Acts of God'.

An attack is active when it is attempting to manipulate and/or affect a

system's resources and/or its general operation. In this way it can be said to

compromise the Integrity or Availability of a system. A passive attack

however is something that is commonly done as part of an attempt to learn

about a system and/or access information on the system but does not actually

affect the general running or availability of that system (text adapted from

RFC2828).

Successful attacks can be known or unknown. All successful attacks exploit a

weakness. While neither are desirable, knowledge of a successful attack

exposes one or more weaknesses, providing an opportunity for hardening the

defense strategy. Attacks that manipulate a system often take control of

functions on the system.

Not all attacks are strictly related to the system itself. A highly sophisticated

attack may deploy Social Engineering strategies to manipulate a person to give

the attacker access to a system or to important information. Some of these

attacks can themselves be automated. Phishing and Pretexting are two such

examples.
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MODELING THREATS

Here are three often-cited frames for the modeling of threats:

Asset-centric: Here the model begins with looking at the assets (personal

information, bank account data, for instance) that are stored on a trusted

system. From there particular strategies for accessing those assets might be

determined. For instance, a strong passphrase used for logging into an online

banking service is of little use if the user of that account is vulnerable to

Phishing attacks. Similarly, valued data assets stored on an Encrypted File

System on a laptop might be safe from prying eyes but are still are vulnerable

to kinds of attacks whose goal is to destroy that data (from malware, to an axe

or a cup of spilled coffee), unless secured backups are in place.

Attacker-centric: This model starts with trying to determine the motivations

and goals of an attacker in order to isolate their method and means of attack.

An example might be that an attacker might want to listen into an important

phone call in order to determine the time and place of a special meeting. From

there we would look at how they might do this based on how (landline,

cellular phone or Voice Over IP) and in what context. Does attacker have

access to the service being used (wiretapping)? What hardware is the caller

using? What software (if any) is the caller using and what are its known

vulnerabilities?

System-centric: System-centric modeling considers threat from the

perspective of the system itself, most typically the design of the software in

use. Each element of the system is studied for vulnerabilities, resulting in

determination of an overall attack surface.
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THREAT AGENTS

Attacks have a motivation. Typically they are to spy, steal identities,

aquire/destroy data (assets), control a system or render a system

dysfunctional. There are many different means to achieve these outcomes,

each of which relates directly to the conditions the attacker is working with

at the time. These conditions might comprise social, psychological, network,

operating system and application security factors all the same time.

Risk Management Insight LLC published a paper in 2006

(http://www.riskmanagementinsight.com/media/docs/FAIR_introduction.pdf)

that defines five kinds of Threat Agents:

Access ď simple unauthorized access

Misuse ď unauthorized use of assets (e.g., identity theft, setting up a porn

distribution service on a compromised server, etc.)

Disclose ď the threat agent illicitly discloses sensitive information

Modify ď unauthorized changes to an asset

Deny access ď includes destruction, theft of a non-data asset, etc.

THREAT CONSEQUENCES

It's often very useful to have the particular consequences of a successful

attack in mind when modeling threats. This can help us to get closer to

isolating the particular strategies an attacker might deploy in search of their

goal.

The Internet Engineering Task Force defines Threat Consequences in RFC2828

(http://tools.ietf.org/html/rfc2828). Here is an adaptation of that definition,

with references to the (extensive) glossary and natural disaster removed:

A security violation that results from a threat action. Includes

disclosure, deception, disruption, and usurpation. The following

subentries describe four kinds of threat consequences, and also list and

describe the kinds of threat actions that cause each consequence.

Threat actions that are accidental events are marked by "*".

1. "(Unauthorized) Disclosure": A circumstance or event whereby an

http://www.riskmanagementinsight.com/media/docs/FAIR_introduction.pdf
http://tools.ietf.org/html/rfc2828
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entity gains access to data for which the entity is not authorized. (See:

data confidentiality.) The following threat actions can cause

unauthorized disclosure:

a. Exposure: A threat action whereby sensitive data is directly released

to an unauthorized entity. This includes:

Deliberate Exposure: Intentional release of sensitive data to an

unauthorized entity.

Scavenging: Searching through data residue in a system to gain

unauthorized knowledge of sensitive data.

*Human error: Human action or inaction that unintentionally results

in an entity gaining unauthorized knowledge of sensitive data.

*Hardware/software error: System failure that results in an entity

gaining unauthorized knowledge of sensitive data.

b. Interception: A threat action whereby an unauthorized entity directly

accesses sensitive data traveling between authorized sources and

destinations. This includes:

Theft: Gaining access to sensitive data by stealing a shipment of a

physical medium, such as a magnetic tape or disk, that holds the

data.

Wiretapping (passive): Monitoring and recording data that is flowing

between two points in a communication system. (See: wiretapping.)

Emanations analysis: Gaining direct knowledge of communicated data

by monitoring and resolving a signal that is emitted by a system and

that contains the data but is not intended to communicate the data.

(See: emanation.)

c. Inference: A threat action whereby an unauthorized entity indirectly

accesses sensitive data (but not necessarily the data contained in the

communication) by reasoning from characteristics or byproducts of

communications. This includes:

Traffic analysis: Gaining knowledge of data by observing the

characteristics of communications that carry the data.

Signals analysis: Gaining indirect knowledge of communicated data by

monitoring and analyzing a signal that is emitted by a system and
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that contains the data but is not intended to communicate the data.

(See: emanation.)

d. Intrusion: A threat action whereby an unauthorized entity gains

access to sensitive data by circumventing a system's security

protections. This includes:

Trespass: Gaining unauthorized physical access to sensitive data by

circumventing a system's protections.

Penetration: Gaining unauthorized logical access to sensitive data by

circumventing a system's protections.

Reverse engineering: Acquiring sensitive data by disassembling and

analyzing the design of a system component.

Cryptanalysis: Transforming encrypted data into plaintext without

having prior knowledge of encryption parameters or processes.

 

2. "Deception": A circumstance or event that may result in an

authorized entity receiving false data and believing it to be true. The

following threat actions can cause deception:

a. Masquerade: A threat action whereby an unauthorized entity gains

access to a system or performs a malicious act by posing as an

authorized entity.

Spoof: Attempt by an unauthorized entity to gain access to a system

by posing as an authorized user.

Malicious logic: In context of masquerade, any hardware, firmware, or

software (e.g., Trojan horse) that appears to perform a useful or

desirable function, but actually gains unauthorized access to system

resources or tricks a user into executing other malicious logic.

b. Falsification: A threat action whereby false data deceives an

authorized entity. (See: active wiretapping.)

Substitution: Altering or replacing valid data with false data that

serves to deceive an authorized entity.

Insertion: Introducing false data that serves to deceive an authorized

entity.
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c. Repudiation: A threat action whereby an entity deceives another by

falsely denying responsibility for an act. (See: non-repudiation service).

False denial of origin: Action whereby the originator of data denies

responsibility for its generation.

False denial of receipt: Action whereby the recipient of data denies

receiving and possessing the data.

3. "Disruption": A circumstance or event that interrupts or prevents

the correct operation of system services and functions. (See: denial of

service.) The following threat actions can cause disruption:

a. Incapacitation: A threat action that prevents or interrupts system

operation by disabling a system component.

Malicious logic: In context of incapacitation, any hardware, firmware,

or software (e.g., logic bomb) intentionally introduced into a system to

destroy system functions or resources.

Physical destruction: Deliberate destruction of a system component to

interrupt or prevent system operation.

*Human error: Action or inaction that unintentionally disables a

system component.

*Hardware or software error: Error that causes failure of a system

component and leads to disruption of system operation.

b. Corruption: A threat action that undesirably alters system operation

by adversely modifying system functions or data.

Tamper: In context of corruption, deliberate alteration of a system's

logic, data, or control information to interrupt or prevent correct

operation of system functions.

Malicious logic: In context of corruption, any hardware, firmware, or

software (e.g., a computer virus) intentionally introduced into a

system to modify system functions or data.

*Human error: Human action or inaction that unintentionally results

in the alteration of system functions or data.

*Hardware or software error: Error that results in the alteration of

system functions or data.

c. Obstruction: A threat action that interrupts delivery of system
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services by hindering system operations.

Interference: Disruption of system operations by blocking

communications or user data or control information.

Overload: Hindrance of system operation by placing excess burden on

the performance capabilities of a system component. (See: flooding.)

4. "Usurpation": A circumstance or event that results in control of

system services or functions by an unauthorized entity. The following

threat actions can cause usurpation:

a. Misappropriation: A threat action whereby an entity assumes

unauthorized logical or physical control of a system resource.

Theft of service: Unauthorized use of service by an entity.

Theft of functionality: Unauthorized acquisition of actual hardware,

software, or firmware of a system component.

Theft of data: Unauthorized acquisition and use of data.

b. Misuse: A threat action that causes a system component to perform a

function or service that is detrimental to system security.

Tamper: In context of misuse, deliberate alteration of a system's logic,

data, or control information to cause the system to perform

unauthorized functions or services.

Malicious logic: In context of misuse, any hardware, software, or

firmware intentionally introduced into a system to perform or control

execution of an unauthorized function or service.

Violation of permissions: Action by an entity that exceeds the entity's

system privileges by executing an unauthorized function.
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GLOSSARY

Much of this content is based on http://en.cship.org/wiki/Special:Allpages

AGGREGATOR

An aggregator is a service that gathers syndicated information from one or

many sites and makes it available at a different address. Sometimes called an

RSS aggregator, a feed aggregator, a feed reader, or a news reader. (Not to be

confused with a Usenet News reader.)

ANONYMITY

(Not be confused with privacy, pseudonymity, security, or confidentiality.)

Anonymity on the Internet is the ability to use services without leaving clues

to one's identity or being spied upon. The level of protection depends on the

anonymity techniques used and the extent of monitoring. The strongest

techniques in use to protect anonymity involve creating a chain of

communication using a random process to select some of the links, in which

each link has access to only partial information about the process. The first

knows the user's Internet address (IP) but not the content, destination, or

purpose of the communication, because the message contents and destination

information are encrypted. The last knows the identity of the site being

contacted, but not the source of the session. One or more steps in between

prevents the first and last links from sharing their partial knowledge in order

to connect the user and the target site.

ANONYMOUS REMAILER

An anonymous remailer is a service that accepts e-mail messages containing

instructions for delivery, and sends them out without revealing their sources.

Since the remailer has access to the user's address, the content of the

message, and the destination of the message, remailers should be used as part

of a chain of multiple remailers so that no one remailer knows all this

information.

ASP (APPLICATION SERVICE PROVIDER)

http://en.cship.org/wiki/Special:Allpages
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ASP (APPLICATION SERVICE PROVIDER)

An ASP is an organization that offers software services over the Internet,

allowing the software to be upgraded and maintained centrally.

BACKBONE

A backbone is one of the high-bandwidth communications links that tie

together networks in different countries and organizations around the world

to form the Internet.

BADWARE

See malware.

BANDWIDTH

The bandwidth of a connection is the maximum rate of data transfer on that

connection, limited by its capacity and the capabilities of the computers at

both ends of the connection.

BASH (BOURNE-AGAIN SHELL)

The bash shell is a command-line interface for Linux/Unix operating systems,

based on the Bourne shell.

BITTORRENT

BitTorrent is a peer-to-peer file-sharing protocol invented by Bram Cohen

in 2001. It allows individuals to cheaply and effectively distribute large files,

such as CD images, video, or music files.

BLACKLIST
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BLACKLIST

A blacklist is a list of forbidden things. In Internet censorship, lists of

forbidden Web sites or the IP addresses of computers may be used as

blacklists; censorware may allow access to all sites except for those

specifically listed on its blacklist. An alternative to a blacklist is a whitelist, or

a list of permitted things. A whitelist system blocks access to all sites except

for those specifically listed on the whitelist. This is a less common approach

to Internet censorship. It is possible to combine both approaches, using string

matching or other conditional techniques on URLs that do not match either

list.

BLUEBAR

The blue URL bar (called the Bluebar in Psiphon lingo) is the form at the top

of your Psiphon node browser window, which allows you to access blocked

site by typing its URL inside.

See also Psiphon node

BLOCK

To block is to prevent access to an Internet resource, using any number of

methods.

BOOKMARK

A bookmark is a placeholder within software that contains a reference to an

external resource. In a browser, a bookmark is a reference to a Web page ď by

choosing the bookmark you can quickly load the Web site without needing to

type in the full URL.

BRIDGE

See Tor bridge.

BRUTE-FORCE ATTACK
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BRUTE-FORCE ATTACK

A brute force attack consists of trying every possible code, combination, or
password until you find the right one. These are some of the most trivial
hacking attacks. 

CACHE

A cache is a part of an information-processing system used to store recently

used or frequently used data to speed up repeated access to it. A Web cache

holds copies of Web page files.

CENSOR

To censor is to prevent publication or retrieval of information, or take action,

legal or otherwise, against publishers and readers.

CENSORWARE

Censorware is software used to filter or block access to the Internet. This

term is most often used to refer to Internet filtering or blocking software

installed on the client machine (the PC which is used to access the Internet).

Most such client-side censorware is used for parental control purposes.

Sometimes the term censorware is also used to refer to software used for the

same purpose installed on a network server or router.

CGI (COMMON GATEWAY INTERFACE)

CGI is a common standard used to let programs on a Web server run as Web

applications. Many Web-based proxies use CGI and thus are also called "CGI

proxies". (One popular CGI proxy application written by James Marshall using

the Perl programming language is called CGIProxy.)

CHAT
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CHAT

Chat, also called instant messaging, is a common method of

communication among two or more people in which each line typed by a

participant in a session is echoed to all of the others. There are numerous

chat protocols, including those created by specific companies (AOL, Yahoo!,

Microsoft, Google, and others) and publicly defined protocols. Some chat

client software uses only one of these protocols, while others use a range of

popular protocols.

CIPHER

In cryptography, a cipher (or cypher) is an algorithm for performing

encryption or decryption

CIRCUMVENTION

Circumvention is publishing or accessing content in spite of attempts at

censorship.

COMMON GATEWAY INTERFACE

See CGI.

COMMAND-LINE INTERFACE

A method of controlling the execution of software using commands entered

on a keyboard, such as a Unix shell or the Windows command line.

COOKIE

A cookie is a text string sent by a Web server to the user's browser to store on

the user's computer, containing information needed to maintain continuity in

sessions across multiple Web pages, or across multiple sessions. Some Web

sites cannot be used without accepting and storing a cookie. Some people

consider this an invasion of privacy or a security risk.

COUNTRY CODE TOP-LEVEL DOMAIN (CCTLD)
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COUNTRY CODE TOP-LEVEL DOMAIN (CCTLD)

Each country has a two-letter country code, and a TLD (top-level domain)

based on it, such as .ca for Canada; this domain is called a country code top-

level domain. Each such ccTLD has a DNS server that lists all second-level

domains within the TLD. The Internet root servers point to all TLDs, and

cache frequently-used information on lower-level domains.

CRYPTOGRAPHY

Cryptography is the practice and study of techniques for secure

communication in the presence of third parties (called adversaries). More

generally, it is about constructing and analyzing protocols that overcome the

influence of adversaries and which are related to various aspects in

information security such as data confidentiality, data integrity,

authentication, and non-repudiation. Modern cryptography intersects the

disciplines of mathematics, computer science, and electrical engineering.

Applications of cryptography include ATM cards, computer passwords, and

electronic commerce.

DARPA (DEFENSE ADVANCED PROJECTS RESEARCH AGENCY)

DARPA is the successor to ARPA, which funded the Internet and its

predecessor, the ARPAnet.

DECRYPTION

Decryption is recovering plain text or other messages from encrypted data

with the use of a key.

See also encryption.

DISK ENCRYPTION

Disk encryption is a technology which protects information by converting

it into unreadable code that cannot be deciphered easily by unauthorized

people. Disk encryption uses disk encryption software or hardware to

encrypt every bit of data that goes on a disk or disk volume. Disk encryption

prevents unauthorized access to data storage.
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DOMAIN

A domain can be a Top-Level Domain (TLD) or secondary domain on the

Internet.

See also Top-Level Domain, country code Top-Level Domain and

secondary domain.

DNS (DOMAIN NAME SYSTEM)

The Domain Name System (DNS) converts domain names, made up of easy-

to-remember combinations of letters, to IP addresses, which are hard-to-

remember strings of numbers. Every computer on the Internet has a unique

address (a little bit like an area code+telephone number).

DNS LEAK

A DNS leak occurs when a computer configured to use a proxy for its

Internet connection nonetheless makes DNS queries without using the proxy,

thus exposing the user's attempts to connect with blocked sites. Some Web

browsers have configuration options to force the use of the proxy.

DNS SERVER

A DNS server, or name server, is a server that provides the look-up function

of the Domain Name System. It does this either by accessing an existing

cached record of the IP address of a specific domain, or by sending a request

for information to another name server.

DNS TUNNEL

A DNS tunnel is a way to tunnel almost everything over DNS/Nameservers.

Because you "abuse" the DNS system for an unintended purpose, it only

allows a very slow connection of about 3 kb/s which is even less than the

speed of an analog modem. That is not enough for YouTube or file sharing,

but should be sufficient for instant messengers like ICQ or MSN Messenger

and also for plain text e-mail.
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On the connection you want to use a DNS tunnel, you only need port 53 to

be open; therefore it even works on many commercial Wi-Fi providers

without the need to pay.

The main problem is that there are no public modified nameservers that you

can use. You have to set up your own. You need a server with a permanent

connection to the Internet running Linux. There you can install the free

software OzymanDNS and in combination with SSH and a proxy like Squid

you can use the tunnel. More Information on this on

http://www.dnstunnel.de.

EAVESDROPPING

Eavesdropping is listening to voice traffic or reading or filtering data traffic on

a telephone line or digital data connection, usually to detect or prevent illegal

or unwanted activities or to control or monitor what people are talking about.

E-MAIL

E-mail, short for electronic mail, is a method to send and receive messages

over the Internet. It is possible to use a Web mail service or to send e-mails

with the SMTP protocol and receive them with the POP3 protocol by using

an e-mail client such as Outlook Express or Thunderbird. It is comparatively

rare for a government to block e-mail, but e-mail surveillance is common. If

e-mail is not encrypted, it could be read easily by a network operator or

government.

EMBEDDED SCRIPT

An embedded script is a piece of software code.

ENCRYPTION

Encryption is any method for recoding and scrambling data or transforming

it mathematically to make it unreadable to a third party who doesn't know

the secret key to decrypt it. It is possible to encrypt data on your local hard

drive using software like TrueCrypt (http://www.truecrypt.org) or to encrypt

Internet traffic with TLS/SSL or SSH.

http://www.dnstunnel.de/
http://www.truecrypt.org/
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See also decryption.

EXIT NODE

An exit node is a Tor node that forwards data outside the Tor network.

See also middleman node.

FILE SHARING

File sharing refers to any computer system where multiple people can use the

same information, but often refers to making music, films or other materials

available to others free of charge over the Internet.

FILE SPREADING ENGINE

A file spreading engine is a Web site a publisher can use to get around

censorship. A user only has to upload a file to publish once and the file

spreading engine uploads that file to some set of sharehosting services (like

Rapidshare or Megaupload).

FILTER

To filter is to search in various ways for specific data patterns to block or

permit communications.

FIREFOX

Firefox is the most popular free and open source Web browser, developed by

the Mozilla Foundation.

FORUM

On a Web site, a forum is a place for discussion, where users can post

messages and comment on previously posted messages. It is distinguished

from a mailing list or a Usenet newsgroup by the persistence of the pages

containing the message threads. Newsgroup and mailing list archives, in

contrast, typically display messages one per page, with navigation pages

listing only the headers of the messages in a thread.

FRAME
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FRAME

A frame is a portion of a Web page with its own separate URL. For example,

frames are frequently used to place a static menu next to a scrolling text

window.

FTP (FILE TRANSFER PROTOCOL)

The FTP protocol is used for file transfers. Many people use it mostly for

downloads; it can also be used to upload Web pages and scripts to some Web

servers. It normally uses ports 20 and 21, which are sometimes blocked. Some

FTP servers listen to an uncommon port, which can evade port-based

blocking.

A popular free and open source FTP client for Windows and Mac OS is

FileZilla. There are also some Web-based FTP clients that you can use with a

normal Web browser like Firefox.

FULL DISK ENCRYPTION

see disk encryption.

GATEWAY

A gateway is a node connecting two networks on the Internet. An important

example is a national gateway that requires all incoming or outgoing traffic to

go through it.

GNU PRIVACY GUARD

GNU Privacy Guard (GnuPG or GPG) is a GPL Licensed alternative to the

PGP suite of cryptographic software. GnuPG is compliant with RFC 4880,

which is the current IETF standards track specification of OpenPGP.

see also Pretty Good Privacy (PGP).

GPG

see GNU Privacy Guard.

HONEYPOT
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HONEYPOT

A honeypot is a site that pretends to offer a service in order to entice potential

users to use it, and to capture information about them or their activities.

HOP

A hop is a link in a chain of packet transfers from one computer to another,

or any computer along the route. The number of hops between computers

can give a rough measure of the delay (latency) in communications between

them. Each individual hop is also an entity that has the ability to eavesdrop

on, block, or tamper with communications.

HTTP (HYPERTEXT TRANSFER PROTOCOL)

HTTP is the fundamental protocol of the World Wide Web, providing

methods for requesting and serving Web pages, querying and generating

answers to queries, and accessing a wide range of services.

HTTPS (SECURE HTTP)

Secure HTTP is a protocol for secure communication using encrypted

HTTP messages. Messages between client and server are encrypted in both

directions, using keys generated when the connection is requested and

exchanged securely. Source and destination IP addresses are in the headers of

every packet, so HTTPS cannot hide the fact of the communication, just the

contents of the data transmitted and received.

IANA (INTERNET ASSIGNED NUMBERS AUTHORITY)

IANA is the organization responsible for technical work in managing the

infrastructure of the Internet, including assigning blocks of IP addresses for

top-level domains and licensing domain registrars for ccTLDs and for the

generic TLDs, running the root name servers of the Internet, and other

duties.

ICANN (INTERNET CORPORATION FOR ASSIGNED NAMES AND
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ICANN (INTERNET CORPORATION FOR ASSIGNED NAMES AND

NUMBERS)

ICANN is a corporation created by the US Department of Commerce to

manage the highest levels of the Internet. Its technical work is performed by

IANA.

INSTANT MESSAGING (IM)

Instant messaging is either certain proprietary forms of chat using proprietary

protocols, or chat in general. Common instant messaging clients include MSN

Messenger, ICQ, AIM or Yahoo! Messenger.

INTERMEDIARY

See man in the middle.

INTERNET

The Internet is a network of networks interconnected using TCP/IP and

other communication protocols.

IP (INTERNET PROTOCOL) ADDRESS

An IP address is a number identifying a particular computer on the Internet.

In the previous version 4 of the Internet Protocol an IP address consisted of

four bytes (32 bits), often represented as four integers in the range 0-255

separated by dots, such as 74.54.30.85. In IPv6, which the Net is currently

switching to, an IP address is four times longer, and consists of 16 bytes (128

bits). It can be written as 8 groups of 4 hex digits separated by colons, such as

2001:0db8:85a3:0000:0000:8a2e:0370:7334.

IRC (INTERNET RELAY CHAT)

IRC is a more than 20-year-old Internet protocol used for real-time text

conversations (chat or instant messaging). There exist several IRC networks

-- the largest have more than 50 000 users.

ISP (INTERNET SERVICE PROVIDER)
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ISP (INTERNET SERVICE PROVIDER)

An ISP (Internet service provider) is a business or organization that provides

access to the Internet for its customers.

JAVASCRIPT

JavaScript is a scripting language, commonly used in Web pages to provide

interactive functions.

KEEPASS, KEEPASSX

KeePass and KeePassX are types of Password Manager.

KEYCHAIN SOFTWARE

see Password Manager.

KEYWORD FILTER

A keyword filter scans all Internet traffic going through a server for

forbidden words or terms to block.

LATENCY

Latency is a measure of time delay experienced in a system, here in a

computer network. It is measured by the time between the start of packet

transmission to the start of packet reception, between one network end (e.g.

you) to the other end (e.g. the Web server). One very powerful way of Web

filtering is maintaining a very high latency, which makes lots of

circumvention tools very difficult to use.

LOG FILE

A log file is a file that records a sequence of messages from a software

process, which can be an application or a component of the operating system.

For example, Web servers or proxies may keep log files containing records

about which IP addresses used these services when and what pages were

accessed.

LOW-BANDWIDTH FILTER
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LOW-BANDWIDTH FILTER

A low-bandwidth filter is a Web service that removes extraneous elements

such as advertising and images from a Web page and otherwise compresses it,

making page download much quicker.

MALWARE

Malware is a general term for malicious software, including viruses, that may

be installed or executed without your knowledge. Malware may take control

of your computer for purposes such as sending spam. (Malware is also

sometimes called badware.)

MAN IN THE MIDDLE

A man in the middle or man-in-the-middle is a person or computer capturing

traffic on a communication channel, especially to selectively change or block

content in a way that undermines cryptographic security. Generally the man-

in-the-middle attack involves impersonating a Web site, service, or individual

in order to record or alter communications. Governments can run man-in-

the-middle attacks at country gateways where all traffic entering or leaving

the country must pass.

MIDDLEMAN NODE

A middleman node is a Tor node that is not an exit node. Running a

middleman node can be safer than running an exit node because a

middleman node will not show up in third parties' log files. (A middleman

node is sometimes called a non-exit node.)

MONITOR

To monitor is to check a data stream continuously for unwanted activity.

NETWORK ADDRESS TRANSLATION (NAT)
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NETWORK ADDRESS TRANSLATION (NAT)

NAT is a router function for hiding an address space by remapping. All

traffic going out from the router then uses the router's IP address, and the

router knows how to route incoming traffic to the requestor. NAT is

frequently implemented by firewalls. Because incoming connections are

normally forbidden by NAT, NAT makes it difficult to offer a service to the

general public, such as a Web site or public proxy. On a network where NAT

is in use, offering such a service requires some kind of firewall configuration

or NAT traversal method.

NETWORK OPERATOR

A network operator is a person or organization who runs or controls a

network and thus is in a position to monitor, block, or alter

communications passing through that network.

NODE

A node is an active device on a network. A router is an example of a node. In

the Psiphon and Tor networks, a server is referred to as a node.

NON-EXIT NODE

See middleman node.

OBFUSCATION

Obfuscation means obscuring text using easily-understood and easily-

reversed transformation techniques that will withstand casual inspection but

not cryptanalysis, or making minor changes in text strings to prevent simple

matches. Web proxies often use obfuscation to hide certain names and

addresses from simple text filters that might be fooled by the obfuscation. As

another example, any domain name can optionally contain a final dot, as in

"somewhere.com.", but some filters might search only for "somewhere.com"

(without the final dot).

OPEN NODE
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OPEN NODE

An open node is a specific Psiphon node which can be used without logging

in. It automatically loads a particular homepage, and presents itself in a

particular language, but can then be used to browse elsewhere.

See also Psiphon node.

OTR/OFF-THE-RECORD MESSAGING

Off-the-Record Messaging, commonly referred to as OTR, is a

cryptographic protocol that provides strong encryption for instant messaging

conversations.

PACKET

A packet is a data structure defined by a communication protocol to contain

specific information in specific forms, together with arbitrary data to be

communicated from one point to another. Messages are broken into pieces

that will fit in a packet for transmission, and reassembled at the other end of

the link.

PASSWORD MANAGER

A password manager is software that helps a user organize passwords and

PIN codes. The software typically has a local database or a file that holds the

encrypted password data for secure logon onto computers, networks, web

sites and application data files. KeePass http://keepass.info/ is an example of a

password manager.

PASTEBIN

A web service where any kind of text can be dumped and read without

registration. All text will be visible publicly.

PEER-TO-PEER

http://keepass.info/
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PEER-TO-PEER

A peer-to-peer (or P2P) network is a computer network between equal peers.

Unlike client-server networks there is no central server and so the traffic is

distributed only among the clients.This technology is mostly applied to file

sharing programs like BitTorrent, eMule and Gnutella. But also the very old

Usenet technology or the VoIP program Skype can be categorized as peer-

to-peer systems.

See also file sharing.

 

PERFECT FORWARD SECRECY

In an authenticated key-agreement protocol that uses public key

cryptography, perfect forward secrecy (or PFS) is the property that ensures

that a session key derived from a set of long-term public and private keys will

not be compromised if one of the (long-term) private keys is compromised in

the future.

PRETTY GOOD PRIVACY (PGP)

Pretty Good Privacy (PGP) is a data encryption and decryption computer

program that provides cryptographic privacy and authentication for data

communication. PGP is often used for signing, encrypting and decrypting

texts, e-mails, files, directories and whole disk partitions to increase the

security of e-mail communications.

PGP and similar products follow the OpenPGP standard (RFC 4880) for

encrypting and decrypting data.

PHP

PHP is a scripting language designed to create dynamic Web sites and web

applications. It is installed on a Web server. For example, the popular Web

proxy PHProxy uses this technology.

PLAIN TEXT
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PLAIN TEXT

Plain text is unformatted text consisting of a sequence of character codes, as

in ASCII plain text or Unicode plain text.

PLAINTEXT

Plaintext is unencrypted text, or decrypted text.

See also encryption, TLS/SSL, SSH.

PRIVACY

Protection of personal privacy means preventing disclosure of personal

information without the permission of the person concerned. In the context

of circumvention, it means preventing observers from finding out that a

person has sought or received information that has been blocked or is illegal

in the country where that person is at the time.

PRIVATE KEY

see public key encryption/public-key cryptography.

POP3

Post Office Protocol version 3 is used to receive mail from a server, by default

on port 110 with an e-mail program such as Outlook Express or Thunderbird.

PORT

A hardware port on a computer is a physical connector for a specific purpose,

using a particular hardware protocol. Examples are a VGA display port or a

USB connector.

Software ports also connect computers and other devices over networks

using various protocols, but they exist in software only as numbers. Ports are

somewhat like numbered doors into different rooms, each for a special service

on a server or PC. They are identified by numbers from 0 to 65535.

PROTOCOL
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PROTOCOL

A formal definition of a method of communication, and the form of data to be

transmitted to accomplish it. Also, the purpose of such a method of

communication. For example, Internet Protocol (IP) for transmitting data

packets on the Internet, or Hypertext Transfer Protocol for interactions on

the World Wide Web.

PROXY SERVER

A proxy server is a server, a computer system or an application program

which acts as a gateway between a client and a Web server. A client

connects to the proxy server to request a Web page from a different server.

Then the proxy server accesses the resource by connecting to the specified

server, and returns the information to the requesting site. Proxy servers can

serve many different purposes, including restricting Web access or helping

users route around obstacles.

PSIPHON NODE

A Psiphon node is a secured web proxy designed to evade Internet

censorship. It is developed by Psiphon inc. Psiphon nodes can be open or

private.

PRIVATE NODE

A private node is a Psiphon node working with authentication, which

means that you have to register before you can use it. Once registered, you

will be able to send invitations to your friends and relatives to use this specific

node.

See also Psiphon node.

PUBLIC KEY

see public key encryption/public-key cryptography.

PUBLIC KEY ENCRYPTION/PUBLIC-KEY CRYPTOGRAPHY
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PUBLIC KEY ENCRYPTION/PUBLIC-KEY CRYPTOGRAPHY

Public-key cryptography refers to a cryptographic system requiring two

separate keys, one of which is secret and one of which is public. Although

different, the two parts of the key pair are mathematically linked. One key

locks or encrypts the plaintext, and the other unlocks or decrypts the

ciphertext. Neither key can perform both functions. One of these keys is

published or public, while the other is kept private.

Public-key cryptography uses asymmetric key algorithms (such as RSA), and

can also be referred to by the more generic term "asymmetric key

cryptography."

PUBLICLY ROUTABLE IP ADDRESS

Publicly routable IP addresses (sometimes called public IP addresses) are those

reachable in the normal way on the Internet, through a chain of routers.

Some IP addresses are private, such as the 192.168.x.x block, and many are

unassigned.

REGULAR EXPRESSION

A regular expression (also called a regexp or RE) is a text pattern that specifies

a set of text strings in a particular regular expression implementation such as

the UNIX grep utility. A text string "matches" a regular expression if the

string conforms to the pattern, as defined by the regular expression syntax. In

each RE syntax, some characters have special meanings, to allow one pattern

to match multiple other strings. For example, the regular expression lo+se
matches lose, loose, and looose.

REMAILER

An anonymous remailer is a service which allows users to send e-mails

anonymously. The remailer receives messages via e-mail and forwards them

to their intended recipient after removing information that would identify the

original sender. Some also provide an anonymous return address that can be

used to reply to the original sender without disclosing her identity. Well-

known Remailer services include Cypherpunk, Mixmaster and Nym.
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ROUTER

A router is a computer that determines the route for forwarding packets. It

uses address information in the packet header and cached information on the

server to match address numbers with hardware connections.

ROOT NAME SERVER

A root name server or root server is any of thirteen server clusters run by

IANA to direct traffic to all of the TLDs, as the core of the DNS system.

RSS (REAL SIMPLE SYNDICATION)

RSS is a method and protocol for allowing Internet users to subscribe to

content from a Web page, and receive updates as soon as they are posted.

SCHEME

On the Web, a scheme is a mapping from a name to a protocol. Thus the

HTTP scheme maps URLs that begin with HTTP: to the Hypertext Transfer

Protocol. The protocol determines the interpretation of the rest of the URL, so

that http://www.example.com/dir/content.html identifies a Web site and a

specific file in a specific directory, and mailto:user@somewhere.com is an e-

mail address of a specific person or group at a specific domain.

SHELL

A UNIX shell is the traditional command line user interface for the

UNIX/Linux operating systems. The most common shells are sh and bash.

SOCKS

A SOCKS proxy is a special kind of proxy server. In the ISO/OSI model it

operates between the application layer and the transport layer. The standard

port for SOCKS proxies is 1080, but they can also run on different ports.

Many programs support a connection through a SOCKS proxy. If not you can

install a SOCKS client like FreeCap, ProxyCap or SocksCap which can force

programs to run through the Socks proxy using dynamic port forwarding. It

is also possible to use SSH tools such as OpenSSH as a SOCKS proxy server.

SCREENLOGGER

http://www.example.com/dir/content.html
mailto:user@somewhere.com


Appendices

392

SCREENLOGGER

A screenlogger is software able to record everything your computer displays

on the screen. The main feature of a screenlogger is to capture the screen and

log it into files to view at any time in the future. Screen loggers can be used

as powerful monitoring tool. You should be aware of any screen logger

running on any computer you are using, anytime.

SCRIPT

A script is a program, usually written in an interpreted, non-compiled

language such as JavaScript, Java, or a command interpreter language such as

bash. Many Web pages include scripts to manage user interaction with a Web

page, so that the server does not have to send a new page for each change.

SMARTPHONE

A smartphone is a mobile phone that offers more advanced computing ability

and connectivity than a contemporary feature phone, such as Web access,

ability to run elaborated operating systems and run built-in applications.

SPAM

Spam is messages that overwhelm a communications channel used by people,

most notably commercial advertising sent to large numbers of individuals or

discussion groups. Most spam advertises products or services that are illegal

in one or more ways, almost always including fraud. Content filtering of e-

mail to block spam, with the permission of the recipient, is almost

universally approved of.

SSH (SECURE SHELL)

SSH or Secure Shell is a network protocol that allows encrypted

communication between computers. It was invented as a successor of the

unencrypted Telnet protocol and is also used to access a shell on a remote

server.

The standard SSH port is 22. It can be used to bypass Internet censorship

with port forwarding or it can be used to tunnel other programs like VNC.
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SSL (SECURE SOCKETS LAYER)

SSL (or Secure Sockets Layer), is one of several cryptographic standards used

to make Internet transactions secure. It is was used as the basis for the

creation of the related Transport Layer Security (TLS). You can easily see if

you are using SSL by looking at the URL in your Browser (like Firefox or

Internet Explorer): If it starts with https instead of http, your connection is

encrypted.

STEGANOGRAPHY

Steganography, from the Greek for hidden writing, refers to a variety of

methods of sending hidden messages where not only the content of the

message is hidden but the very fact that something covert is being sent is also

concealed. Usually this is done by concealing something within something

else, like a picture or a text about something innocent or completely

unrelated. Unlike cryptography, where it is clear that a secret message is

being transmitted, steganography does not attract attention to the fact that

someone is trying to conceal or encrypt a message.

SUBDOMAIN

A subdomain is part of a larger domain. If for example "wikipedia.org" is the

domain for the Wikipedia, "en.wikipedia.org" is the subdomain for the English

version of the Wikipedia.

THREAT ANALYSIS

A security threat analysis is properly a detailed, formal study of all known

ways of attacking the security of servers or protocols, or of methods for

using them for a particular purpose such as circumvention. Threats can be

technical, such as code-breaking or exploiting software bugs, or social, such

as stealing passwords or bribing someone who has special knowledge. Few

companies or individuals have the knowledge and skill to do a comprehensive

threat analysis, but everybody involved in circumvention has to make some

estimate of the issues.

TOP-LEVEL DOMAIN (TLD)
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TOP-LEVEL DOMAIN (TLD)

In Internet names, the TLD is the last component of the domain name.

There are several generic TLDs, most notably .com, .org, .edu, .net, .gov, .mil,

.int, and one two-letter country code (ccTLD) for each country in the system,

such as .ca for Canada. The European Union also has the two-letter code .eu.

TLS (TRANSPORT LAYER SECURITY)

TLS or Transport Layer Security is a cryptographic standard based on SSL,

used to make Internet transactions secure.

TCP/IP (TRANSMISSION CONTROL PROTOCOL OVER INTERNET

PROTOCOL)

TCP and IP are the fundamental protocols of the Internet, handling packet

transmission and routing. There are a few alternative protocols that are used

at this level of Internet structure, such as UDP.

TOR BRIDGE

A bridge is a middleman Tor node that is not listed in the main public Tor

directory, and so is possibly useful in countries where the public relays are

blocked. Unlike the case of exit nodes, IP addresses of bridge nodes never

appear in server log files and never pass through monitoring nodes in a way

that can be connected with circumvention.

TRAFFIC ANALYSIS

Traffic analysis is statistical analysis of encrypted communications. In some

circumstances traffic analysis can reveal information about the people

communicating and the information being communicated.

TUNNEL

A tunnel is an alternate route from one computer to another, usually

including a protocol that specifies encryption of messages.

UDP (USER DATAGRAM PACKET)
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UDP (USER DATAGRAM PACKET)

UDP is an alternate protocol used with IP. Most Internet services can be

accessed using either TCP or UDP, but there are some that are defined to use

only one of these alternatives. UDP is especially useful for real-time

multimedia applications like Internet phone calls (VoIP).

URL (UNIFORM RESOURCE LOCATOR)

The URL (Uniform Resource Locator) is the address of a Web site. For

example, the URL for the World News section of the NY Times is

http://www.nytimes.com/pages/world/index.html. Many censoring systems

can block a single URL. Sometimes an easy way to bypass the block is to

obscure the URL. It is for example possible to add a dot after the site name, so

the URL http://en.cship.org/wiki/URL becomes http://en.cship.org./wiki/URL.

If you are lucky with this little trick you can access blocked Web sites.

USENET

Usenet is a more than 20-year-old discussion forum system accessed using the

NNTP protocol. The messages are not stored on one server but on many

servers which distribute their content constantly. Because of that it is

impossible to censor Usenet as a whole, however access to Usenet can and is

often blocked, and any particular server is likely to carry only a subset of

locally-acceptable Usenet newsgroups. Google archives the entire available

history of Usenet messages for searching.

VOIP (VOICE OVER INTERNET PROTOCOL)

VoIP refers to any of several protocols for real-time two-way voice

communication on the Internet, which is usually much less expensive than

calling over telephone company voice networks. It is not subject to the kinds

of wiretapping practiced on telephone networks, but can be monitored using

digital technology. Many companies produce software and equipment to

eavesdrop on VoIP calls; securely encrypted VoIP technologies have only

recently begun to emerge.

VPN (VIRTUAL PRIVATE NETWORK)

http://www.nytimes.com/pages/world/index.html
http://en.cship.org./wiki/URL
http://en.cship.org./wiki/URL
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VPN (VIRTUAL PRIVATE NETWORK)

A VPN (virtual private network) is a private communication network used by

many companies and organizations to connect securely over a public

network. Usually on the Internet it is encrypted and so nobody except the

endpoints of the communication can look at the data traffic. There are

various standards like IPSec, SSL and TLS. The use of a VPN provider is a

very fast, secure and convenient method to bypass Internet censorship with

little risks but it generally costs money every month.Further, note that the

VPN standard PPTP is no longer considered secure, and should be avoided.

WHITELIST

A whitelist is a list of sites specifically authorized for a particular form of

communication. Filtering traffic can be done either by a whitelist (block

everything but the sites on the list), a blacklist (allow everything but the

sites on the list), a combination of the two, or by other policies based on

specific rules and conditions.

WORLD WIDE WEB (WWW)

The World Wide Web is the network of hyperlinked domains and content

pages accessible using the Hypertext Transfer Protocol and its numerous

extensions. The World Wide Web is the most famous part of the Internet.

WEBMAIL

Webmail is e-mail service through a Web site. The service sends and receives

mail messages for users in the usual way, but provides a Web interface for

reading and managing messages, as an alternative to running a mail client

such as Outlook Express or Thunderbird on the user's computer. For example

a popular and free webmail service is https://mail.google.com/

WEB PROXY

https://mail.google.com/
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WEB PROXY

A Web proxy is a script running on a Web server which acts as a

proxy/gateway. Users can access such a Web proxy with their normal Web

browser (like Firefox) and enter any URL in the form located on that Web

site. Then the Web proxy program on the server receives that Web content

and displays it to the user. This way the ISP only sees a connection to the

server with the Web proxy since there is no direct connection.

WHOIS

WHOIS (who is) is the aptly named Internet function that allows one to

query remote WHOIS databases for domain registration information. By

performing a simple WHOIS search you can discover when and by whom a

domain was registered, contact information, and more.

A WHOIS search can also reveal the name or network mapped to a numerical

IP address
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